
CVE-2010-2532
Published on: 09/03/2010 12:00:00 AM UTC

Last Modified on: 11/07/2023 02:05:00 AM UTC

CVE-2010-2532

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Opensuse from Opensuse contain the following
vulnerability:

** DISPUTED ** lxsession-logout in lxsession in LXDE, as used on
SUSE openSUSE 11.3 and other platforms, does not lock the screen
when the Suspend or Hibernate button is pressed, which might make it
easier for physically proximate attackers to access an unattended
laptop via a resume action. NOTE: there is no general agreement that

this is a vulnerability, because separate control over locking can be an equally secure, or
more secure, behavior in some threat environments.

CVSS2 Score: 7.2 - HIGH
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CVE References

Description Tags Link

oss-security - CVE request: lxsession-logout www.openwall.com

text/html

 MLIST [oss-security] 20100715
CVE request: lxsession-logout

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:014 lists.opensuse.org

text/html

 SUSE SUSE-SR:2010:014

Access Denied bugzillafiles.novell.org

text/x-diff

 CONFIRM
bugzillafiles.novell.org/attachment.cgi?
id=375737

oss-security - Re: CVE request: lxsession-logout www.openwall.com

text/html

 MLIST [oss-security] 20100715 Re:
CVE request: lxsession-logout

CVE-2010-2532 has been assigned by  secalert@redhat.com to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2010-2532/mitre
https://cve.report/CVE-2010-2532/nist
https://cve.report/CVE-2010-2532/cve_org
https://cve.report/CVE-2010-2532.pdf
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.openwall.com/lists/oss-security/2010/07/15/1
http://lists.opensuse.org/opensuse-security-announce/2010-08/msg00001.html
https://cve.report/CVE-2010-2532/2a04d561
http://www.openwall.com/lists/oss-security/2010/07/16/4


← Previous ID Next ID→

Bug 622083 – VUL-0: lxsession-logout should lock the screen before
suspending/hibernating/switching users

bugzilla.novell.com

text/html

 CONFIRM
bugzilla.novell.com/show_bug.cgi?
id=622083

614608 – (CVE-2010-2532) CVE-2010-2532 lxsession: does not lock the
screen before suspending/hibernating/switching users

bugzilla.redhat.com

text/html

 MISC
bugzilla.redhat.com/show_bug.cgi?
id=614608

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Opensuse Opensuse 11.3 All All All

Operating
System

Opensuse Opensuse 11.3 All All All

No vendor comments have been submitted for this CVE
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