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Cross-site scripting (XSS) vulnerability in include/top_graph_header.php in Cacti before 0.8.7g allows remote attackers to ir
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Cacti Cacti 0.5 - All All
Cacti Cacti 0.6 All All All
Cacti Cacti 0.6.1 All All All
Cacti Cacti 0.6.2 All All All
Cacti Cacti 0.6.3 All All All
Cacti Cacti 0.6.4 All All All
Cacti Cacti 0.6.5 All All All
Cacti Cacti 0.6.6 All All All
Cacti Cacti 0.6.7 All All All
Cacti Cacti 0.6.8 All All All
Cacti Cacti 0.6.8a All All All
Cacti Cacti 0.8 All All All
Cacti Cacti 0.8.1 All All All
Cacti Cacti 0.8.2 All All All
Cacti Cacti 0.8.2a All All All
Cacti Cacti 0.8.3 All All All
Cacti Cacti 0.8.3a All All All
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Application Cacti Cacti 0.8.2a All All All
Application Cacti Cacti 0.8.3 All All All
Application Cacti Cacti 0.8.3a All All All
Application Cacti Cacti 0.8.4 All All All
Application Cacti Cacti 0.8.5 All All All
Application Cacti Cacti 0.8.5a All All All
Application Cacti Cacti 0.8.6 All All All
Application Cacti Cacti 0.8.6a All All All
Application Cacti Cacti 0.8.6b All All All
Application Cacti Cacti 0.8.6¢ All All All
Application Cacti Cacti 0.8.6d All All All
Application Cacti Cacti 0.8.6f All All All
Application Cacti Cacti 0.8.6g All All All
Application Cacti Cacti 0.8.6h All All All
Application Cacti Cacti 0.8.6i All All All
Application Cacti Cacti 0.8.6j All All All
Application Cacti Cacti 0.8.6k All All All
Application Cacti Cacti 0.8.7 All All All
Application Cacti Cacti 0.8.7a All All All
Application Cacti Cacti 0.8.7b All All All
Application Cacti Cacti 0.8.7c All All All
Application Cacti Cacti 0.8.7d All All All
Application Cacti Cacti 0.8.7e All All All
Reference Source Link Tags
'Re: [oss-security] Cacti XSS fixes in 0.8.7¢' - MARC MLIST marc.info

Cacti: The Complete RRDTool-based Graphing Solution CONFIRM  cacti.net Vendor Adviso
Support / Security / Advisories / / MDVSA-2010:160 | Mandriva MANDRIVA  www.mandriva.com
svn.cacti.net/viewvc CONFIRM  svn.cacti.net
svn.cacti.net/viewvc/cacti/branches/0.8.7/include/top_graph_header.php CONFIRM  svn.cacti.net
CVE-2010-2543 - Red Hat Customer Portal MISC access.redhat.com
'[oss-security] Cacti XSS fixes in 0.8.7¢' - MARC MLIST marc.info

Bug 541279 — CVE-2009-4032 CVE-2010-2543 cacti: Multiple cross-site scripting flaws CONFIRM  bugzilla.redhat.com

CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, ana
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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