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Summary

CVE CVE-2010-2545

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-08-23 22:00:00 UTC

Updated 2023-02-13 03:17:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in Cacti before 0.8.7g, as used in Red Hat High Performance Computing (HPC) Solution and other products, allow remote attackers to inject arbitrary web script or HTML via (1) the name element in an XML template to templates_import.php; and allow remote authenticated administrators to inject arbitrary web script or HTML via vectors related to (2) cdef.php, (3) data_input.php, (4) data_queries.php, (5) data_sources.php, (6) data_templates.php, (7) gprint_presets.php, (8) graph.php, (9) graphs_new.php, (10) graphs.php, (11) graph_templates_inputs.php, (12) graph_templates_items.php, (13) graph_templates.php, (14) graph_view.php, (15) host.php, (16) host_templates.php, (17) lib/functions.php, (18) lib/html_form.php, (19) lib/html_form_template.php, (20) lib/html.php, (21) lib/html_tree.php, (22) lib/rrd.php, (23) rra.php, (24) tree.php, and (25) user_admin.php.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cacti Cacti 0.5 - All All

Application Cacti Cacti 0.6 All All All

Application Cacti Cacti 0.6.1 All All All

Application Cacti Cacti 0.6.2 All All All

Application Cacti Cacti 0.6.3 All All All

Application Cacti Cacti 0.6.4 All All All

Application Cacti Cacti 0.6.5 All All All

Application Cacti Cacti 0.6.6 All All All

Application Cacti Cacti 0.6.7 All All All

Application Cacti Cacti 0.6.8 All All All

Application Cacti Cacti 0.6.8a All All All

Application Cacti Cacti 0.8 All All All

Application Cacti Cacti 0.8.1 All All All

Application Cacti Cacti 0.8.2 All All All

Application Cacti Cacti 0.8.2a All All All

Application Cacti Cacti 0.8.3 All All All

Application Cacti Cacti 0.8.3a All All All
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Application Cacti Cacti 0.8.3a All All All

Application Cacti Cacti 0.8.4 All All All

Application Cacti Cacti 0.8.5 All All All

Application Cacti Cacti 0.8.5a All All All

Application Cacti Cacti 0.8.6 All All All

Application Cacti Cacti 0.8.6a All All All

Application Cacti Cacti 0.8.6b All All All

Application Cacti Cacti 0.8.6c All All All

Application Cacti Cacti 0.8.6d All All All

Application Cacti Cacti 0.8.6f All All All

Application Cacti Cacti 0.8.6g All All All

Application Cacti Cacti 0.8.6h All All All

Application Cacti Cacti 0.8.6i All All All

Application Cacti Cacti 0.8.6j All All All

Application Cacti Cacti 0.8.6k All All All

Application Cacti Cacti 0.8.7 All All All

Application Cacti Cacti 0.8.7a All All All

Application Cacti Cacti 0.8.7b All All All

Application Cacti Cacti 0.8.7c All All All

Application Cacti Cacti 0.8.7d All All All

Application Cacti Cacti 0.8.7e All All All

Application Cacti Cacti All All All All

Application Cacti Cacti 0.5 - All All

Application Cacti Cacti 0.6 All All All

Application Cacti Cacti 0.6.1 All All All

Application Cacti Cacti 0.6.2 All All All

Application Cacti Cacti 0.6.3 All All All

Application Cacti Cacti 0.6.4 All All All

Application Cacti Cacti 0.6.5 All All All

Application Cacti Cacti 0.6.6 All All All

Application Cacti Cacti 0.6.7 All All All

Application Cacti Cacti 0.6.8 All All All

Application Cacti Cacti 0.6.8a All All All

Application Cacti Cacti 0.8 All All All

Application Cacti Cacti 0.8.1 All All All

Application Cacti Cacti 0.8.2 All All All
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Application Cacti Cacti 0.8.2a All All All

Application Cacti Cacti 0.8.3 All All All

Application Cacti Cacti 0.8.3a All All All

Application Cacti Cacti 0.8.4 All All All

Application Cacti Cacti 0.8.5 All All All

Application Cacti Cacti 0.8.5a All All All

Application Cacti Cacti 0.8.6 All All All

Application Cacti Cacti 0.8.6a All All All

Application Cacti Cacti 0.8.6b All All All

Application Cacti Cacti 0.8.6c All All All

Application Cacti Cacti 0.8.6d All All All

Application Cacti Cacti 0.8.6f All All All

Application Cacti Cacti 0.8.6g All All All

Application Cacti Cacti 0.8.6h All All All

Application Cacti Cacti 0.8.6i All All All

Application Cacti Cacti 0.8.6j All All All

Application Cacti Cacti 0.8.6k All All All

Application Cacti Cacti 0.8.7 All All All

Application Cacti Cacti 0.8.7a All All All

Application Cacti Cacti 0.8.7b All All All

Application Cacti Cacti 0.8.7c All All All

Application Cacti Cacti 0.8.7d All All All

Application Cacti Cacti 0.8.7e All All All

References

Reference Source Link

Bug 459229 – CVE-2010-2545 cacti: XSS via various object names or descriptions CONFIRM bugzilla.redhat.com

CVE-2010-2545 - Red Hat Customer Portal MISC access.redhat.com

svn.cacti.net/viewvc CONFIRM svn.cacti.net

'Re: [oss-security] Cacti XSS fixes in 0.8.7g' - MARC MLIST marc.info

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com

svn.cacti.net/viewvc CONFIRM svn.cacti.net

Cacti Cross Site Scripting and HTML Injection Vulnerabilities BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Cacti: The Complete RRDTool-based Graphing Solution CONFIRM cacti.net
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Support / Security / Advisories / / MDVSA-2010:160 | Mandriva MANDRIVA www.mandriva.com

Red Hat High Performance Computing (HPC) Solution Multiple Vulnerabilities - Advisories - Community SECUNIA secunia.com

svn.cacti.net/viewvc CONFIRM svn.cacti.net

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

'[oss-security] Cacti XSS fixes in 0.8.7g' - MARC MLIST marc.info

svn.cacti.net/viewvc CONFIRM svn.cacti.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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