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PUBLIC
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Multiple cross-site scripting (XSS) vulnerabilities in Cacti before 0.8.7g, as used in Red Hat High Performance Computing (!
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Cacti Cacti 0.5 - All All
Cacti Cacti 0.6 All All All
Cacti Cacti 0.6.1 All All All
Cacti Cacti 0.6.2 All All All
Cacti Cacti 0.6.3 All All All
Cacti Cacti 0.6.4 All All All
Cacti Cacti 0.6.5 All All All
Cacti Cacti 0.6.6 All All All
Cacti Cacti 0.6.7 All All All
Cacti Cacti 0.6.8 All All All
Cacti Cacti 0.6.8a All All All
Cacti Cacti 0.8 All All All
Cacti Cacti 0.8.1 All All All
Cacti Cacti 0.8.2 All All All
Cacti Cacti 0.8.2a All All All
Cacti Cacti 0.8.3 All All All
Cacti Cacti 0.8.3a All All All
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Application Cacti Cacti 0.8.2a All All All

Application Cacti Cacti 0.8.3 All All All

Application Cacti Cacti 0.8.3a All All All

Application Cacti Cacti 0.8.4 All All All

Application Cacti Cacti 0.8.5 All All All

Application Cacti Cacti 0.8.5a All All All

Application Cacti Cacti 0.8.6 All All All

Application Cacti Cacti 0.8.6a All All All

Application Cacti Cacti 0.8.6b All All All

Application Cacti Cacti 0.8.6¢ All All All

Application Cacti Cacti 0.8.6d All All All

Application Cacti Cacti 0.8.6f All All All

Application Cacti Cacti 0.8.6g All All All

Application Cacti Cacti 0.8.6h All All All

Application Cacti Cacti 0.8.6i All All All

Application Cacti Cacti 0.8.6j All All All

Application Cacti Cacti 0.8.6k All All All

Application Cacti Cacti 0.8.7 All All All

Application Cacti Cacti 0.8.7a All All All

Application Cacti Cacti 0.8.7b All All All

Application Cacti Cacti 0.8.7c All All All

Application Cacti Cacti 0.8.7d All All All

Application Cacti Cacti 0.8.7e All All All

Reference Source Link

Bug 459229 — CVE-2010-2545 cacti: XSS via various object names or descriptions CONFIRM  bugzilla.redhat.com
CVE-2010-2545 - Red Hat Customer Portal MISC access.redhat.com
svn.cacti.net/viewvc CONFIRM  svn.cacti.net

'Re: [oss-security] Cacti XSS fixes in 0.8.7¢' - MARC MLIST marc.info

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com
svn.cacti.net/viewvc CONFIRM  svn.cacti.net

Cacti Cross Site Scripting and HTML Injection Vulnerabilities BID www.securityfocus.c
IBM X-Force Exchange XF exchange.xforce.ibrr
Red Hat Customer Portal REDHAT rhn.redhat.com
Cacti: The Complete RRDTool-based Graphing Solution CONFIRM  cacti.net
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https://access.redhat.com/security/cve/CVE-2010-2545
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http://marc.info/?l=oss-security&m=128017203704299&w=2
https://access.redhat.com/errata/RHSA-2010:0635
http://svn.cacti.net/viewvc?view=rev&revision=6038
http://www.securityfocus.com/bid/42575
https://exchange.xforce.ibmcloud.com/vulnerabilities/61227
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Support / Security / Advisories / / MDVSA-2010:160 | Mandriva MANDRIVA  www.mandriva.com

Red Hat High Performance Computing (HPC) Solution Multiple Vulnerabilities - Advisories - Community =~ SECUNIA secunia.com

svn.cacti.net/viewvc CONFIRM  svn.cacti.net
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com
'[oss-security] Cacti XSS fixes in 0.8.7g' - MARC MLIST marc.info
svn.cacti.net/viewvc CONFIRM  svn.cacti.net
CVE Program record CVE.ORG  www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

4] | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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