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Summary

CVE CVE-2010-2546

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-08-05 13:22:00 UTC

Updated 2023-11-07 02:05:00 UTC

Description Multiple heap-based buffer overflows in loaders/load_it.c in libmikmod, possibly 3.1.12, might allow remote attackers to execute arbitrary code via (1) crafted samples or (2) crafted instrument definitions in an Impulse Tracker file, related to panpts, pitpts, and IT_ProcessEnvelope. NOTE: some of these details are obtained from third party information. NOTE: this vulnerability exists because of an incomplete fix for CVE-2009-3995.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Raphael Assenat Libmikmod 3.1.12 All All All

Application Raphael Assenat Libmikmod 3.1.12 All All All

References

Reference

About Secunia Research | Flexera

Debian update for libmikmod - Secunia.com

libmikmod Version 3.1.12 Multiple Buffer Overflow Vulnerabilities

614643 – (CVE-2009-3995, CVE-2009-3996, CVE-2010-2546, CVE-2010-2971) CVE-2009-3995 CVE-2009-3996 libmikmod: arbitrary code execution via crafted Impulse Tracker or Ultratracker files

Webmail- OVH

Support / Security / Advisories / / MDVSA-2010:151 | Mandriva

Gentoo Linux Documentation -- libmikmod: User-assisted execution of arbitrary code

Debian -- Security Information -- DSA-2081-1 libmikmod

Mikmod Sound System / Bugs / #9 Incorrect fix for SA37775 / CVE-2009-3995

CVE Program record

NVD vulnerability detail
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http://www.vupen.com/english/advisories/2010/1957
http://www.mandriva.com/security/advisories?name=MDVSA-2010:151
http://security.gentoo.org/glsa/glsa-201203-10.xml
http://www.debian.org/security/2010/dsa-2081
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https://www.cve.org/CVERecord?id=CVE-2010-2546
https://nvd.nist.gov/vuln/detail/CVE-2010-2546


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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