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Summary

CVE CVE-2010-2547

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-08-05 18:17:00 UTC

Updated 2024-02-02 16:34:00 UTC

Description Use-after-free vulnerability in kbx/keybox-blob.c in GPGSM in GnuPG 2.x through 2.0.16 allows remote attackers to cause a denial of service (crash) and possibly execute arbitrary code via a certificate with a large number of Subject Alternate Names, which is not properly handled in a realloc operation when importing the certificate or verifying its signature.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 5.0 All All All

Operating System Fedoraproject Fedora 13 All All All

Application Gnupg Gnupg 2.0 All All All

Application Gnupg Gnupg 2.0.1 All All All

Application Gnupg Gnupg 2.0.10 All All All

Application Gnupg Gnupg 2.0.11 All All All

Application Gnupg Gnupg 2.0.12 All All All

Application Gnupg Gnupg 2.0.13 All All All

Application Gnupg Gnupg 2.0.14 All All All

Application Gnupg Gnupg 2.0.15 All All All

Application Gnupg Gnupg 2.0.16 All All All

Application Gnupg Gnupg 2.0.3 All All All

Application Gnupg Gnupg 2.0.4 All All All

Application Gnupg Gnupg 2.0.5 All All All

Application Gnupg Gnupg 2.0.6 All All All

Application Gnupg Gnupg 2.0.7 All All All

Application Gnupg Gnupg 2.0.8 All All All
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Application Gnupg Gnupg 2.0.8 All All All

Application Gnupg Gnupg 2.0 All All All

Application Gnupg Gnupg 2.0.1 All All All

Application Gnupg Gnupg 2.0.10 All All All

Application Gnupg Gnupg 2.0.11 All All All

Application Gnupg Gnupg 2.0.12 All All All

Application Gnupg Gnupg 2.0.13 All All All

Application Gnupg Gnupg 2.0.14 All All All

Application Gnupg Gnupg 2.0.15 All All All

Application Gnupg Gnupg 2.0.16 All All All

Application Gnupg Gnupg 2.0.3 All All All

Application Gnupg Gnupg 2.0.4 All All All

Application Gnupg Gnupg 2.0.5 All All All

Application Gnupg Gnupg 2.0.6 All All All

Application Gnupg Gnupg 2.0.7 All All All

Application Gnupg Gnupg 2.0.8 All All All

Application Gnupg Gnupg All All All All
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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