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Summary

CVE CVE-2010-2580

State PUBLIC

Assigner PSIRT-CNA@flexerasoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-09-15 18:00:00 UTC

Updated 2018-10-10 19:59:00 UTC

Description The SMTP service (MESMTPC.exe) in MailEnable 3.x and 4.25 does not properly perform a length check, which allows remote attackers to cause a denial of service (crash) via a long (1) email address in the MAIL FROM command, or (2) domain name in the RCPT TO command, which triggers an "unhandled invalid parameter error."

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mailenable Mailenable 3.0 - enterprise All

Application Mailenable Mailenable 3.0 - pro All

Application Mailenable Mailenable 3.01 - enterprise All

Application Mailenable Mailenable 3.01 - pro All

Application Mailenable Mailenable 3.02 - enterprise All

Application Mailenable Mailenable 3.02 - pro All

Application Mailenable Mailenable 3.03 - enterprise All

Application Mailenable Mailenable 3.03 - pro All

Application Mailenable Mailenable 3.04 - enterprise All

Application Mailenable Mailenable 3.04 - pro All

Application Mailenable Mailenable 3.10 - enterprise All

Application Mailenable Mailenable 3.10 - pro All

Application Mailenable Mailenable 3.11 - enterprise All

Application Mailenable Mailenable 3.11 - pro All

Application Mailenable Mailenable 3.12 - enterprise All

Application Mailenable Mailenable 3.12 - pro All

Application Mailenable Mailenable 3.13 - enterprise All
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Application Mailenable Mailenable 3.13 - enterprise All

Application Mailenable Mailenable 3.13 - pro All

Application Mailenable Mailenable 3.14 - enterprise All

Application Mailenable Mailenable 3.14 - pro All

Application Mailenable Mailenable 3.5 - enterprise All

Application Mailenable Mailenable 3.5 - pro All

Application Mailenable Mailenable 3.51 - enterprise All

Application Mailenable Mailenable 3.51 - pro All

Application Mailenable Mailenable 3.52 - enterprise All

Application Mailenable Mailenable 3.52 - pro All

Application Mailenable Mailenable 3.53 - enterprise All

Application Mailenable Mailenable 3.53 - pro All

Application Mailenable Mailenable 3.6 - enterprise All

Application Mailenable Mailenable 3.6 - pro All

Application Mailenable Mailenable 3.61 - enterprise All

Application Mailenable Mailenable 3.61 - pro All

Application Mailenable Mailenable 3.61 - std All

Application Mailenable Mailenable 3.62 - enterprise All

Application Mailenable Mailenable 3.62 - pro All

Application Mailenable Mailenable 3.62 - std All

Application Mailenable Mailenable 3.63 - enterprise All

Application Mailenable Mailenable 3.63 - pro All

Application Mailenable Mailenable 3.63 - std All

Application Mailenable Mailenable 4.0 - enterprise All

Application Mailenable Mailenable 4.0 - pro All

Application Mailenable Mailenable 4.0 - std All

Application Mailenable Mailenable 4.01 - enterprise All

Application Mailenable Mailenable 4.01 - pro All

Application Mailenable Mailenable 4.01 - std All

Application Mailenable Mailenable 4.1 - enterprise All

Application Mailenable Mailenable 4.1 - pro All

Application Mailenable Mailenable 4.1 - std All

Application Mailenable Mailenable 4.11 - enterprise All

Application Mailenable Mailenable 4.11 - pro All

Application Mailenable Mailenable 4.12 - enterprise All

Application Mailenable Mailenable 4.12 - pro All
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Application Mailenable Mailenable 4.13 - enterprise All

Application Mailenable Mailenable 4.13 - pro All

Application Mailenable Mailenable 4.13 - std All

Application Mailenable Mailenable 4.14 - enterprise All

Application Mailenable Mailenable 4.14 - pro All

Application Mailenable Mailenable 4.14 - std All

Application Mailenable Mailenable 4.15 - enterprise All

Application Mailenable Mailenable 4.15 - pro All

Application Mailenable Mailenable 4.16 - enterprise All

Application Mailenable Mailenable 4.16 - pro All

Application Mailenable Mailenable 4.16 - std All

Application Mailenable Mailenable 4.17 - enterprise All

Application Mailenable Mailenable 4.17 - pro All

Application Mailenable Mailenable 4.17 - std All

Application Mailenable Mailenable 4.22 - enterprise All

Application Mailenable Mailenable 4.22 - pro All

Application Mailenable Mailenable 4.22 - std All

Application Mailenable Mailenable 4.23 - enterprise All

Application Mailenable Mailenable 4.23 - pro All

Application Mailenable Mailenable 4.23 - std All

Application Mailenable Mailenable 4.24 - enterprise All

Application Mailenable Mailenable 4.24 - pro All

Application Mailenable Mailenable 4.24 - std All

Application Mailenable Mailenable 3.0 - enterprise All

Application Mailenable Mailenable 3.0 - pro All

Application Mailenable Mailenable 3.01 - enterprise All

Application Mailenable Mailenable 3.01 - pro All

Application Mailenable Mailenable 3.02 - enterprise All

Application Mailenable Mailenable 3.02 - pro All

Application Mailenable Mailenable 3.03 - enterprise All

Application Mailenable Mailenable 3.03 - pro All

Application Mailenable Mailenable 3.04 - enterprise All

Application Mailenable Mailenable 3.04 - pro All

Application Mailenable Mailenable 3.10 - enterprise All

Application Mailenable Mailenable 3.10 - pro All

Application Mailenable Mailenable 3.11 - enterprise All
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Application Mailenable Mailenable 3.11 - enterprise All

Application Mailenable Mailenable 3.11 - pro All

Application Mailenable Mailenable 3.12 - enterprise All

Application Mailenable Mailenable 3.12 - pro All

Application Mailenable Mailenable 3.13 - enterprise All

Application Mailenable Mailenable 3.13 - pro All

Application Mailenable Mailenable 3.14 - enterprise All

Application Mailenable Mailenable 3.14 - pro All

Application Mailenable Mailenable 3.5 - enterprise All

Application Mailenable Mailenable 3.5 - pro All

Application Mailenable Mailenable 3.51 - enterprise All

Application Mailenable Mailenable 3.51 - pro All

Application Mailenable Mailenable 3.52 - enterprise All

Application Mailenable Mailenable 3.52 - pro All

Application Mailenable Mailenable 3.53 - enterprise All

Application Mailenable Mailenable 3.53 - pro All

Application Mailenable Mailenable 3.6 - enterprise All

Application Mailenable Mailenable 3.6 - pro All

Application Mailenable Mailenable 3.61 - enterprise All

Application Mailenable Mailenable 3.61 - pro All

Application Mailenable Mailenable 3.61 - std All

Application Mailenable Mailenable 3.62 - enterprise All

Application Mailenable Mailenable 3.62 - pro All

Application Mailenable Mailenable 3.62 - std All

Application Mailenable Mailenable 3.63 - enterprise All

Application Mailenable Mailenable 3.63 - pro All

Application Mailenable Mailenable 3.63 - std All

Application Mailenable Mailenable 4.0 - enterprise All

Application Mailenable Mailenable 4.0 - pro All

Application Mailenable Mailenable 4.0 - std All

Application Mailenable Mailenable 4.01 - enterprise All

Application Mailenable Mailenable 4.01 - pro All

Application Mailenable Mailenable 4.01 - std All

Application Mailenable Mailenable 4.1 - enterprise All

Application Mailenable Mailenable 4.1 - pro All

Application Mailenable Mailenable 4.1 - std All
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Application Mailenable Mailenable 4.11 - enterprise All

Application Mailenable Mailenable 4.11 - pro All

Application Mailenable Mailenable 4.12 - enterprise All

Application Mailenable Mailenable 4.12 - pro All

Application Mailenable Mailenable 4.13 - enterprise All

Application Mailenable Mailenable 4.13 - pro All

Application Mailenable Mailenable 4.13 - std All

Application Mailenable Mailenable 4.14 - enterprise All

Application Mailenable Mailenable 4.14 - pro All

Application Mailenable Mailenable 4.14 - std All

Application Mailenable Mailenable 4.15 - enterprise All

Application Mailenable Mailenable 4.15 - pro All

Application Mailenable Mailenable 4.16 - enterprise All

Application Mailenable Mailenable 4.16 - pro All

Application Mailenable Mailenable 4.16 - std All

Application Mailenable Mailenable 4.17 - enterprise All

Application Mailenable Mailenable 4.17 - pro All

Application Mailenable Mailenable 4.17 - std All

Application Mailenable Mailenable 4.22 - enterprise All

Application Mailenable Mailenable 4.22 - pro All

Application Mailenable Mailenable 4.22 - std All

Application Mailenable Mailenable 4.23 - enterprise All

Application Mailenable Mailenable 4.23 - pro All

Application Mailenable Mailenable 4.23 - std All

Application Mailenable Mailenable 4.24 - enterprise All

Application Mailenable Mailenable 4.24 - pro All

Application Mailenable Mailenable 4.24 - std All

Application Mailenable Mailenable All - enterprise All

Application Mailenable Mailenable All - pro All

Application Mailenable Mailenable All - std All
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MailEnable™ - Hot Fixes Download Page CONFIRM www.mailenable.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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