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Summary

CVE CVE-2010-2582

State PUBLISHED

Assigner flexera

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-10-29 19:00:01 UTC

Updated 2026-04-29 01:13:23 UTC

Description An unspecified function in TextXtra.x32 in Adobe Shockwave Player before 11.5.9.615 does not properly reallocate a buffer when processing a DEMX chunk in a Director file, which allows remote attackers to trigger a heap-based buffer overflow and execute arbitrary code.

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Shockwave Player 1.0 All All All

Application Adobe Shockwave Player 10.0.0.210 All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete
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Application Adobe Shockwave Player 10.0.0.210 All All All

Application Adobe Shockwave Player 10.0.1.004 All All All

Application Adobe Shockwave Player 10.1.0.011 All All All

Application Adobe Shockwave Player 10.1.0.11 All All All

Application Adobe Shockwave Player 10.1.1.016 All All All

Application Adobe Shockwave Player 10.1.4.020 All All All

Application Adobe Shockwave Player 10.2.0.021 All All All

Application Adobe Shockwave Player 10.2.0.022 All All All

Application Adobe Shockwave Player 10.2.0.023 All All All

Application Adobe Shockwave Player 11.0.0.456 All All All

Application Adobe Shockwave Player 11.0.3.471 All All All

Application Adobe Shockwave Player 11.5.0.595 All All All

Application Adobe Shockwave Player 11.5.0.596 All All All

Application Adobe Shockwave Player 11.5.1.601 All All All

Application Adobe Shockwave Player 11.5.2.602 All All All

Application Adobe Shockwave Player 11.5.6.606 All All All

Application Adobe Shockwave Player 11.5.7.609 All All All

Application Adobe Shockwave Player 2.0 All All All

Application Adobe Shockwave Player 3.0 All All All

Application Adobe Shockwave Player 4.0 All All All

Application Adobe Shockwave Player 5.0 All All All

Application Adobe Shockwave Player 6.0 All All All

Application Adobe Shockwave Player 8.0 All All All

Application Adobe Shockwave Player 8.0.196 All All All

Application Adobe Shockwave Player 8.0.196a All All All

Application Adobe Shockwave Player 8.0.204 All All All

Application Adobe Shockwave Player 8.0.205 All All All

Application Adobe Shockwave Player 8.5.1 All All All

Application Adobe Shockwave Player 8.5.1.100 All All All

Application Adobe Shockwave Player 8.5.1.103 All All All

Application Adobe Shockwave Player 8.5.1.105 All All All

Application Adobe Shockwave Player 8.5.1.106 All All All

Application Adobe Shockwave Player 8.5.321 All All All

Application Adobe Shockwave Player 8.5.323 All All All

Application Adobe Shockwave Player 8.5.324 All All All

Application Adobe Shockwave Player 8.5.325 All All All
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Application Adobe Shockwave Player 8.5.325 All All All

Application Adobe Shockwave Player 9 All All All

Application Adobe Shockwave Player 9.0.383 All All All

Application Adobe Shockwave Player 9.0.432 All All All

Application Adobe Shockwave Player All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

SecurityFocus af854a3a-2127-422b-91ae-364da2661108

Research - Community af854a3a-2127-422b-91ae-364da2661108

SecurityTracker.com Archives - Adobe Shockwave Player Has Multiple Flaws That Let Remote Users Execute Arbitrary Code af854a3a-2127-422b-91ae-364da2661108

Adobe - Security Bulletins: APSB10-25 - Security update available for Adobe Shockwave Player af854a3a-2127-422b-91ae-364da2661108

Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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