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CVE CVE-2010-2589
State PUBLIC
Assigner PSIRT-CNA@flexerasoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-10 16:00:00 UTC
Updated 2017-08-17 01:32:00 UTC
Description Integer overflow in the dirapi.dll module in Adobe Shockwave Player before 11.5.9.620 allows attackers to execute arbitrary

/ |

1|

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Shockwave Player 1.0 All All All
Application Adobe Shockwave Player 10.0.0.210 All All All
Application Adobe Shockwave Player 10.0.1.004 All All All
Application Adobe Shockwave Player 10.1.0.011 All All All
Application Adobe Shockwave Player 10.1.0.11 All All All
Application Adobe Shockwave Player 10.1.1.016 All All All
Application Adobe Shockwave Player 10.1.4.020 All All All
Application Adobe Shockwave Player 10.2.0.021 All All All
Application Adobe Shockwave Player 10.2.0.022 All All All
Application Adobe Shockwave Player 10.2.0.023 All All All
Application Adobe Shockwave Player 11.0.0.456 All All All
Application Adobe Shockwave Player 11.0.3.471 All All All
Application Adobe Shockwave Player 11.5.0.595 All All All
Application Adobe Shockwave Player 11.5.0.596 All All All
Application Adobe Shockwave Player 11.5.1.601 All All All
Application Adobe Shockwave Player 11.5.2.602 All All All
Application Adobe Shockwave Player 11.5.6.606 All All All
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Application Adobe Shockwave Player 11.0.3.471 All All All
Application Adobe Shockwave Player 11.5.0.595 All All All
Application Adobe Shockwave Player 11.5.0.596 All All All
Application Adobe Shockwave Player 11.5.1.601 All All All
Application Adobe Shockwave Player 11.5.2.602 All All All
Application Adobe Shockwave Player 11.5.6.606 All All All
Application Adobe Shockwave Player 11.5.7.609 All All All
Application Adobe Shockwave Player 11.5.8.612 All All All
Application Adobe Shockwave Player 2.0 All All All
Application Adobe Shockwave Player 3.0 All All All
Application Adobe Shockwave Player 4.0 All All All
Application Adobe Shockwave Player 5.0 All All All
Application Adobe Shockwave Player 6.0 All All All
Application Adobe Shockwave Player 8.0 All All All
Application Adobe Shockwave Player 8.0.196 All All All
Application Adobe Shockwave Player 8.0.196a All All All
Application Adobe Shockwave Player 8.0.204 All All All
Application Adobe Shockwave Player 8.0.205 All All All
Application Adobe Shockwave Player 8.5.1 All All All
Application Adobe Shockwave Player 8.5.1.100 All All All
Application Adobe Shockwave Player 8.5.1.103 All All All
Application Adobe Shockwave Player 8.5.1.105 All All All
Application Adobe Shockwave Player 8.5.1.106 All All All
Application Adobe Shockwave Player 8.5.321 All All All
Application Adobe Shockwave Player 8.5.323 All All All
Application Adobe Shockwave Player 8.5.324 All All All
Application Adobe Shockwave Player 8.5.325 All All All
Application Adobe Shockwave Player 9 All All All
Application Adobe Shockwave Player 9.0.383 All All All
Application Adobe Shockwave Player 9.0.432 All All All
Application Adobe Shockwave Player All All All All

References
Reference Source Link
IBM X-Force Exchange XF exchange.xfi

Adobe Shockwave Player 'dirapi.dll' Module Integer Overflow Remote Code Execution Vulnerability BID Www.securit
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Adobe Shockwave Player Has Multiple Flaws That Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securit

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.
Adobe - Security Bulletins: APSB11-01 - Security update available for Shockwave Player CONFIRM www.adobe.
CVE Program record CVE.ORG WWW.CVE.Or¢
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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