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Summary

CVE CVE-2010-2594

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-07-02 12:43:00 UTC

Updated 2010-07-02 12:43:00 UTC

Description Multiple cross-site request forgery (CSRF) vulnerabilities in the web management interface in InterSect Alliance Snare Agent 3.2.3 and earlier on Solaris, Snare Agent 3.1.7 and earlier on Windows, Snare Agent 1.5.0 and earlier on Linux and AIX, Snare Agent 1.4 and earlier on IRIX, Snare Epilog 1.5.3 and earlier on Windows, and Snare Epilog 1.2 and earlier on UNIX allow remote attackers to hijack the authentication of administrators for requests that (1) change the password or (2) change the listening port.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Ibm Aix All All All All

Operating System Ibm Aix All All All All

Application Intersect Alliance Snare Agent 0.9.2 All All All

Application Intersect Alliance Snare Agent 0.9.6 All All All

Application Intersect Alliance Snare Agent 0.9.7 All All All

Application Intersect Alliance Snare Agent 0.9.7a All All All

Application Intersect Alliance Snare Agent 0.9.8 All All All

Application Intersect Alliance Snare Agent 1.0 All All All

Application Intersect Alliance Snare Agent 1.0.1 All All All

Application Intersect Alliance Snare Agent 1.1 All All All

Application Intersect Alliance Snare Agent 1.1.0 All All All

Application Intersect Alliance Snare Agent 1.1.1 All All All

Application Intersect Alliance Snare Agent 1.1.2 All All All

Application Intersect Alliance Snare Agent 1.2 All All All

Application Intersect Alliance Snare Agent 1.3 All All All

Application Intersect Alliance Snare Agent 1.4 All All All

Application Intersect Alliance Snare Agent 1.4.1 All All All
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Application Intersect Alliance Snare Agent 1.4.1 All All All

Application Intersect Alliance Snare Agent 2.0 All All All

Application Intersect Alliance Snare Agent 2.1 All All All

Application Intersect Alliance Snare Agent 2.3 All All All

Application Intersect Alliance Snare Agent 2.4 All All All

Application Intersect Alliance Snare Agent 2.5 All All All

Application Intersect Alliance Snare Agent 2.5.2 All All All

Application Intersect Alliance Snare Agent 2.5.3 All All All

Application Intersect Alliance Snare Agent 2.5.4 All All All

Application Intersect Alliance Snare Agent 2.5.6 All All All

Application Intersect Alliance Snare Agent 2.5.7 All All All

Application Intersect Alliance Snare Agent 3.0.0 All All All

Application Intersect Alliance Snare Agent 3.1.0 All All All

Application Intersect Alliance Snare Agent 3.1.2 All All All

Application Intersect Alliance Snare Agent 3.1.3 All All All

Application Intersect Alliance Snare Agent 3.1.4 All All All

Application Intersect Alliance Snare Agent 3.1.5 All All All

Application Intersect Alliance Snare Agent 3.1.6 All All All

Application Intersect Alliance Snare Agent 3.2.0 All All All

Application Intersect Alliance Snare Agent 3.2.1 All All All

Application Intersect Alliance Snare Agent 3.2.2 All All All

Application Intersect Alliance Snare Agent 0.9.2 All All All

Application Intersect Alliance Snare Agent 0.9.6 All All All

Application Intersect Alliance Snare Agent 0.9.7 All All All

Application Intersect Alliance Snare Agent 0.9.7a All All All

Application Intersect Alliance Snare Agent 0.9.8 All All All

Application Intersect Alliance Snare Agent 1.0 All All All

Application Intersect Alliance Snare Agent 1.0.1 All All All

Application Intersect Alliance Snare Agent 1.1 All All All

Application Intersect Alliance Snare Agent 1.1.0 All All All

Application Intersect Alliance Snare Agent 1.1.1 All All All

Application Intersect Alliance Snare Agent 1.1.2 All All All

Application Intersect Alliance Snare Agent 1.2 All All All

Application Intersect Alliance Snare Agent 1.3 All All All

Application Intersect Alliance Snare Agent 1.4 All All All

Application Intersect Alliance Snare Agent 1.4.1 All All All
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Application Intersect Alliance Snare Agent 2.0 All All All

Application Intersect Alliance Snare Agent 2.1 All All All

Application Intersect Alliance Snare Agent 2.3 All All All

Application Intersect Alliance Snare Agent 2.4 All All All

Application Intersect Alliance Snare Agent 2.5 All All All

Application Intersect Alliance Snare Agent 2.5.2 All All All

Application Intersect Alliance Snare Agent 2.5.3 All All All

Application Intersect Alliance Snare Agent 2.5.4 All All All

Application Intersect Alliance Snare Agent 2.5.6 All All All

Application Intersect Alliance Snare Agent 2.5.7 All All All

Application Intersect Alliance Snare Agent 3.0.0 All All All

Application Intersect Alliance Snare Agent 3.1.0 All All All

Application Intersect Alliance Snare Agent 3.1.2 All All All

Application Intersect Alliance Snare Agent 3.1.3 All All All

Application Intersect Alliance Snare Agent 3.1.4 All All All

Application Intersect Alliance Snare Agent 3.1.5 All All All

Application Intersect Alliance Snare Agent 3.1.6 All All All

Application Intersect Alliance Snare Agent 3.2.0 All All All

Application Intersect Alliance Snare Agent 3.2.1 All All All

Application Intersect Alliance Snare Agent 3.2.2 All All All

Application Intersect Alliance Snare Agent All All All All

Application Intersect Alliance Snare Agent All All All All

Application Intersect Alliance Snare Agent All All All All

Application Intersect Alliance Snare Agent All All All All

Application Intersect Alliance Snare Agent All All All All

Application Intersect Alliance Snare Epilog 1.1 All All All

Application Intersect Alliance Snare Epilog 1.2 All All All

Application Intersect Alliance Snare Epilog 1.3 All All All

Application Intersect Alliance Snare Epilog 1.3.1 All All All

Application Intersect Alliance Snare Epilog 1.3.3 All All All

Application Intersect Alliance Snare Epilog 1.4.0 All All All

Application Intersect Alliance Snare Epilog 1.5.0 All All All

Application Intersect Alliance Snare Epilog 1.5.1 All All All

Application Intersect Alliance Snare Epilog 1.5.2 All All All

Application Intersect Alliance Snare Epilog 1.1 All All All

Application Intersect Alliance Snare Epilog 1.2 All All All
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Application Intersect Alliance Snare Epilog 1.2 All All All

Application Intersect Alliance Snare Epilog 1.3 All All All

Application Intersect Alliance Snare Epilog 1.3.1 All All All

Application Intersect Alliance Snare Epilog 1.3.3 All All All

Application Intersect Alliance Snare Epilog 1.4.0 All All All

Application Intersect Alliance Snare Epilog 1.5.0 All All All

Application Intersect Alliance Snare Epilog 1.5.1 All All All

Application Intersect Alliance Snare Epilog 1.5.2 All All All

Application Intersect Alliance Snare Epilog All All All All

Application Intersect Alliance Snare Epilog All All All All

Operating System Linux Linux All All All All

Operating System Linux Linux All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows 2000 All All All All

Operating System Microsoft Windows 2000 All All All All

Operating System Microsoft Windows 2003 Server All All All All

Operating System Microsoft Windows 2003 Server All All All All

Operating System Microsoft Windows 7 All All All All

Operating System Microsoft Windows 7 All All All All

Operating System Microsoft Windows Server 2008 - All All All

Operating System Microsoft Windows Server 2008 - All All All

Operating System Microsoft Windows Vista All All All All

Operating System Microsoft Windows Vista All All All All

Operating System Microsoft Windows Xp All All All All

Operating System Microsoft Windows Xp All All All All

Operating System Sgi Irix All All All All

Operating System Sgi Irix All All All All

Operating System Sun Solaris All All All All

Operating System Sun Solaris All All All All

Operating System Unix Unix All All All All

Operating System Unix Unix All All All All

References

Reference Source Link Tags

US-CERT Vulnerability Note VU#173009 CERT-VN www.kb.cert.org US Government Resource
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holisticinfosec.org - HIO-2010-0426 Snare Agent Web Interface CSRF Vulnerability MISC holisticinfosec.org

Malformed Request BID www.securityfocus.com

Various Snare Agents Cross-Site Request Forgery Vulnerabilities - Advisories - Community SECUNIA secunia.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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