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Summary

CVE CVE-2010-2603

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-12-17 19:00:00 UTC

Updated 2011-01-12 06:51:00 UTC

Description RIM BlackBerry Desktop Software 4.7 through 6.0 for PC, and 1.0 for Mac, uses a weak password to encrypt a database backup file, which makes it easier for local users to decrypt the file via a brute force attack.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

Application Rim Blackberry Desktop Software 1.0 All All All

Application Rim Blackberry Desktop Software 4.7 All All All

Application Rim Blackberry Desktop Software 5.0 All All All

Application Rim Blackberry Desktop Software 5.0.1 All All All

Application Rim Blackberry Desktop Software 6.0 All All All

Application Rim Blackberry Desktop Software 1.0 All All All

Application Rim Blackberry Desktop Software 4.7 All All All

Application Rim Blackberry Desktop Software 5.0 All All All

Application Rim Blackberry Desktop Software 5.0.1 All All All

Application Rim Blackberry Desktop Software 6.0 All All All
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About Secunia Research | Flexera SECUNIA secunia.com

KB24764-Vulnerability in the security of BlackBerry device backups using the BlackBerry Desktop Software CONFIRM www.blackberry.com

BlackBerry Desktop Software Backup File Brute Force Weakness - Advisories - Community SECUNIA secunia.com

SecurityTracker.com Archives - BlackBerry Desktop Software Weak Password Lets Local Users Decrypt the Backup File SECTRACK www.securitytracker.com

BlackBerry Desktop Software Information Disclosure Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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