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Summary

CVE CVE-2010-2628

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-08-20 18:00:00 UTC

Updated 2010-08-24 05:46:00 UTC

Description The IKE daemon in strongSwan 4.3.x before 4.3.7 and 4.4.x before 4.4.1 does not properly check the return values of snprintf calls, which allows remote attackers to execute arbitrary code via crafted (1) certificate or (2) identity data that triggers buffer overflows.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Strongswan Strongswan 4.3.0 All All All

Application Strongswan Strongswan 4.3.1 All All All

Application Strongswan Strongswan 4.3.2 All All All

Application Strongswan Strongswan 4.3.3 All All All

Application Strongswan Strongswan 4.3.4 All All All

Application Strongswan Strongswan 4.3.5 All All All

Application Strongswan Strongswan 4.3.6 All All All

Application Strongswan Strongswan 4.4.0 All All All

Application Strongswan Strongswan 4.3.0 All All All

Application Strongswan Strongswan 4.3.1 All All All

Application Strongswan Strongswan 4.3.2 All All All

Application Strongswan Strongswan 4.3.3 All All All

Application Strongswan Strongswan 4.3.4 All All All

Application Strongswan Strongswan 4.3.5 All All All

Application Strongswan Strongswan 4.3.6 All All All

Application Strongswan Strongswan 4.4.0 All All All
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References

Reference Source Link

SecurityTracker.com Archives - strongSwan snprintf() Bug Lets Remote Users Execute Arbitrary Code SECTRACK www.securitytracker.com

strongSwan Certificate / Identification Payload Parsing Vulnerabilities - Advisories - Community SECUNIA secunia.com

download.strongswan.org/patches/08_snprintf_patch/strongswan-4.3.3_snprintf.patch CONFIRM download.strongswan.org

strongSwan IETF Attribute or Identification Parsing Multiple Remote Code Execution Vulnerabilities BID www.securityfocus.com

download.strongswan.org/patches/08_snprintf_patch/strongswan-4.3.5_snprintf.patch CONFIRM download.strongswan.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

openSUSE-SU-2010:0496-1 (important): strongswan: fixing snprintf overflo MLIST lists.opensuse.org

strongSwan - 441 - strongSwan CONFIRM trac.strongswan.org

download.strongswan.org/patches/08_snprintf_patch/strongswan-4.3.4_snprintf.patch CONFIRM download.strongswan.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Access Denied CONFIRM bugzilla.novell.com

download.strongswan.org/patches/08_snprintf_patch/strongswan-4.3.6_snprintf.patch CONFIRM download.strongswan.org

download.strongswan.org/patches/08_snprintf_patch/strongswan-4.4.0_snprintf.patch CONFIRM download.strongswan.org

404 Not Found MLIST lists.strongswan.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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