
CVE-2010-2629
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2010-2629

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-07-06 17:17:00 UTC

Updated 2018-10-10 19:59:00 UTC

Description The Cisco Content Services Switch (CSS) 11500 with software 8.20.4.02 and the Application Control Engine (ACE) 4710 with software A2(3.0) do not properly handle LF header terminators in situations where the GET line is terminated by CRLF, which allows remote attackers to conduct HTTP request smuggling attacks and possibly bypass intended header insertions via crafted header data, as demonstrated by an LF character between the ClientCert-Subject and ClientCert-Subject-CN headers. NOTE: this vulnerability exists because of an incomplete fix for CVE-2010-1576.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Ace 4710 a1(2.0) All All All

Hardware Cisco Ace 4710 a1(8.0) All All All

Hardware Cisco Ace 4710 a1\(2.0\) All All All

Hardware Cisco Ace 4710 a1\(8.0\) All All All

Hardware Cisco Ace 4710 a1\(2.0\) All All All

Hardware Cisco Ace 4710 a1\(8.0\) All All All

Hardware Cisco Ace 4710 All All All All

Hardware Cisco Ace 4710 All All All All

Hardware Cisco Content Services Switch 11500 08.20.1.01 All All All

Hardware Cisco Content Services Switch 11500 8.20.0.01 All All All

Hardware Cisco Content Services Switch 11500 8.20.1.01 All All All

Hardware Cisco Content Services Switch 11500 8.20.2.01 All All All

Hardware Cisco Content Services Switch 11500 08.20.1.01 All All All

Hardware Cisco Content Services Switch 11500 8.20.0.01 All All All

Hardware Cisco Content Services Switch 11500 8.20.1.01 All All All

Hardware Cisco Content Services Switch 11500 8.20.2.01 All All All

Hardware Cisco Content Services Switch 11500 All All All All
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Hardware Cisco Content Services Switch 11500 All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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