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AV NACLAUNCNINAC Certain versions of Sunos from Sun contain the following vulnerability:

Unspecified vulnerability in the FTP Server in Oracle Solaris 8, 9, 10,
and 11 Express allows remote attackers to affect availability. NOTE:
the previous information was obtained from the January 2011 CPU.
Oracle has not commented on claims from a reliable researcher that
this is an issue in the glob implementation in libc that allows remote
authenticated users to cause a denial of service (CPU and memory
consumption) via crafted glob expressions that do not match any pathnames.

CVE-2010-2632 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.8-HIGH |

Access Access Authentication
Vector Complexity
NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[NONE_ [NONE
CVE References
Description Tags Link
Security Advisory SA55212 - Juniper Junos Y SECUNIA 55212
"glob()" Denial of Service Security Issue -
Secunia
2013-10 Security Bulletin: Junos: GNU libc CONFIRM kb.juniper.net/InfoCenter/index?
glob(3) 'GLOB_LIMIT' Remote Denial of Service page=content&id=JSA10598
Vulnerability (CVE-2010-2632) - Juniper
Networks
Oracle Critical Patch Update Pre-Release O CONFIRM
Announcement - January 2011 www.oracle.com/technetwork/topics/security/cpujan2011-
=z 194091.html
SQerniritvTracker: Snlarie Miiltinle Flawe | ot | vy cocuritvirackar com | ™ SFCTRACK 1024978
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Remote Users Gain Full Control and Local Users

Partially Access and Modify Data and Deny

Service

Multiple Vendors libc/glob(3) resource SREASONRES 20101007 Multiple Vendors

exhaustion (+0day remote ftpd-anon) ( Research libc/glob(3) resource exhaustion (+0day remote ftpd-

Advisory ) - SecurityReason.com anon)

Avaya CMS Solaris FTP Server Denial of YU SECUNIA 43433

Service Vulnerability - Secunia.com

Oracle Solaris Multiple Vulnerabilities - >{ SECUNIA 42984

Advisories - Community

Webmail : Solution de messagerie [ www.vupen.com | (%) VUPEN ADV-2011-0151

professionnelle - OVHcloud- OVH

Multiple Vendors libc/glob(3) SREASONRES 20110502 Multiple Vendors

GLOB_BRACE|GLOB_LIMIT memory libc/glob(3) GLOB_BRACE|GLOB_LIMIT memory

exhaustion ( Research Advisory ) - exhaustion

SecurityReason.com

ASA-2011-040 @ CONFIRM
support.avaya.com/css/P8/documents/100127892

IBM X-Force Exchange € XF solaris-ftp-dos(64798)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Sun Sunos 5.10 All All All
System

Operating Sun Sunos 5.11 All express All
System

Operating Sun Sunos 5.8 All All All
System

Operating Sun Sunos 5.9 All All All
System

Operating Sun Sunos 5.10 All All All
System

Operating Sun Sunos 5.11 All express All
System

Operating Sun Sunos 5.8 All All All
System

Operating Sun Sunos 5.9 All All All
System
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http://securityreason.com/achievement_securityalert/89
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cpe:2.3:0:5Un:suno0s:5.11:*:express:*:*:*:*:*:

cpe:2.3:0:5UN:sunos:5.8:

cpe:2.3:0:8UN:sun0s:5.9:

cpe:2.3:0:sun:sunos:5.11:*:express:*:*:*:*:*:

cpe:2.3:0:5UN:sunos:5.8: * *F

cpe:2.3:0:5UN:sun0s:5.9: * *F

No vendor comments have been submitted for this CVE
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