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AVLACMAUNCCILCIAG Certain versions of Linux Kernel from Linux contain the following

§ vulnerability:

Race condition in the hvc_close function in drivers/char/hvc_console.c
&g%ﬁ%’“ in the Linux kernel before 2.6.34 allows local users to cause a denial of
service or possibly have unspecified other impact by closing a
Hypervisor Virtual Console device, related to the hvc_open and
hvc_remove functions.

AV

CVE-2010-2653 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.9 - MEDIUM

Access Access Authentication
Vector Complexity
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
oss-security - Re: kernel: hvc_console: ¢ > MLIST [oss-security] 20100630 Re: kernel: hvc_console: Fix
Fix race between hvc_close and race between hvc_close and hvc_remove
hve_remove
oss-security - kernel: hvc_console: Fix ¢ > MLIST [oss-security] 20100304 kernel: hvc_console: Fix race
race between hvc_close and hvc_remove between hvc_close and hvc_remove
oss-security - Re: kernel: hvc_console: ¢ > MLIST [oss-security] 20100417 Re: kernel: hvc_console: Fix
Fix race between hvc_close and race between hvc_close and hvc_remove
hvc_remove www.openwall.com
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http://www.openwall.com/lists/oss-security/2010/07/01/1
http://www.openwall.com/lists/oss-security/2010/03/04/3
http://www.openwall.com/lists/oss-security/2010/04/17/2

oss-security - Re: kernel: hvc_console: Mailing List ¢ > MLIST [oss-security] 20100419 Re: kernel: hvc_console: Fix
Fix race between hvc_close and Third Party Advisory race between hvc_close and hvc_remove
hvc_remove www.openwall.com

text/html

kernel/git/torvalds/linux.git - Linux kernel () CONFIRM git.kernel.org/?p=linux/kernel/git/torvalds/linux-
source tree Vendor Advisory 2.6.git;a=commit;h=320718ee074acce5ffced6506chb51af1388942aa
git.kernel.org
text/html

Bug 568621 — CVE-2010-2653 kvm: Issue Tracking () CONFIRM bugzilla.redhat.com/show_bug.cgi?id=568621
vulnerability in the hvc_console code that
gets exposed via the new virtio_console Third Party Advisory

functionality bugzilla.redhat.com
text/html
oss-security - Re: kernel: hvc_console: Mailing List ¢ > MLIST [oss-security] 20100419 Re: kernel: hvc_console: Fix
Fix race between hvc_close and Third Party Advisory race between hvc_close and hvc_remove
hvc_remove www.openwall.com
text/html
oss-security - Re: kernel: hvc_console: Mailing List ¢ > MLIST [oss-security] 20100707 Re: kernel: hvc_console: Fix
Fix race between hvc_close and Third Party Advisory race between hvc_close and hvc_remove
hvc_remove www.openwall.com

text/html

LKML: Amit Shah: [PATCH v2] L& MLIST [linux-kernel] 20100303 [PATCH v2] hvc_console: Fix
hvc_console: Fix race between Third Party Advisory race between hvc_close and hvc_remove
hvc_close and hvc_remove

text/xml
[v2] hvc_console: Fix race between Vendor Advisory () CONFIRM patchwork.kernel.org/patch/83353/
hvc_close and hvc_remove - Patchwork web.archive.org

text/html
Inactive Link"| Not Archived

oss-security - CVE Request: kernel: Mailing List ¢ > MLIST [oss-security] 20100706 CVE Request: kernel:
hvc_console: Fix race between Third Party Advisory hvc_console: Fix race between hvc_close and hvc_remove
hvc_close and hvc_remove www.openwall.com

text/html
oss-security - Re: kernel: hvc_console: Mailing List ¢ > MLIST [oss-security] 20100417 Re: kernel: hvc_console: Fix
Fix race between hvc_close and Third Party Advisory race between hvc_close and hvc_remove

hvc_remove www.openwall.com
text/html

404: File not found Release Notes A CONFIRM www.kernel.org/pub/linux/kernel/v2.6/Changelog-
Vendor Advisory 2.6.34
www.kernel.org

text/plain

Inactive Link| Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Nnaratinn linnv I inniv Karnal All All All All


http://www.openwall.com/lists/oss-security/2010/04/19/1
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=320718ee074acce5ffced6506cb51af1388942aa
https://bugzilla.redhat.com/show_bug.cgi?id=568621
http://www.openwall.com/lists/oss-security/2010/04/19/2
http://www.openwall.com/lists/oss-security/2010/07/07/5
http://lkml.org/lkml/2010/3/3/207
https://web.archive.org/web/2010/http://patchwork.kernel.org/patch/83353/
http://www.openwall.com/lists/oss-security/2010/07/06/7
http://www.openwall.com/lists/oss-security/2010/04/18/1
https://cve.report/CVE-2010-2653/f7d2572d
mailto:%20comment@cve.report
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel

v auny iiun LILUA o mn mn fatll fatll

System

Operating Linux Linux Kernel All All All All
System

cpe:2.3:0:linux:linux_kernel:*:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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