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CVE-2010-2657

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIAC:MIAUNIC:C/.CIAC Certain versions of Macos from Apple contain the foIIowing
’ vulnerability:

Opera before 10.60 on Windows and Mac OS X does not properly
prevent certain double-click operations from running a program located
on a web site, which allows user-assisted remote attackers to execute
arbitrary code via a crafted web page that bypasses a dialog.

CVE-2010-2657 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 9.3-HIGH
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Vector Complexity
(NN |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Webmail : Solution de messagerie professionnelle - OVHcloud- () VUPEN ADV-2010-1664
OVH
Advisory: Double-clicking a link can unexpectedly run a program O CONFIRM
from the Internet - Opera Knowledge Base www.opera.com/support/search/view/957/
Opera Two Security Issues - Advisories - Community Y{ SECUNIA 40375
Repository / Oval Repository Third Party Advisory () OVAL oval:org.mitre.oval:def:11856
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Opera: Opera 10.60 for Mac changelog

Opera: Opera 10.60 for Windows changelog

Vendor Advisory

text/html

Vendor Advisory
text/html

O CONFIRM
www.opera.com/docs/changelogs/mac/1060/

O CONFIRM
www.opera.com/docs/changelogs/windows/1060/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product
Operating Apple Macos

System

Operating Apple Mac Os
System

Operating Apple Mac Os
System

Operating Microsoft Windows
System

Operating Microsoft Windows
System

Application Opera Opera Browser
Application Opera Opera Browser
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cpe:2.3:a:0pera:opera_browser:*:*:

No vendor comments have been submitted for this CVE
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