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Summary

CVE CVE-2010-2677

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-07-08 22:30:01 UTC

Updated 2026-04-29 01:13:23 UTC

Description PHP remote file inclusion vulnerability in mw_plugin.php in Open Web Analytics (OWA) 1.2.3, when magic_quotes_gpc is disabled and register_globals is enabled, allows remote attackers to execute arbitrary PHP code via a URL in the IP parameter. 

Risk And Classification

Primary CVSS: v2.0 5.1 from nvd@nist.gov

AV:N/AC:H/Au:N/C:P/I:P/A:P

Problem Types: CWE-94 | n/a

CVSS v2.0 Breakdown

AV:N/AC:H/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openwebanalytics Open Web Analytics 1.2.3 All All All

Access Vector

Network

Access Complexity

High

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial

https://cve.report/
https://cve.report/CVE-2010-2677/mitre
https://cve.report/CVE-2010-2677/nist
https://cve.report/CVE-2010-2677/cve_org
https://cve.report/api/cve/CVE-2010-2677.json
https://cve.report/CVE-2010-2677.pdf
http://cve.report/vendor/openwebanalytics
http://cve.report/software/openwebanalytics/open_web_analytics


Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108 exchange.xforce.ibmcloud.com

Open Web Analytics 1.2.3 multi file include af854a3a-2127-422b-91ae-364da2661108 www.exploit-db.com

Files ≈ Packet Storm af854a3a-2127-422b-91ae-364da2661108 packetstormsecurity.org

Open Web Analytics 1.2.3 multi file include af854a3a-2127-422b-91ae-364da2661108 www.ITSecTeam.com

OWA 1.2.4 is available – security update « Open Web Analytics af854a3a-2127-422b-91ae-364da2661108 www.openwebanalytics.com

osvdb.org/63288 af854a3a-2127-422b-91ae-364da2661108 osvdb.org

Open Web Analytics "IP" File Inclusion Vulnerability - Advisories - Community af854a3a-2127-422b-91ae-364da2661108 secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

openwebanalytics 2010-07-13 This issue was resolved in version 1.2.4. The solution is to upgrade to that version.

There are currently no legacy QID mappings associated with this CVE.
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