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CVE-2010-2707

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVAIAC:LIAUNIC:CLCIAC Certain versions of Procurve Switch 2626 from Hp contain the
’ following vulnerability:

Unspecified vulnerability on the HP ProCurve 2626 and 2650 switches
before H.10.80 allows remote attackers to obtain sensitive information,
modify data, and cause a denial of service via unknown vectors.

CVE-2010-2707 has been assigned by ) hp-security-alert@hp.com to track the vulnerability

CVSS2 Score: 8.3-HIGH

Access Access Authentication
Vector Complexity
Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link

() HP HPSBGIN02560

Not Archived

HP ProCurve 2626/2650 Security Bypass Vulnerability - Secunia.com { SECUNIA 40865

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE


https://cve.report/
https://cve.report/CVE-2010-2707/mitre
https://cve.report/CVE-2010-2707/nist
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http://cve.report/software/hp/procurve_switch_2626
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http://itrc.hp.com/service/cki/docDisplay.do?docId=emr_na-c02436047
https://web.archive.org/web/2010/http://secunia.com/advisories/40865
mailto:%20comment@cve.report

Known Affected Configurations (CPE V2.3)
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cpe:2.3:0:hp:procurve_switch_software:h.07.32:*:*:**:*:*:*:

Sk Lk ak Lk akakak.

cpe:2.3:0:hp:procurve_switch_software:h.07.41

Sk Lk ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.07.45:*:*:

dkk ok k Lk akak.

cpe:2.3:0:hp:procurve_switch_software:h.07.46:*:*:*:*:*:*:*:

Sk ok ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.07.53:*:*:**:**:*:

Pk Rk kR akak,

cpe:2.3:0:hp:procurve_switch_software:h.07.54:*:*****:*:

Sk Rk kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.07.55:*:*:****:*:

Sk ok akakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.07.56:*:*:*:*:*:*:*:

skukakakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.57:*:*:*:**:*:*:

dkkakukkakuk.

cpe:2.3:0:hp:procurve_switch_software:h.08.58:*:*:*:*:*:*:*:

Skkakukakakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.59:*:*:*:*:*:*:*:

Skkakkakakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.60:*:*:*:*:*:*:*:



Sk Lk ak Lk akakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.62:*:*:*:*:*:*:*:

Skk Lk kakakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.65:*:*:*:*:*:*:*:

Sk Kk ok akakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.67:*:*:*:*:*:*:*:

Sk ok ak kR akak,

cpe:2.3:0:hp:procurve_switch_software:h.08.69:*:*:*:*:*:*:*:

dkuk ok kakakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.70:*:*:*:*:*:*:*:

Sk Rk kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.08.72:*:*:*:*:*:*:*:

Wk Rk ok akakak,

cpe:2.3:0:hp:procurve_switch_software:h.08.73:*:*:*:*:*:*:*:

sk ok akakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.74:*:*:*:*:*:*:*:

Sk ok akakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.75:*:*:*:*:**:*:

dkakakukkakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.89:*:*:*:*:*:*:*:

dkukakkakakuk.

cpe:2.3:0:hp:procurve_switch_software:h.08.90:*:*:*:*:*:*:*:

dkkakakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.92:*:*:*:*:*:*:*:



sk Lk ak ok akakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.93:*:*:*:*:*:*:*:

Skuk ok ak ok akak.

cpe:2.3:0:hp:procurve_switch_software:h.08.94:*:*:*:**:*:*:

Sk Lk ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.08.96:*:*:*:*:*:*:*:

Sk Lk ak kR akak,

cpe:2.3:0:hp:procurve_switch_software:h.08.97:*:*:*:*:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.08.98:*:*:*:*:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.08.99:*:*:*:*:*:*:*:

Sk ok ak kR ok ak,

cpe:2.3:0:hp:procurve_switch_software:h.10.21 %

sk ok ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.10.22:*:*:*:*:*:*:*:

sk ok akakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.23:*:*:*:*:*:*:*:

dkakakak ok akak.

cpe:2.3:0:hp:procurve_switch_software:h.10.24:*:*:*:*:*:*:*:

Skakakukkakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.39:*:*:*:*:*:*:*:

Skukakkakakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.40:*:*:*:*:*:*::

dkuk Lk kkakuk.

cpe:2.3:0:hp:procurve switch software:h.10.42:*:*:*:*:*:*:*:



Sk Lk ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.10.46:*:*: " :*:

Sk ok k kR akak,

cpe:2.3:0:hp:procurve_switch_software:h.10.47:*:*:*

Sk ok ak kR akak,

cpe:2.3:0:hp:procurve_switch_software:h.10.48:*:*:*:*:*:*:*:

Skak ok ak Lk akak,

cpe:2.3:0:hp:procurve_switch_software:h.10.49:*:*:***:*:*:

Lk Lk akakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.51 % "

sk ok akakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.52:*:*:*:*:*:*:*:

Sk ok ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.10.53:*:*:*:***:*:

dkakakukakakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.63:*:*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.64:*:*:*:*:*:*:*:

skakakakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.66:*:*:*:*:*:*:*:

Skukakukkakuk.

cpe:2.3:0:hp:procurve_switch_software:h.10.67:*:*:*:*:*:*::

Skkakkkakuk.

cpe:2.3:0:hp:procurve_switch_software:h.10.68:*:*:*:*:*:*:*:

Skukakkakakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.69:*:*:*:*:*:*:*:



sk Lk ak ok akakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.71 %%

Sk Lk ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.07.03:*:*:

Sk Lk ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.07.31:*:**

Sk ok ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.07.46:*:*:*:***:*:

dkakakakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.07.50:*:*:*:*:**:*:

dkakakak ok akak.

cpe:2.3:0:hp:procurve_switch_software:h.07.53:*:*:****:*:

akLk kK Lk Kk,

cpe:2.3:0:hp:procurve_switch_software:h.08.106:*:*:*:*:*:*:*:

akLk koK Lk LKk,

cpe:2.3:0:hp:procurve_switch_software:h.08.107:*:*:*:*:*:*:*:

ARk kKKK ok,

cpe:2.3:0:hp:procurve_switch_software:h.08.109:*:*:*:*:*:*:*:

dkukakk Lk akuk.

cpe:2.3:0:hp:procurve_switch_software:h.08.53:*:*:*:*:*:*:*:

dkkakkakakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.55:*:*:*:*:*:*:*:

Skk Kk kakakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.56:*:*:*:*:*:*:*:

AnntD iathnrnraniinga cwnitnh eafhiiarath NQ K7k % kokokokak,
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Sk Lk ak Lk kakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.58:*:*:*:*:*:*:*:

Sk Lk ak Lk akakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.60:*:*:*:*:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.08.61:*:*:*:*:*:*:*:

Sk Rk kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.08.62:*:*:*:*:*:*:*:

Skukakakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.64:*:*:*:*:*:*:*:

sk ok ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.08.70:*:*:*:*:*:*:*:

Lk ok ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.08.71:*:*:****:*:

dkakakakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.81:*:*:":*:*:*:*:

dkukakakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.82:*:*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.83:*:*:*:*:*:*:*:

dkukakukkakuk.

cpe:2.3:0:hp:procurve_switch_software:h.08.85:*:*:*:*:*:*:*:

Sk Lk ak Lk akakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.86:*:*:*:*:*:*:*:

Skukakkakakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.87:*:*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.88:*:*:*:*:*:*:*:



dkk ok kakakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.89:*:*:*:*:*:*:*:

Skukakuk Lk akak.

cpe:2.3:0:hp:procurve_switch_software:h.08.90:*:*:*:*:*:*:*:

Sk Lk k kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.08.92:*:*:*:*:*:*:*:

Sk Rk kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.08.93:*:*:*:*:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.08.94:*:*:*:*:*:*:*:

Sk ok ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.08.95:*:*:*:*:*:*:*:

Sk ok ak kR akak,

cpe:2.3:0:hp:procurve_switch_software:h.08.97:*:*:*:*:**:*:

Sk ok ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.08.98:*:*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.08.99:*:*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.20:*:*:*:*:*:*:*:

dkukakkkakuk.

cpe:2.3:0:hp:procurve_switch_software:h.10.35:%:*:*:*:*:*::

Skkakkakakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.36:*:*:*:*:*:*:*:

Skkakkkakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.37:%:*:*:*:*:*::



Sk Lk ak ok akakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.38:*:*:*:*:*:*:*:

Skuk ok ukkakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.39:*:*:*:**:*:*:

dkuk ok kkakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.40:*:*: "

Sk Lk ak ok akakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.42:*:*:

Sk Lk ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.10.43:*:*: " "

Sk Lk akakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.44:*:*:*

Sk ok ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.10.45:*:*: " "

sk Lk akakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.47:*:*:* "

sk ok ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.10.48:*:*:*:*:*:*:*:

sk ok ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.10.49:*:*:*:**:*:*:

dkakakukakakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.59:*:%:":*:*:*:*:

dkukakakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.60:*:*:*:*:*:*:*:

dkukakakakakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.64:*:*:*:*:*:*::

Skkakkkakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.65:*:*:*:*:*:*:*:



dkk ok akakakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.67:*:*:*:**:*:*:

Skak Lk kakakak.

cpe:2.3:0:hp:procurve_switch_software:h.10.68:*:*:*:*:*:*:*:

Sk Lk k kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.10.69:*:*:*:*:*:*:*:

Sk Rk kR akak,

cpe:2.3:0:hp:procurve_switch_software:h.10.71:

Sk ok ak kR akak,

cpe:2.3:0:hp:procurve_switch_software:h.10.72:*:*: "

Sk Lk ak kR akak.

cpe:2.3:0:hp:procurve_switch_software:h.10.73:*:*: """

ARk uk oKk kKK,

cpe:2.3:0:hp:procurve_switch_software:™:*:*:**:*:*:*:

No vendor comments have been submitted for this CVE
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