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Summary

CVE CVE-2010-2713

State PUBLIC

Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-08-05 18:17:00 UTC

Updated 2010-09-09 05:43:00 UTC

Description The vte_sequence_handler_window_manipulation function in vteseq.c in libvte (aka libvte9) in VTE 0.25.1 and earlier, as used in gnome-terminal, does not properly handle escape sequences, which allows remote attackers to execute arbitrary commands or obtain potentially sensitive information via a (1) window title or (2) icon title sequence. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Gnome-terminal All All All All

Application Gnome Gnome-terminal All All All All

Application Nalin Dahyabhai Vte 0.11.21 All All All

Application Nalin Dahyabhai Vte 0.12.2 All All All

Application Nalin Dahyabhai Vte 0.14.2 All All All

Application Nalin Dahyabhai Vte 0.15.0 All All All

Application Nalin Dahyabhai Vte 0.16.14 All All All

Application Nalin Dahyabhai Vte 0.17.4 All All All

Application Nalin Dahyabhai Vte 0.20.5 All All All

Application Nalin Dahyabhai Vte 0.22.5 All All All

Application Nalin Dahyabhai Vte 0.24.3 All All All

Application Nalin Dahyabhai Vte All All All All

Application Nalin Dahyabhai Vte 0.11.21 All All All

Application Nalin Dahyabhai Vte 0.12.2 All All All

Application Nalin Dahyabhai Vte 0.14.2 All All All

Application Nalin Dahyabhai Vte 0.15.0 All All All

Application Nalin Dahyabhai Vte 0.16.14 All All All
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Application Nalin Dahyabhai Vte 0.16.14 All All All

Application Nalin Dahyabhai Vte 0.17.4 All All All

Application Nalin Dahyabhai Vte 0.20.5 All All All

Application Nalin Dahyabhai Vte 0.22.5 All All All

Application Nalin Dahyabhai Vte 0.24.3 All All All

References

Reference Source Link Tags

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:014 SUSE lists.opensuse.org

Fix terminal title reporting (8b971a7b) · Commits · GNOME / vte · GitLab CONFIRM git.gnome.org Exploit, Patch

Gnome VTE Icon and Window Title Escape Sequence Vulnerabilities - Advisories - Community SECUNIA secunia.com Vendor Advisory

USN-962-1: VTE vulnerability | Ubuntu UBUNTU www.ubuntu.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

Bug 613110 – CVE-2010-2713 vte: responds to get window title escape sequence request CONFIRM bugzilla.redhat.com

VTE Window and Icon Title Remote Code Execution Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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