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CVE CVE-2010-2752
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-07-30 20:30:00 UTC
Updated 2017-09-19 01:31:00 UTC
Description Integer overflow in an array class in Mozilla Firefox 3.5.x before 3.5.11 and 3.6.x before 3.6.7, Thunderbird 3.0.x before 3.0

/ |

1|

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 3.5.1 All All All
Application Mozilla Firefox 3.5.10 All All All
Application Mozilla Firefox 3.5.2 All All All
Application Mozilla Firefox 353 All All All
Application Mozilla Firefox 3.5.4 All All All
Application Mozilla Firefox 3.5.5 All All All
Application Mozilla Firefox 3.5.6 All All All
Application Mozilla Firefox 3.5.7 All All All
Application Mozilla Firefox 3.5.9 All All All
Application Mozilla Firefox 3.6.1 All All All
Application Mozilla Firefox 3.6.2 All All All
Application Mozilla Firefox 3.6.3 All All All
Application Mozilla Firefox 3.6.4 All All All
Application Mozilla Firefox 3.6.6 All All All
Application Mozilla Firefox 3.5.1 All All All
Application Mozilla Firefox 3.5.10 All All All
Application Mozilla Firefox 352 All All All
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Application Mozilla Seamonkey 2.0.1 All All All
Application Mozilla Seamonkey 2.0.2 All All All
Application Mozilla Seamonkey 2.0.3 All All All
Application Mozilla Seamonkey 2.04 All All All
Application Mozilla Seamonkey 2.0alpre All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Thunderbird 3.0 All All All
Application Mozilla Thunderbird 3.0.1 All All All
Application Mozilla Thunderbird 3.0.2 All All All
Application Mozilla Thunderbird 3.0.3 All All All
Application Mozilla Thunderbird 3.0.4 All All All
Application Mozilla Thunderbird 3.0.5 All All All
Application Mozilla Thunderbird 3.1 All All All
Application Mozilla Thunderbird 3.0 All All All
Application Mozilla Thunderbird 3.0.1 All All All
Application Mozilla Thunderbird 3.0.2 All All All
Application Mozilla Thunderbird 3.0.3 All All All
Application Mozilla Thunderbird 3.0.4 All All All
Application Mozilla Thunderbird 3.0.5 All All All
Application Mozilla Thunderbird 3.1 All All All
Reference

SecurityFocus

Zero Day Initiative

Mozilla Firefox, Thunderbird and SeaMonkey CSS Values Integer Overflow Vulnerability

Repository / Oval Repository

MFSA 2010-39: nsCSSValue::Array index integer overflow

574059 — (CVE-2010-2752) nsCSSValue::Array index integer overflow (can lead to remote code execution via CSS font-face) (ZDI-CAN-831)
CVE Program record

NVD vulnerability detail

1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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