VE-2010-2754
Published on: 07/29/2010 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:23:09 PM UTC

CVE-2010-2754

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACLAUNCPINAN Certain versions of Firefox from Mozilla contain the following
’ vulnerability:

dom/base/nsdSEnvironment.cpp in Mozilla Firefox 3.5.x before 3.5.11
and 3.6.x before 3.6.7, Thunderbird 3.0.x before 3.0.6 and 3.1.x before
3.1.1, and SeaMonkey before 2.0.6 does not properly suppress a
script's URL in certain circumstances involving a redirect and an error
message, which allows remote attackers to obtain sensitive information
about script parameters via a crafted HTML document, related to the window.onerror handler.

CVE-2010-2754 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: _

Access Access Authentication
Vector Complexity

NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:11770

MFSA 2010-47: Cross-origin data leakage from script filename [ CONFIRM

in error messages www.mozilla.org/security/announce/2010/mfsa2010-
47 html

568564 — (CVE-2010-2754) Suppress the script filename for ) CONFIRM bugzilla.mozilla.org/show_bug.cgi?

cross-origin error events (SA39925) id=568564

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 3.5.1 All All All
Application Mozilla Firefox 3.5.10 All All All
Application Mozilla Firefox 3.5.2 All All All
Application Mozilla Firefox 3.5.3 All All All
Application Mozilla Firefox 3.5.4 All All All
Application Mozilla Firefox 3.5.5 All All All
Application Mozilla Firefox 3.5.6 All All All
Application Mozilla Firefox 3.5.7 All All All
Application Mozilla Firefox 3.5.9 All All All
Application Mozilla Firefox 3.6.1 All All All
Application Mozilla Firefox 3.6.2 All All All
Application Mozilla Firefox 3.6.3 All All All
Application Mozilla Firefox 3.6.4 All All All
Application Mozilla Firefox 3.6.6 All All All
Application Mozilla Firefox 3.5.1 All All All
Application Mozilla Firefox 3.5.10 All All All
Application Mozilla Firefox 352 All All All
Application Mozilla Firefox 3.5.3 All All All
Application Mozilla Firefox 354 All All All
Application Mozilla Firefox 3.5.5 All All All
Application Mozilla Firefox 3.5.6 All All All
Application Mozilla Firefox 3.5.7 All All All
Application Mozilla Firefox 3.5.9 All All All
Application Mozilla Firefox 3.6.1 All All All
Application Mozilla Firefox 3.6.2 All All All
Application Mozilla Firefox 3.6.3 All All All
Application Mozilla Firefox 3.6.4 All All All
Application Mozilla Firefox 3.6.6 All All All
Application Mozilla Seamonkey 1.0 All All All

Application Mozilla Seamonkey 1.0 alpha All All
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cpe:2.3:a:mozilla:firefox:3.6.1:*:* "

cpe:2.3:a:mozilla:firefox:3.6.2:*:* "

cpe:2.3:a:mozilla:firefox:3.6.3:™:* "

cpe:2.3:a:mozilla:firefox:3.6.4:":* "

cpe:2.3:a:mozilla:firefox:3.6.6:":* " *:

cpe:2.3:a:mozilla:zseamonkey:1.0:*:*: % :%:*:

dkukakkkak.

cpe:2.3:a:mozilla:seamonkey:1.0:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.0.1 % %

cpe:2.3:a:mozilla:seamonkey:1.0.2:*:* %"

cpe:2.3:a:mozilla:seamonkey:1.0.3:*:*: "

cpe:2.3:a:mozilla:seamonkey:1.0.4:** "

cpe:2.3:a:mozilla:seamonkey:1.0.5: """

cpe:2.3:a:mozilla:seamonkey:1.0.6:*: """

cpe:2.3:a:mozilla:seamonkey:1.0.7:* "

cpe:2.3:a:mozilla:seamonkey:1.0.8:* "

cpe:2.3:a:mozilla:seamonkey:1.0.9:* "

dkakak kR Rk,

cpe:2.3:a:mozilla:seamonkey: 1.1

R

cpe:2.3:a:mozilla:seamonkey:1.1:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1:beta:*:*:*:**:*:

cpe:2.3:a:mozilla:seamonkey:1.1.1: ™

cpe:2.3:a:mozilla:seamonkey:1.1.10:

cpe:2.3:a:mozilla:seamonkey:1.1.11

cpe:2.3:a:mozilla:seamonkey:1.1.12:

cpe:2.3:a:mozilla:seamonkey:1.1.13:

cpe:2.3:a:mozilla:seamonkey:1.1.14:* """

cpe:2.3:a:mozilla:seamonkey:1.1.15:* """

cpe:2.3:a:mozilla:seamonkey:1.1.16:* " """



cpe:2.3:a:mozilla:seamonkey:1.1.17:": "

cpe:2.3:a:mozilla:seamonkey:1.1.18:" """ ™

cpe:2.3:a:mozilla:seamonkey:1.1.19:™ " ™

cpe:2.3:a:mozilla:seamonkey:1.1.2:: " "

cpe:2.3:a:mozilla:seamonkey:1.1.3: """

cpe:2.3:a:mozilla:seamonkey:1.1.4:* % "

cpe:2.3:a:mozilla:seamonkey:1.1.5:%* %" %

cpe:2.3:a:mozilla:seamonkey:1.1.6:*:*: "

cpe:2.3:a:mozilla:zseamonkey:1.1. 7% %

cpe:2.3:a:mozilla:seamonkey:1.1.8:*:*: " *:*:

cpe:2.3:a:mozilla:seamonkey:1.1.9:** "

cpe:2.3:a:mozilla:seamonkey:1.5.0.8:":* " ™

cpe:2.3:a:mozilla:seamonkey:1.5.0.9:" " ™

ARk kR kR k.

cpe:2.3:a:mozilla:seamonkey:2.0: " "

akLkukakkuk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_1:*: " "™

KRk okakuk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

KRk akukuk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_3:*:*:*:*:*:*:

Lkak kR akuk.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_2:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:a:mozilla:seamonkey:2.0:rc - :*:**:*:*:
cpe:2.3:a:mozilla:seamonkey:2.0:rc2:*:*:*:*:*:*:
cpe:2.3:a:mozilla:seamonkey:2.0.1: 0"
cpe:2.3:a:mozilla:seamonkey:2.0.2:*:*:* " *:
cpe:2.3:a:mozilla:seamonkey:2.0.3:*:* "
cpe:2.3:a:mozilla:seamonkey:2.0.4:*:* "

cpe:2.3:a:mozilla:seamonkey:2.0a1pre:*:*:**:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.0:*:* " "%

o Y N [ E



cpe:2.3:a:mozilla:seamonkey:1.0.1: %" "

cpe:2.3:a:mozilla:seamonkey:1.0.2:*:*: """

cpe:2.3:a:mozilla:seamonkey:1.0.3:*: """

cpe:2.3:a:mozilla:seamonkey:1.0.4:* %" "

cpe:2.3:a:mozilla:seamonkey:1.0.5:*:* %"

cpe:2.3:a:mozilla:seamonkey:1.0.6:*:*:*: "

cpe:2.3:a:mozilla:seamonkey:1.0.7:** %"

cpe:2.3:a:mozilla:seamonkey:1.0.8:*:*: " *:*:

cpe:2.3:a:mozilla:seamonkey:1.0.9:*:* "

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.1:

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

1 dkakLk kR ok k,

1 2.*.*.*.*.*.*.*.

1.3k ok k ks

1 4r ke rak ks

1 5.*.*.*.*.*.*.*.



cpe:2.3:a:mozilla:seamonkey:1.1.6:*: """

cpe:2.3:a:mozilla:seamonkey:1.1.7: % %"

cpe:2.3:a:mozilla:seamonkey:1.1.8:*: """

cpe:2.3:a:mozilla:seamonkey:1.1.9:: " "

cpe:2.3:a:mozilla:seamonkey:1.5.0.8:":*: """

cpe:2.3:a:mozilla:seamonkey:1.5.0.9:*: 7 *:*:

akkak ok akakk.

cpe:2.3:a:mozilla:seamonkey:2.0:*:*:** " *:

akak Lk akakuk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_1:*:*:*:*:*:*:

akakkakakuk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

Skk Lk k k.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:*:*:*:*:*:*:

Skkkkkuk.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_2:*:*:*:*:*:*:

kKK akukk.

cpe:2.3:a:mozilla:seamonkey:2.0:rc1:*: "
cpe:2.3:a:mozilla:seamonkey:2.0:rc2:*:*:*:*:*::
cpe:2.3:a:mozilla:seamonkey:2.0.1
cpe:2.3:a:mozilla:seamonkey:2.0.2:* "
cpe:2.3:a:mozilla:seamonkey:2.0.3:*: "
cpe:2.3:a:mozilla:seamonkey:2.0.4:*

Kk kKK kLK,

cpe:2.3:a:mozilla:seamonkey:2.0a1pre:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0:*:*:***:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.1 % "%

cpe:2.3:a:mozilla:thunderbird:3.0.2:* "% *:

cpe:2.3:a:mozilla:thunderbird:3.0.3:* % ***:*:

cpe:2.3:a:mozilla:thunderbird:3.0.4 %" %"

cpe:2.3:a:mozilla:thunderbird:3.0.5:%:* " *:*:

dkak koK ok akak,

cpe:2.3:a:mozilla:ithunderbird:3.1:%:" %%



cpe:2.3:a:mozilla:ithunderbird:3.0:*: """

cpe:2.3:a:mozilla:thunderbird:3.0.1:*:*:* % ":*:

cpe:2.3:a:mozilla:thunderbird:3.0.2:*:*:*:*:*:":*:

cpe:2.3:a:mozilla:ithunderbird:3.0.3:*:*:**:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.0.4::*:* " *:*:

cpe:2.3:a:mozilla:ithunderbird:3.0.5:*:*:* " *:*:

cpe:2.3:a:mozilla:ithunderbird:3.1:%:* "

No vendor comments have been submitted for this CVE
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