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Siemens Simatic WinCC and PCS 7 SCADA system uses a hard-coded password, which allows local users to access a bai
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Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Siemens Simatic Pcs 7 All All All All
Siemens Simatic Pcs 7 6.0 All All All
Siemens Simatic Pcs 7 6.1 All All All
Siemens Simatic Pcs 7 7.0 All All All
Siemens Simatic Pcs 7 7.0 spi All All
Siemens Simatic Pcs 7 7.1 All All All
Siemens Simatic Pcs 7 71 spl All All
Siemens Simatic Pcs 7 All All All All
Siemens Simatic Pcs 7 6.0 All All All
Siemens Simatic Pcs 7 6.1 All All All
Siemens Simatic Pcs 7 7.0 All All All
Siemens Simatic Pcs 7 7.0 spi All All
Siemens Simatic Pcs 7 71 All All All
Siemens Simatic Pcs 7 71 spi All All
Siemens Simatic Wincc All All All All
Siemens Simatic Wincc 6.2 All All All
Siemens Simatic Wincc 7.0 All All All
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Application Siemens Simatic Wincc All All All All

Application Siemens Simatic Wincc 6.2 All All All
Application Siemens Simatic Wincc 7.0 All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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