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Summary

CVE CVE-2010-2800

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-08-09 11:58:00 UTC

Updated 2021-04-26 11:45:00 UTC

Description The MS-ZIP decompressor in cabextract before 1.3 allows remote attackers to cause a denial of service (infinite loop) via a malformed MSZIP archive in a .cab file during a (1) test or (2) extract action, related to the libmspack library.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cabextract Cabextract 0.1 All All All

Application Cabextract Cabextract 0.2 All All All

Application Cabextract Cabextract 0.3 All All All

Application Cabextract Cabextract 0.4 All All All

Application Cabextract Cabextract 0.5 All All All

Application Cabextract Cabextract 0.6 All All All

Application Cabextract Cabextract 1.0 All All All

Application Cabextract Cabextract 1.1 All All All

Application Cabextract Cabextract 0.1 All All All

Application Cabextract Cabextract 0.2 All All All

Application Cabextract Cabextract 0.3 All All All

Application Cabextract Cabextract 0.4 All All All

Application Cabextract Cabextract 0.5 All All All

Application Cabextract Cabextract 0.6 All All All

Application Cabextract Cabextract 1.0 All All All

Application Cabextract Cabextract 1.1 All All All

Application Cabextract Cabextract All All All All
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Application Cabextract Cabextract All All All All

Application Cabextract Project Cabextract 0.1 All All All

Application Cabextract Project Cabextract 0.2 All All All

Application Cabextract Project Cabextract 0.3 All All All

Application Cabextract Project Cabextract 0.4 All All All

Application Cabextract Project Cabextract 0.5 All All All

Application Cabextract Project Cabextract 0.6 All All All

Application Cabextract Project Cabextract 1.0 All All All

Application Cabextract Project Cabextract 1.1 All All All

Application Cabextract Project Cabextract All All All All

References

Reference Source Link Tags

Bug 620450 – CVE-2010-2800 cabextract: Infinite loop in MS-ZIP and Quantum decoders CONFIRM bugzilla.redhat.com

cabextract CONFIRM www.cabextract.org.uk Patch

'[oss-security] CVE Request [two ids] -- cabextract -- 1, Infinite loop in MS-ZIP' - MARC MLIST marc.info

404 Not Found CONFIRM libmspack.svn.sourceforge.net Patch

404 Not Found CONFIRM libmspack.svn.sourceforge.net Patch

Webmail | OVH- OVH VUPEN www.vupen.com Patch, Vendor Advisory

329891 – <app-arch/cabextract-1.3: Infinite loop in MS-ZIP decoder (CVE-2010-{2800,2801}) CONFIRM bugs.gentoo.org

'Re: [oss-security] CVE Request [two ids] -- cabextract -- 1,' - MARC MLIST marc.info

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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