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CVE-2010-2836

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV NACLAUNCNINAC Certain versions of los from Cisco contain the following vulnerability:

Memory leak in the SSL VPN feature in Cisco 10S 12.4, 15.0, and
15.1, when HTTP port redirection is enabled, allows remote attackers
to cause a denial of service (memory consumption) by improperly
disconnecting SSL sessions, leading to connections that remain in the
CLOSE-WAIT state, aka Bug ID CSCtg21685.

CVE-2010-2836 has been assigned by ;! psirt@cisco.com to track the vulnerability

CVSS2 Score: 7.8-HIGH

Access Access Authentication
Vector Complexity
Low [ NN
Confidentiality Integrity Availability
Impact Impact Impact
[NONE_ [NONE_
CVE References
Description Tags Link
Cisco Security Advisory: Cisco I0S SSL VPN Vulnerability - Cisco [ Patch | s GISCO 20100922 Cisco I0S SSL VPN
Systems Vulnerability
[ www.clsco.com
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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Type Vendor Product Version Update Edition Language
Operating Cisco los 12.4 All All All
System

Operating Cisco los 12.4gc All All All
System

Operating Cisco los 12.4mda All All All
System

Operating Cisco los 12.4mr All All All
System

Operating Cisco los 12.4mra All All All
System

Operating Cisco los 12.4sw All All All
System

Operating Cisco los 12.4xa All All All
System

Operating Cisco los 12.4xb All All All
System

Operating Cisco los 12.4xc All All All
System

Operating Cisco los 12.4xd All All All
System

Operating Cisco los 12.4xe All All All
System

Operating Cisco los 12.4xf All All All
System

Operating Cisco los 12.4xg All All All
System

Operating Cisco los 12.4xj All All All
System

Operating Cisco los 12.4xk All All All
System

Operating Cisco los 12.4x1 All All All
System

Operating Cisco los 12.4xm All All All
System

Operating Cisco los 12.4xn All All All
System

Operating Cisco los 12.4xp All All All
System

Operating Cisco los 12.4xt All All All
System

Operating Cisco los 12.4xv All All All
System

Operating Cisco los 12.4xw All All All
System
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R R L

cpe:2.3:0:Cisco:ios:12.4xf: *

akLkak ok kakk,

cpe:2.3:0:Cisco:ios:12.4xg: "

akLk kKK LKLk,

cpe:2.3:0:Cisco:ios:12.4xj: "

akLk kKL kKK,

cpe:2.3:0:Cisco:ios:12.4x|: "

dkukakkakakuk.

cpe:2.3:0:Cisco:ios:12.4xm:**

ARk kKRR k.

cpe:2.3:0:Cisco:ios:12.4xp: "

akLk kKKK Lk,

cpe:2.3:0:Cisco:ios:12.4xt:* **

ARk Lk kR Rk,

cpe:2.3:0:Cisco:ios:12.4xv: ™

dk Lk k kR akk.

cpe:2.3:0:Cisco:ios:12.4xw:**

AkakLk kR Rk,

cpe:2.3:0:CisCo:ins:12.4xy ™ " ™

ARk kR kR k.

cpe:2.3:0:Cisco:ios:12.4xz: ™

Akakak kR Rk,

cpe:2.3:0:cisco:ios:12.4yb:

ARk kKRR k.

cpe:2.3:0:Cisco:ios:12.4yd " "

Kk kKK kK,

cpe:2.3:0:Cisco:i0s:15.0m:****

ARk koK kR k.

cpe:2.3:0:cisco:ios:15.0xa: "

LA A Lt aA A



akLkak ok kakk,

cpe:2.3:0:Cisco:ios:12.4xc: "

akLkak ok akakk,

cpe:2.3:0:Cisco:ios:12.4xd: "

ARk Lk okkakk,

cpe:2.3:0:cisco:ios:12.4xe: "

ARk kR kLR k.

cpe:2.3:0:Cisco:ios:12.4xg: "

akLk kKK LKLk,

cpe:2.3:0:Cisco:ios:12.4xj: "

kKK kKKK,

cpe:2.3:0:Cisco:ios:12. 4|

sk Lk akukkakak.

cpe:2.3:0:Cisco:ios:12.4xm:**

ARk kR kLR k.

cpe:2.3:0:Cisco:ios:12.4xn:**

Kk kKKK Lk,

cpe:2.3:0:Cisco:ios:12.4xt:* **

ARk kKK Rk,

cpe:2.3:0:CisC0:i0s:12.4xv ™ ™

dkak kR kR k.

cpe:2.3:0:Cisco:i0s:12.4xy

ARk koK kR k.

cpe:2.3:0:CisCo:ins:12.4xz: " ™

ARk koK kR k.

cpe:2.3:0:cisco:ios:12.4ya " "

dk kR ok ak Rk,

cpe:2.3:0:Cisco:ios:12.4yd " "

Kk koK ok kK,

cpe:2.3:0:cisco:i0s:15.0m:* " "



No vendor comments have been submitted for this CVE
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