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AVNACMAUNCRPIAP Certain versions of Php from Php contain the following vulnerability:

Format string vulnerability in stream.c in the phar extension in PHP
5.3.x through 5.3.3 allows context-dependent attackers to obtain
sensitive information (memory contents) and possibly execute arbitrary
code via a crafted phar:// URI that is not properly handled by the
phar_stream_flush function, leading to errors in the
php_stream_wrapper_log_error function. NOTE: this vulnerability
exists because of an incomplete fix for CVE-2010-2094.

CVE-2010-2950 has been assigned by & secalert@redhat.com to track the vulnerability
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Support / Security / Advisories / / MDVSA-2010:254 | Mandriva

About the security content of Mac OS X v10.6.7 and Security Update

CVE-2010-2950

MOPS-2010-024: PHP phar_stream_flush Format String Vulnerability

Inactive Link'| Not Archived

CONFIRM
www.php.net/releases/5_3_4.php

() CONFIRM svn.php.net/viewvc?
view=revision&revision=302565

& MANDRIVA MDVSA-2010:254
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support.apple.com/kb/HT4581
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tracker.debian.org/tracker/CVE-2010-
2950
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www.php.net/ChangelLog-5.php
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www.php.net/archive/2010.php#id2010-
12-10-1

() MISC php-
security.org/2010/05/14/mops-2010-
024-php-phar_stream_flush-format-
string-vulnerability/index.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
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No vendor comments have been submitted for this CVE
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