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Summary

CVE CVE-2010-2952

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-09-13 21:00:00 UTC

Updated 2018-10-10 20:00:00 UTC

Description Apache Traffic Server before 2.0.1, and 2.1.x before 2.1.2-unstable, does not properly choose DNS source ports and transaction IDs, and does not properly use DNS query fields to validate responses, which makes it easier for man-in-the-middle attackers to poison the internal DNS cache via a crafted response.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Traffic Server 2.1.0 All All All

Application Apache Traffic Server 2.1.1 All All All

Application Apache Traffic Server 2.1.0 All All All

Application Apache Traffic Server 2.1.1 All All All

Application Apache Traffic Server All All All All

References

Reference Source

[#TS-425] Improve DNS resilience against spoofs and poisoning - ASF JIRA CONFIRM

IBM X-Force Exchange XF

SecurityFocus BUGTRAQ

Apache Traffic Server Remote DNS Cache Poisoning Vulnerability BID

www.nth-dimension.org.uk/pub/NDSA20100830.txt.asc MISC

Apache Traffic Server CONFIRM

SecurityTracker.com Archives - Apache Traffic Server Insufficient Randomization Lets Remote Users Poison the DNS Cache SECTRACK

Apache Traffic Server DNS Cache Poisoning Vulnerability - Advisories - Community SECUNIA
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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