
CVE-2010-2986
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2010-2986

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-08-10 12:23:00 UTC

Updated 2018-10-10 20:00:00 UTC

Description Cross-site scripting (XSS) vulnerability in webacs/QuickSearchAction.do in the search feature in the web interface in Cisco Wireless Control System (WCS) before 6.0(194.0) and 7.x before 7.0.164 allows remote attackers to inject arbitrary web script or HTML via the searchText parameter, aka Bug ID CSCtf14288.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Wireless Control System Software 3.2.78.0 All All All

Application Cisco Wireless Control System Software 4.0.155.5 All All All

Application Cisco Wireless Control System Software 4.1 All All All

Application Cisco Wireless Control System Software 4.1.171.0 All All All

Application Cisco Wireless Control System Software 4.1.191.xm All All All

Application Cisco Wireless Control System Software 4.1.192.35m All All All

Application Cisco Wireless Control System Software 4.1.192.xm All All All

Application Cisco Wireless Control System Software 4.1.83.0 All All All

Application Cisco Wireless Control System Software 4.1.91.0 All All All

Application Cisco Wireless Control System Software 4.2.110.0 All All All

Application Cisco Wireless Control System Software 4.2.128.0 All All All

Application Cisco Wireless Control System Software 4.2.130.0 All All All

Application Cisco Wireless Control System Software 4.2.173.0 All All All

Application Cisco Wireless Control System Software 4.2.176.0 All All All

Application Cisco Wireless Control System Software 4.2.209.0 All All All

Application Cisco Wireless Control System Software 4.2.62.0 All All All

Application Cisco Wireless Control System Software 4.2.62.11 All All All
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Application Cisco Wireless Control System Software 4.2.62.11 All All All

Application Cisco Wireless Control System Software 4.2.81.0 All All All

Application Cisco Wireless Control System Software 4.2.97.0 All All All

Application Cisco Wireless Control System Software 5.0.148.0 All All All

Application Cisco Wireless Control System Software 5.0.56.0 All All All

Application Cisco Wireless Control System Software 5.0.56.2 All All All

Application Cisco Wireless Control System Software 5.1.151.0 All All All

Application Cisco Wireless Control System Software 5.1.64.0 All All All

Application Cisco Wireless Control System Software 5.1.65.4 All All All

Application Cisco Wireless Control System Software 5.2.110.0 All All All

Application Cisco Wireless Control System Software 5.2.125.0 All All All

Application Cisco Wireless Control System Software 5.2.130.0 All All All

Application Cisco Wireless Control System Software 5.2.148.0 All All All

Application Cisco Wireless Control System Software 5.2.157.0 All All All

Application Cisco Wireless Control System Software 6.0 All All All

Application Cisco Wireless Control System Software 6.0.132.0 All All All

Application Cisco Wireless Control System Software 6.0.170.0 All All All

Application Cisco Wireless Control System Software 6.0.181.0 All All All

Application Cisco Wireless Control System Software 6.0.182.0 All All All

Application Cisco Wireless Control System Software 7.0 All All All

Application Cisco Wireless Control System Software 7.0.98.0 All All All

Application Cisco Wireless Control System Software 3.2.78.0 All All All

Application Cisco Wireless Control System Software 4.0.155.5 All All All

Application Cisco Wireless Control System Software 4.1 All All All

Application Cisco Wireless Control System Software 4.1.171.0 All All All

Application Cisco Wireless Control System Software 4.1.191.xm All All All

Application Cisco Wireless Control System Software 4.1.192.35m All All All

Application Cisco Wireless Control System Software 4.1.192.xm All All All

Application Cisco Wireless Control System Software 4.1.83.0 All All All

Application Cisco Wireless Control System Software 4.1.91.0 All All All

Application Cisco Wireless Control System Software 4.2.110.0 All All All

Application Cisco Wireless Control System Software 4.2.128.0 All All All

Application Cisco Wireless Control System Software 4.2.130.0 All All All

Application Cisco Wireless Control System Software 4.2.173.0 All All All

Application Cisco Wireless Control System Software 4.2.176.0 All All All

Application Cisco Wireless Control System Software 4.2.209.0 All All All
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Application Cisco Wireless Control System Software 4.2.62.0 All All All

Application Cisco Wireless Control System Software 4.2.62.11 All All All

Application Cisco Wireless Control System Software 4.2.81.0 All All All

Application Cisco Wireless Control System Software 4.2.97.0 All All All

Application Cisco Wireless Control System Software 5.0.148.0 All All All

Application Cisco Wireless Control System Software 5.0.56.0 All All All

Application Cisco Wireless Control System Software 5.0.56.2 All All All

Application Cisco Wireless Control System Software 5.1.151.0 All All All

Application Cisco Wireless Control System Software 5.1.64.0 All All All

Application Cisco Wireless Control System Software 5.1.65.4 All All All

Application Cisco Wireless Control System Software 5.2.110.0 All All All

Application Cisco Wireless Control System Software 5.2.125.0 All All All

Application Cisco Wireless Control System Software 5.2.130.0 All All All

Application Cisco Wireless Control System Software 5.2.148.0 All All All

Application Cisco Wireless Control System Software 5.2.157.0 All All All

Application Cisco Wireless Control System Software 6.0 All All All

Application Cisco Wireless Control System Software 6.0.132.0 All All All

Application Cisco Wireless Control System Software 6.0.170.0 All All All

Application Cisco Wireless Control System Software 6.0.181.0 All All All

Application Cisco Wireless Control System Software 6.0.182.0 All All All

Application Cisco Wireless Control System Software 7.0 All All All

Application Cisco Wireless Control System Software 7.0.98.0 All All All

Application Cisco Wireless Control System Software All All All All

References

Reference Source Link

SecurityFocus BUGTRAQ www.securityfocus.com

www.tomneaves.com/Cisco_Wireless_Control_System_XSS.txt MISC www.tomneaves.com

Release Notes for Cisco Wireless LAN Controllers and Lightweight Access Points for Release 7.0.98.0 - Cisco Systems CONFIRM www.cisco.com

Cisco Wireless Control System Cross Site Scripting Vulnerability BID www.securityfocus.com

Cisco Wireless Control System Cross-Site Scripting and SQL Injection Vulnerabilities - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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