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CVE-2010-3011

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of System Management Homepage from Hp contain
the following vulnerability:

CRLF injection vulnerability in HP System Management Homepage
(SMH) before 6.2 allows remote attackers to inject arbitrary HTTP
headers and conduct HTTP response splitting attacks via unspecified
vectors.

CVSS2 Score: 5 - MEDIUM

Access
Vector

Access
Complexity

Authentication

NETWORK LOW NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

NONE PARTIAL NONE

CVE References

Description Tags Link

HP System Management Homepage Multiple Vulnerabilities - Advisories - Community Vendor Advisory

web.archive.org

text/html

 SECUNIA 41480

No Description Provided www.itrc.hp.com

Inactive Link Not Archived

 HP HPSBMA02568

HP System Management Homepage Multiple Vulnerabilities - Advisories - Community Vendor Advisory

web.archive.org

text/html

 SECUNIA 41490

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

CVE-2010-3011 has been assigned by  hp-security-alert@hp.com to track the vulnerability
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Hp System Management Homepage 2.0.0 All All All

Application Hp System Management Homepage 2.0.1 All All All

Application Hp System Management Homepage 2.0.1.104 All All All

Application Hp System Management Homepage 2.0.2 All All All

Application Hp System Management Homepage 2.0.2.106 All All All

Application Hp System Management Homepage 2.1 All All All

Application Hp System Management Homepage 2.1.0-103 All All All

Application Hp System Management Homepage 2.1.0-103(a) All All All

Application Hp System Management Homepage 2.1.0-103\(a\) All All All

Application Hp System Management Homepage 2.1.0-109 All All All

Application Hp System Management Homepage 2.1.0-118 All All All

Application Hp System Management Homepage 2.1.0.121 All All All

Application Hp System Management Homepage 2.1.1 All All All

Application Hp System Management Homepage 2.1.10 All All All

Application Hp System Management Homepage 2.1.10-186 All All All

Application Hp System Management Homepage 2.1.10.186 All All All

Application Hp System Management Homepage 2.1.10.186 b All All

Application Hp System Management Homepage 2.1.10.186 c All All

Application Hp System Management Homepage 2.1.11 All All All

Application Hp System Management Homepage 2.1.11-197 All All All

Application Hp System Management Homepage 2.1.11.197 a All All

Application Hp System Management Homepage 2.1.12-118 All All All

Application Hp System Management Homepage 2.1.12-200 All All All

Application Hp System Management Homepage 2.1.12.201 All All All

Application Hp System Management Homepage 2.1.14.20 All All All

Application Hp System Management Homepage 2.1.15-210 All All All

Application Hp System Management Homepage 2.1.15.210 All All All

Application Hp System Management Homepage 2.1.2 All All All

Application Hp System Management Homepage 2.1.2-127 All All All

Application Hp System Management Homepage 2.1.2.127 All All All
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Application Hp System Management Homepage 2.1.3 All All All

Application Hp System Management Homepage 2.1.3.132 All All All

Application Hp System Management Homepage 2.1.4 All All All

Application Hp System Management Homepage 2.1.4-143 All All All

Application Hp System Management Homepage 2.1.4.143 All All All

Application Hp System Management Homepage 2.1.5 All All All

Application Hp System Management Homepage 2.1.5-146 All All All

Application Hp System Management Homepage 2.1.5.146 All All All

Application Hp System Management Homepage 2.1.5.146 b All All

Application Hp System Management Homepage 2.1.6 All All All

Application Hp System Management Homepage 2.1.6-156 All All All

Application Hp System Management Homepage 2.1.6.156 All All All

Application Hp System Management Homepage 2.1.7 All All All

Application Hp System Management Homepage 2.1.7-168 All All All

Application Hp System Management Homepage 2.1.7.168 All All All

Application Hp System Management Homepage 2.1.8 All All All

Application Hp System Management Homepage 2.1.8-177 All All All

Application Hp System Management Homepage 2.1.8.179 All All All

Application Hp System Management Homepage 2.1.9 All All All

Application Hp System Management Homepage 2.1.9-178 All All All

Application Hp System Management Homepage 2.2.6 All All All

Application Hp System Management Homepage 2.2.8 All All All

Application Hp System Management Homepage 3.0.0-68 All All All

Application Hp System Management Homepage 3.0.0.64 All All All

Application Hp System Management Homepage 3.0.1-73 All All All

Application Hp System Management Homepage 3.0.1.73 All All All

Application Hp System Management Homepage 3.0.2-77 All All All

Application Hp System Management Homepage 3.0.2.77 All All All

Application Hp System Management Homepage 3.0.2.77 b All All

Application Hp System Management Homepage 6.0 All All All

Application Hp System Management Homepage 6.0.0-95 All All All

Application Hp System Management Homepage 6.0.0.96 All All All

Application Hp System Management Homepage 6.1.0-103 All All All

Application Hp System Management Homepage 6.1.0.102 All All All

Application Hp System Management Homepage 2.0.0 All All All

Application Hp System Management Homepage 2.0.1 All All All
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Application Hp System Management Homepage 2.0.1 All All All

Application Hp System Management Homepage 2.0.1.104 All All All

Application Hp System Management Homepage 2.0.2 All All All

Application Hp System Management Homepage 2.0.2.106 All All All

Application Hp System Management Homepage 2.1 All All All

Application Hp System Management Homepage 2.1.0-103 All All All

Application Hp System Management Homepage 2.1.0-103\(a\) All All All

Application Hp System Management Homepage 2.1.0-109 All All All

Application Hp System Management Homepage 2.1.0-118 All All All

Application Hp System Management Homepage 2.1.0.121 All All All

Application Hp System Management Homepage 2.1.1 All All All

Application Hp System Management Homepage 2.1.10 All All All

Application Hp System Management Homepage 2.1.10-186 All All All

Application Hp System Management Homepage 2.1.10.186 All All All

Application Hp System Management Homepage 2.1.10.186 b All All

Application Hp System Management Homepage 2.1.10.186 c All All

Application Hp System Management Homepage 2.1.11 All All All

Application Hp System Management Homepage 2.1.11-197 All All All

Application Hp System Management Homepage 2.1.11.197 a All All

Application Hp System Management Homepage 2.1.12-118 All All All

Application Hp System Management Homepage 2.1.12-200 All All All

Application Hp System Management Homepage 2.1.12.201 All All All

Application Hp System Management Homepage 2.1.14.20 All All All

Application Hp System Management Homepage 2.1.15-210 All All All

Application Hp System Management Homepage 2.1.15.210 All All All

Application Hp System Management Homepage 2.1.2 All All All

Application Hp System Management Homepage 2.1.2-127 All All All
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Application Hp System Management Homepage 2.1.4-143 All All All
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Application Hp System Management Homepage 2.1.5 All All All

Application Hp System Management Homepage 2.1.5-146 All All All

Application Hp System Management Homepage 2.1.5.146 All All All
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Application Hp System Management Homepage 2.1.5.146 b All All

Application Hp System Management Homepage 2.1.6 All All All

Application Hp System Management Homepage 2.1.6-156 All All All

Application Hp System Management Homepage 2.1.6.156 All All All

Application Hp System Management Homepage 2.1.7 All All All

Application Hp System Management Homepage 2.1.7-168 All All All

Application Hp System Management Homepage 2.1.7.168 All All All

Application Hp System Management Homepage 2.1.8 All All All

Application Hp System Management Homepage 2.1.8-177 All All All

Application Hp System Management Homepage 2.1.8.179 All All All

Application Hp System Management Homepage 2.1.9 All All All

Application Hp System Management Homepage 2.1.9-178 All All All
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Application Hp System Management Homepage 3.0.0-68 All All All

Application Hp System Management Homepage 3.0.0.64 All All All

Application Hp System Management Homepage 3.0.1-73 All All All

Application Hp System Management Homepage 3.0.1.73 All All All

Application Hp System Management Homepage 3.0.2-77 All All All

Application Hp System Management Homepage 3.0.2.77 All All All

Application Hp System Management Homepage 3.0.2.77 b All All

Application Hp System Management Homepage 6.0 All All All

Application Hp System Management Homepage 6.0.0-95 All All All

Application Hp System Management Homepage 6.0.0.96 All All All

Application Hp System Management Homepage 6.1.0-103 All All All

Application Hp System Management Homepage 6.1.0.102 All All All

Application Hp System Management Homepage All All All All
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cpe:2.3:a:hp:system_management_homepage:2.1.15.210:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.2-127:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.2.127:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.3.132:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.4-143:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.4.143:*:*:*:*:*:*:*:



cpe:2.3:a:hp:system_management_homepage:2.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.5-146:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.5.146:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.5.146:b:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.6-156:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.6.156:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.7:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.7-168:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.7.168:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.8:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.8-177:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.8.179:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.9:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.9-178:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.2.8:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.0-68:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.0.64:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.1-73:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.1.73:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.2-77:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.2.77:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.2.77:b:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:6.0.0-95:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:6.0.0.96:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:6.1.0-103:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:6.1.0.102:*:*:*:*:*:*:*:



cpe:2.3:a:hp:system_management_homepage:6.1.0.102:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.0.1.104:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.0.2.106:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.0-103:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.0-103\(a\):*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.0-109:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.0-118:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.0.121:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.10:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.10-186:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.10.186:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.10.186:b:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.10.186:c:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.11:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.11-197:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.11.197:a:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.12-118:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.12-200:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.12.201:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.14.20:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.15-210:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.15.210:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.2-127:*:*:*:*:*:*:*:



cpe:2.3:a:hp:system_management_homepage:2.1.2.127:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.3.132:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.4-143:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.4.143:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.5-146:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.5.146:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.5.146:b:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.6-156:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.6.156:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.7:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.7-168:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.7.168:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.8:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.8-177:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.8.179:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.9:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.9-178:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.2.8:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.0-68:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.0.64:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.1-73:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.1.73:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.2-77:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.2.77:*:*:*:*:*:*:*:



← Previous ID Next ID→
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cpe:2.3:a:hp:system_management_homepage:3.0.2.77:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.2.77:b:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:6.0.0-95:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:6.0.0.96:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:6.1.0-103:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:6.1.0.102:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:*:*:*:*:*:*:*:*:
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