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Summary

CVE CVE-2010-3036

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-10-29 19:00:00 UTC

Updated 2010-11-06 05:38:00 UTC

Description Multiple buffer overflows in the authentication functionality in the web-server module in Cisco CiscoWorks Common Services before 4.0 allow remote attackers to execute arbitrary code via a session on TCP port (1) 443 or (2) 1741, aka Bug ID CSCti41352.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Ciscoworks Common Services 3.0.5 All All All

Application Cisco Ciscoworks Common Services 3.0.6 All All All

Application Cisco Ciscoworks Common Services 3.1 All All All

Application Cisco Ciscoworks Common Services 3.1.1 All All All

Application Cisco Ciscoworks Common Services 3.2 All All All

Application Cisco Ciscoworks Common Services 3.3 All All All

Application Cisco Ciscoworks Common Services 3.0.5 All All All

Application Cisco Ciscoworks Common Services 3.0.6 All All All

Application Cisco Ciscoworks Common Services 3.1 All All All

Application Cisco Ciscoworks Common Services 3.1.1 All All All

Application Cisco Ciscoworks Common Services 3.2 All All All

Application Cisco Ciscoworks Common Services 3.3 All All All

Application Cisco Ciscoworks Lan Management Solution 2.6 update All All

Application Cisco Ciscoworks Lan Management Solution 3.0 All All All

Application Cisco Ciscoworks Lan Management Solution 3.0 december_2007 All All

Application Cisco Ciscoworks Lan Management Solution 3.1 All All All

Application Cisco Ciscoworks Lan Management Solution 3.2 All All All
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Application Cisco Ciscoworks Lan Management Solution 3.2 All All All

Application Cisco Ciscoworks Lan Management Solution 2.6 update All All

Application Cisco Ciscoworks Lan Management Solution 3.0 All All All

Application Cisco Ciscoworks Lan Management Solution 3.0 december_2007 All All

Application Cisco Ciscoworks Lan Management Solution 3.1 All All All

Application Cisco Ciscoworks Lan Management Solution 3.2 All All All

Application Cisco Qos Policy Manager 4.0 All All All

Application Cisco Qos Policy Manager 4.0.1 All All All

Application Cisco Qos Policy Manager 4.0.2 All All All

Application Cisco Qos Policy Manager 4.0 All All All

Application Cisco Qos Policy Manager 4.0.1 All All All

Application Cisco Qos Policy Manager 4.0.2 All All All

Application Cisco Security Manager 3.0.2 All All All

Application Cisco Security Manager 3.2 All All All

Application Cisco Security Manager 3.0.2 All All All

Application Cisco Security Manager 3.2 All All All

Application Cisco Telepresence Readiness Assessment Manager 1.0 All All All

Application Cisco Telepresence Readiness Assessment Manager 1.0 All All All

Application Cisco Unified Operations Manager 2.0.1 All All All

Application Cisco Unified Operations Manager 2.0.2 All All All

Application Cisco Unified Operations Manager 2.0.3 All All All

Application Cisco Unified Operations Manager 2.0.1 All All All

Application Cisco Unified Operations Manager 2.0.2 All All All

Application Cisco Unified Operations Manager 2.0.3 All All All

Application Cisco Unified Service Monitor 2.0.1 All All All

Application Cisco Unified Service Monitor 2.0.1 All All All
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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