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Summary

CVE CVE-2010-3037

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-11-22 20:00:00 UTC

Updated 2010-12-10 06:44:00 UTC

Description goform/websXMLAdminRequestCgi.cgi in Cisco Unified Videoconferencing (UVC) System 5110 and 5115, and possibly Unified Videoconferencing System 3545 and 5230, Unified Videoconferencing 3527 Primary Rate Interface (PRI) Gateway, Unified Videoconferencing 3522 Basic Rate Interfaces (BRI) Gateway, and Unified Videoconferencing 3515 Multipoint Control Unit (MCU), allows remote authenticated administrators to execute arbitrary commands via the username field, related to a "shell command injection vulnerability," aka Bug ID CSCti54059.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Hardware Cisco Unified Videoconferencing System 3515 Multipoint Control Unit All All All

Hardware Cisco Unified Videoconferencing System 3515 Multipoint Control Unit All All All

Application Cisco Unified Videoconferencing System 3515 Multipoint Control Unit Firmware 7.0.1.13.3 All All

Application Cisco Unified Videoconferencing System 3515 Multipoint Control Unit Firmware 7.0.1.13.3 All All

Hardware Cisco Unified Videoconferencing System 3522 Basic Rate Interface Gateway All All All

Hardware Cisco Unified Videoconferencing System 3522 Basic Rate Interface Gateway All All All

Application Cisco Unified Videoconferencing System 3522 Basic Rate Interface Gateway Firmware 7.0.1.13.3 All All

Application Cisco Unified Videoconferencing System 3522 Basic Rate Interface Gateway Firmware 7.0.1.13.3 All All

Hardware Cisco Unified Videoconferencing System 3527 Primary Rate Interface Gateway All All All

Hardware Cisco Unified Videoconferencing System 3527 Primary Rate Interface Gateway All All All

Application Cisco Unified Videoconferencing System 3527 Primary Rate Interface Gateway Firmware 7.0.1.13.3 All All

Application Cisco Unified Videoconferencing System 3527 Primary Rate Interface Gateway Firmware 7.0.1.13.3 All All

Hardware Cisco Unified Videoconferencing System 3545 All All All

Hardware Cisco Unified Videoconferencing System 3545 All All All

Application Cisco Unified Videoconferencing System 3545 Firmware 7.0.1.13.3 All All

Application Cisco Unified Videoconferencing System 3545 Firmware 7.0.1.13.3 All All

Hardware Cisco Unified Videoconferencing System 5110 All All All
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Hardware Cisco Unified Videoconferencing System 5110 All All All

Hardware Cisco Unified Videoconferencing System 5110 All All All

Application Cisco Unified Videoconferencing System 5110 Firmware 7.0.1.13.3 All All

Application Cisco Unified Videoconferencing System 5110 Firmware 7.0.1.13.3 All All

Hardware Cisco Unified Videoconferencing System 5115 All All All

Hardware Cisco Unified Videoconferencing System 5115 All All All

Application Cisco Unified Videoconferencing System 5115 Firmware 7.0.1.13.3 All All

Application Cisco Unified Videoconferencing System 5115 Firmware 7.0.1.13.3 All All

Hardware Cisco Unified Videoconferencing System 5230 All All All

Hardware Cisco Unified Videoconferencing System 5230 All All All

Application Cisco Unified Videoconferencing System 5230 Firmware 7.0.1.13.3 All All

Application Cisco Unified Videoconferencing System 5230 Firmware 7.0.1.13.3 All All
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Full Disclosure: Cisco Unified Videoconferencing multiple vulnerabilities - CVE-2010-3037 CVE-2010-3038

Cisco Systems - Redirect to

SecurityTracker.com Archives - Cisco Unified Videoconferencing Lets Remote Users Access the System and Remote Authenticated Users Execute Arbitrary Code

www.trustmatta.com/advisories/MATTA-2010-001.txt

Cisco Unified Videoconferencing Multiple Remote Command Injection Vulnerabilities

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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