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CVE CVE-2010-3039
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-11-09 21:00:00 UTC
Updated 2018-10-10 20:00:00 UTC
Description /ust/local/cm/bin/pktCap_protectData in Cisco Unified Communications Manager (aka CUCM, formerly CallManager) 6, 7, ¢

/ |

1|

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Unified Communications Manager 6.0 All All All
Application Cisco Unified Communications Manager 6.1(1) All All All
Application Cisco Unified Communications Manager 6.1(1a) All All All
Application Cisco Unified Communications Manager 6.1(1b) All All All
Application Cisco Unified Communications Manager 6.1(2) All All All
Application Cisco Unified Communications Manager 6.1(2)sut All All All
Application Cisco Unified Communications Manager 6.1(2)sula All All All
Application Cisco Unified Communications Manager 6.1(3) All All All
Application Cisco Unified Communications Manager 6.1(3a) All All All
Application Cisco Unified Communications Manager 6.1(3b) All All All
Application Cisco Unified Communications Manager 6.1(3b)su1 All All All
Application Cisco Unified Communications Manager 6.1(4) All All All
Application Cisco Unified Communications Manager 6.1(4)sut All All All
Application Cisco Unified Communications Manager 6.1(4a) All All All
Application Cisco Unified Communications Manager 6.1(4a)su2 All All All
Application Cisco Unified Communications Manager 6.1(5) All All All
Application Cisco Unified Communications Manager 6.1\(1a\) All All All
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Application Cisco Unified Communications Manager 8.0\(2c\) All All All

Application Cisco Unified Communications Manager 8.0\(2¢\)sut All All All
Application Cisco Unified Communications Manager 8.0\(3)) All All All
Reference Source
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
SecurityFocus BUGTRAQ

SecurityTracker.com Archives - Cisco Unified Communications Manager setuid Binary Lets Local Users Gain Root Privileges SECTRACK

Cyber security solutions for your home and business | F-Secure MISC
Cisco Unified Communications Manager Privilege Escalation Vulnerability - Advisories - Community SECUNIA
Cisco Unified Communications Manager Invalid Argument Privilege Escalation Vulnerability BID

Alert Details - Security Center - Cisco Systems CONFIRM
Full Disclosure: nSense-2010-003: Cisco Unified Communications Manager FULLDISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

4‘ ‘m‘mﬂ

R R R A R AR,

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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