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CVE CVE-2010-3069
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-09-15 18:00:44 UTC
Updated 2026-04-29 01:13:23 UTC
Description Stack-based buffer overflow in the (1) sid_parse and (2) dom_sid_parse functions in Samba before 3.5.5 allows remote atte

/ |

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Samba Samba All All All All


https://cve.report/
https://cve.report/CVE-2010-3069/mitre
https://cve.report/CVE-2010-3069/nist
https://cve.report/CVE-2010-3069/cve_org
https://cve.report/api/cve/CVE-2010-3069.json
https://cve.report/CVE-2010-3069.pdf
http://cve.report/vendor/samba
http://cve.report/software/samba/samba

Application Samba Samba All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-21
[SECURITY] Fedora 13 Update: samba-3.5.5-68.fc13 af854a3a-21
Support af854a3a-21
[security-announce] SUSE Security Summary Report: SUSE-SR:2010:018 af854a3a-21
SecurityFocus af854a3a-21
Samba SID Parsing Buffer Overflow Vulnerability - Advisories - Community af854a3a-21
[SECURITY] Fedora 12 Update: samba-3.4.9-60.fc12 af854a3a-21
APPLE-SA-2011-03-21-1 Mac OS X v10.6.7 and Security Update 2011-001 af854a3a-21
Oracle Solaris Samba SID Parsing Buffer Overflow Vulnerability - Advisories - Community af854a3a-21
[SECURITY] Fedora 14 Update: samba-3.5.5-68.fc14 af854a3a-21
Samba SID Parsing Remote Buffer Overflow Vulnerability af854a3a-21
Samba - Security Announcement Archive af854a3a-21
USN-987-1: Samba vulnerability | Ubuntu af854a3a-21
[security-announce] SUSE Security Summary Report: SUSE-SR:2010:019 af854a3a-21
VMSA-2010-0019.3 af854a3a-21
About the security content of Mac OS X v10.6.8 and Security Update 2011-004 - Apple Support af854a3a-21
APPLE-SA-2011-06-23-1 Mac OS X v10.6.8 and Security Update 2011-004 af854a3a-21
SecurityTracker.com Archives - Samba Buffer Overflow in sid_parse() Lets Remote Users Execute Arbitrary Code af854a3a-21
"[security bulletin] HPSBUX02657 SSRT100460 rev.1 - CIFS Server (Samba), Remote Execution of Arbitrar' - MARC af854a3a-21
VMware ESX Console OS (COS) Update for samba - Secunia.com af854a3a-21
Ubuntu update for samba - Advisories - Community af854a3a-21
About the security content of Mac OS X v10.6.7 and Security Update 2011-001 af854a3a-21
IBM X-Force Exchange af854a3a-21
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-21
Samba - Release Notes Archive af854a3a-21
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-21
Red Hat Customer Portal MITRE

Red Hat Customer Portal MITRE



http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.vupen.com/english/advisories/2011/0091
http://lists.fedoraproject.org/pipermail/package-announce/2010-September/047650.html
http://www.redhat.com/support/errata/RHSA-2010-0860.html
http://lists.opensuse.org/opensuse-security-announce/2010-10/msg00000.html
http://www.securityfocus.com/archive/1/515055/100/0/threaded
http://secunia.com/advisories/41354
http://lists.fedoraproject.org/pipermail/package-announce/2010-September/047697.html
http://lists.apple.com/archives/security-announce/2011/Mar/msg00006.html
http://secunia.com/advisories/42885
http://lists.fedoraproject.org/pipermail/package-announce/2010-September/047758.html
http://www.securityfocus.com/bid/43212
http://us1.samba.org/samba/security/CVE-2010-3069.html
http://www.ubuntu.com/usn/USN-987-1
http://lists.opensuse.org/opensuse-security-announce/2010-10/msg00006.html
http://www.vmware.com/security/advisories/VMSA-2010-0019.html
http://support.apple.com/kb/HT4723
http://lists.apple.com/archives/security-announce/2011//Jun/msg00000.html
http://www.securitytracker.com/id?1024434
http://marc.info/?l=bugtraq&m=130835366526620&w=2
http://secunia.com/advisories/42531
http://secunia.com/advisories/41447
http://support.apple.com/kb/HT4581
https://exchange.xforce.ibmcloud.com/vulnerabilities/61773
http://www.vupen.com/english/advisories/2010/3126
http://us1.samba.org/samba/history/samba-3.5.5.html
http://www.vupen.com/english/advisories/2010/2378
https://access.redhat.com/errata/RHSA-2010:0697
https://access.redhat.com/errata/RHSA-2010:0698
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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