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Summary

CVE CVE-2010-3070

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-09-28 18:00:00 UTC

Updated 2023-02-13 04:21:00 UTC

Description Cross-site scripting (XSS) vulnerability in NuSOAP 0.9.5, as used in MantisBT and other products, allows remote attackers to inject arbitrary web script or HTML via the PATH_INFO to an arbitrary PHP script that uses NuSOAP classes.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dietrich Ayala Nusoap 0.9.5 All All All

Application Dietrich Ayala Nusoap 0.9.5 All All All

References

Reference Source Link

oss-security - CVE request: XSS in nusoap MLIST www.openwall.com

oss-security - CVE request: mantis before 1.2.3 (XSS) MLIST www.openwall.com

#595248 - Unescaped PHP_SELF XSS vulnerabilities in NuSOAP 0.9.5 - Debian Bug report logs CONFIRM bugs.debian.org

Bug 633011 – Mantis: Vulnerable to CVE-2010-3070 (XSS in php-nusoap) due use of embedded copy of nusoap library CONFIRM bugzilla.redhat.com

Page not found - SourceForge.net MLIST sourceforge.net

[SECURITY] Fedora 13 Update: php-nusoap-0.9.5-1.fc13 FEDORA lists.fedoraproject.org

NuSOAP 'nusoap.php' Cross Site Scripting Vulnerability BID www.securityfocus.com

anonscm CONFIRM git.debian.org

anonscm MISC git.debian.org

[SECURITY] Fedora 12 Update: php-nusoap-0.9.5-1.fc12 FEDORA lists.fedoraproject.org

anonscm CONFIRM git.debian.org

MantisBT Git - mantisbt.git/commit CONFIRM git.mantisbt.org
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http://lists.fedoraproject.org/pipermail/package-announce/2010-September/048325.html
http://www.securityfocus.com/bid/42959
http://git.debian.org/?p=users/olberger-guest/nusoap.git;a=blobdiff;f=debian/patches/595248.patch;h=11202fa70433b62aeab7dfc68af668329bc0fe7e;hp=6af3d725fe74d839764d9755c5bb18458a192518;hb=3ac7a26a49086c6b91fb79e5acafcfcdc5d6980a;hpb=268f03b88c6900d1a87b17734c248c705c22cb07
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[SECURITY] Fedora 14 Update: mantis-1.1.8-4.fc14 FEDORA lists.fedoraproject.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

SourceForge.net: NuSOAP - SOAP Toolkit for PHP: Topic: XSS (cross-site scripting vulnerabilities) CONFIRM sourceforge.net

[SECURITY] Fedora 13 Update: mantis-1.1.8-4.fc13 FEDORA lists.fedoraproject.org

Fedora update for mantis - Advisories - Community SECUNIA secunia.com

CVE-2010-3070 - Red Hat Customer Portal MISC access.redhat.com

oss-security - Re: CVE request: XSS in nusoap MLIST www.openwall.com

0012312: NuSOAP WSDL XSS (cross-site scripting vulnerability) in Mantis 1.2.2 - MantisBT CONFIRM www.mantisbt.org

Change Log - MantisBT CONFIRM www.mantisbt.org

oss-security - Re: CVE request: mantis before 1.2.3 (XSS) MLIST www.openwall.com

[SECURITY] Fedora 12 Update: mantis-1.1.8-4.fc12 FEDORA lists.fedoraproject.org

MantisBT Git - mantisbt.git/commit MISC git.mantisbt.org

629585 – (CVE-2010-3070) CVE-2010-3070 php-nusoap: XSS vulnerability due improper escaping of URLs CONFIRM bugzilla.redhat.com

anonscm MISC git.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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