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CVE CVE-2010-3072
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-09-20 21:00:00 UTC
Updated 2011-01-14 06:46:00 UTC
Description The string-comparison functions in String.cci in Squid 3.x before 3.1.8 and 3.2.x before 3.2.0.2 allow remote attackers to ca

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Squid-cache Squid 3.0 All All All
Application Squid-cache Squid 3.0.stablet All All All
Application Squid-cache Squid 3.0.stable10 All All All
Application Squid-cache Squid 3.0.stable11 All All All
Application Squid-cache Squid 3.0.stable11 rci All All
Application Squid-cache Squid 3.0.stable12 All All All
Application Squid-cache Squid 3.0.stable13 All All All
Application Squid-cache Squid 3.0.stable14 All All All
Application Squid-cache Squid 3.0.stable15 All All All
Application Squid-cache Squid 3.0.stable16 All All All
Application Squid-cache Squid 3.0.stable16 rct All All
Application Squid-cache Squid 3.0.stable17 All All All
Application Squid-cache Squid 3.0.stable18 All All All
Application Squid-cache Squid 3.0.stable19 All All All
Application Squid-cache Squid 3.0.stable2 All All All
Application Squid-cache Squid 3.0.stable20 All All All
Application Squid-cache Squid 3.0.stable21 All All All
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Webmail - OVH

Debian update for squid3 - Secunia.com

Debian -- Security Information -- DSA-2111-1 squid3

[SECURITY] Fedora 13 Update: squid-3.1.8-1.fc13

www.squid-cache.org/Versions/v3/3.1/changesets/squid-3.1-10090.patch

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:019

Squid Proxy String Processing NULL Pointer Dereference Denial Of Service Vulnerability

oss-security - Re: CVE Request -- Squid -- Denial of service due internal error in string handling (SQUID-2010:3)

Squid String Processing NULL Pointer Dereference Denial of Service Vulnerability - Advisories - Community

Bug 630444 — CVE-2010-3072 Squid: Denial of service due internal error in string handling (SQUID-2010:3)

Source

BID

DEBIAN

MLIST

CONFIRM

FEDORA

SECUNIA

VUPEN

SUSE

SECUNIA

CONFIRM

Link

Www.security
www.debian.
WWW.0penws:
www.squid-c
lists.fedorapr
secunia.com
WWW.vupen.(
lists.opensus
secunia.com

bugzilla.redh
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Fedora update for squid - Advisories - Community SECUNIA  secunia.com
oss-security - CVE Request -- Squid -- Denial of service due internal error in string handling (SQUID-2010:3) MLIST WWW.0penws:
www.squid-cache.org/Versions/v3/3.0/changesets/squid-3.0-9189.patch CONFIRM  www.squid-c
www.squid-cache.org/Advisories/SQUID-2010_3.txt CONFIRM  www.squid-c
[SECURITY] Fedora 12 Update: squid-3.1.8-1.fc12 FEDORA lists.fedorapr
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
4] | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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