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Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-14 23:00:44 UTC
Updated 2026-04-29 01:13:23 UTC
Description include/asm-x86/futex.h in the Linux kernel before 2.6.25 does not properly implement exception fixup, which allows local u

/ |

Risk And Classification

Primary CVSS: v2.0 4.9 from nvd@nist.gov

AV:L/AC:L/Au:N/C:N/I:N/A:C

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

Complete

AV:L/AC:L/Au:N/C:N/I:N/A:C

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 2.6.0 All All All
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Operating System Linux Linux Kernel 2.6.23.15 All All All
Operating System Linux Linux Kernel 2.6.23.16 All All All
Operating System Linux Linux Kernel 2.6.23.17 All All All
Operating System Linux Linux Kernel 2.6.23.2 All All All
Operating System Linux Linux Kernel 2.6.23.3 All All All
Operating System Linux Linux Kernel 2.6.23.4 All All All
Operating System Linux Linux Kernel 2.6.23.5 All All All
Operating System Linux Linux Kernel 2.6.23.6 All All All
Operating System Linux Linux Kernel 2.6.23.7 All All All
Operating System Linux Linux Kernel 2.6.23.8 All All All
Operating System Linux Linux Kernel 2.6.23.9 All All All
Operating System Linux Linux Kernel 2.6.24 All All All
Operating System Linux Linux Kernel 2.6.24.1 All All All
Operating System Linux Linux Kernel 2.6.24.2 All All All
Operating System Linux Linux Kernel 2.6.24.3 All All All
Operating System Linux Linux Kernel 2.6.24.4 All All All
Operating System Linux Linux Kernel 2.6.24.5 All All All
Operating System Linux Linux Kernel 2.6.24.6 All All All
Operating System Linux Linux Kernel 2.6.28.2 All All All
Operating System Linux Linux Kernel 2.6.3 All All All
Operating System Linux Linux Kernel 2.6.4 All All All
Operating System Linux Linux Kernel 2.6.5 All All All
Operating System Linux Linux Kernel 2.6.6 All All All
Operating System Linux Linux Kernel 2.6.7 All All All
Operating System Linux Linux Kernel 2.6.8 All All All
Operating System Linux Linux Kernel 2.6.8.1 All All All
Operating System Linux Linux Kernel 2.6.9 All All All
Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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