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CVE-2010-3131

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCCICAC Certain versions of Firefox from Mozilla contain the following
’ vulnerability:

Untrusted search path vulnerability in Mozilla Firefox before 3.5.12 and
3.6.x before 3.6.9, Thunderbird before 3.0.7 and 3.1.x before 3.1.3, and
SeaMonkey before 2.0.7 on Windows XP allows local users, and
possibly remote attackers, to execute arbitrary code and conduct DLL
hijacking attacks via a Trojan horse dwmapi.dll that is located in the
same folder as a .htm, .html, .jtx, .mfp, or .eml file.

CVE-2010-3131 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 9.3-HIGH |

Access Access Authentication
Vector Complexity
NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Webmail : Solution de messagerie professionnelle - () VUPEN ADV-2010-2323
OVHcloud- OVH [ www.vupen.com |
SecurityFocus () BUGTRAQ 20100824 Firefox <= 3.6.8 DLL
Hijacking Exploit [dwmapi.dll]
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:12143
[security-announce] SUSE Security Announcement: Mozilla 9 SUSE SUSE-SA:2010:049
Firefox (SUSE-SA
Mozilla SeaMonkey Insecure Library Loadina Vulnerability - Y SECUNIA 41168



https://cve.report/
https://cve.report/CVE-2010-3131/mitre
https://cve.report/CVE-2010-3131/nist
https://cve.report/CVE-2010-3131/cve_org
https://cve.report/CVE-2010-3131.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.vupen.com/english/advisories/2010/2323
https://cve.report/CVE-2010-3131/0d76d666
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A12143
http://lists.opensuse.org/opensuse-security-announce/2010-10/msg00002.html
https://web.archive.org/web/2010/http://secunia.com/advisories/41168

Advisories - Community web.archive.org

text/html
579593 — Windows XP "dwmapi.dil" Dll-load Vulnerability bugzilla.mozilla.org (23 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
(FG-VD-10-022) text/html id=579593

Webmail : Solution de messagerie professionnelle - Vendor Advisory 3 VUPEN ADV-2010-2169
OVHcloud- OVH Www.vupen.com
text/html

Mozilla Firefox Insecure Library Loading Vulnerability - Vendor Advisory { SECUNIA 41095
Advisories - Community web.archive.org
text/html

Mozilla Thunderbird DLL Hijacking Exploit ( dwmapi.dlil ) w» EXPLOIT-DB 14783
www.exploit-db.com
Proof of Concept

text/html

MFSA 2010-52: Windows XP DLL loading vulnerability www.mozilla.org B3 CONFIRM
text/html www.mozilla.org/security/announce/2010/mfsa2010-
52.html

Webmail : Solution de messagerie professionnelle -
OVHcloud- OVH text/html

() VUPEN ADV-2010-2201

Firefox <= 3.6.8 DLL Hijacking Exploit (dwmapi.dll) w» EXPLOIT-DB 14730
www.exploit-db.com
Proof of Concept

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 1.0 All All All
Application Mozilla Firefox 1.0 preview_release All All
Application Mozilla Firefox 1.0.1 All All All
Application Mozilla Firefox 1.0.2 All All All
Application Mozilla Firefox 1.0.3 All All All
Application Mozilla Firefox 1.0.4 All All All
Application Mozilla Firefox 1.0.5 All All All
Application Mozilla Firefox 1.0.6 All All All
Application Mozilla Firefox 1.0.7 All All All
Application Mozilla Firefox 1.0.8 All All All
Application Mozilla Firefox 1.5 All All All
Annlinatinn Mnilla Firafav 15 hatad Al Al
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Application Mozilla I hunaerbpird
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cpe:2.3:a:mozilla:firefox:1.0:*:": "

cpe:2.3:a:mozilla:firefox:1.0.1:%:* "

cpe:2.3:a:mozilla:firefox:1.0.2:%:* "

cpe:2.3:a:mozilla:firefox:1.0.3:*:*:*: "

cpe:2.3:a:mozilla:firefox:1.0.4:":*:****:*:

cpe:2.3:a:mozilla:firefox:1.0.5:%:* "

cpe:2.3:a:mozilla:firefox:1.0.6:*:*:*: "

cpe:2.3:a:mozilla:firefox:1.0.7:%:* "

cpe:2.3:a:mozilla:firefox:1.0.8:*:*:*:*:*:*:*:

ARk kKKK Lk,

cpe:2.3:a:mozilla:firefox:1.5:%* "
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Skk ok kkak.

cpe:2.3:a:mozilla:firefox:1.5:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.5.0.1 %%

R I

cpe:2.3:a:mozilla:firefox:1.5.0.10: "

Kk kKK kK,

cpe:2.3:a:mozilla:firefox:1.5.0.12:* "

cpe:2.3:a:mozilla:firefox:1.5.0.2: % :*:

cpe:2.3:a:mozilla:firefox:1.5.0.3:******:*:

cpe:2.3:a:mozilla:firefox:1.5.0.4: %

cpe:2.3:a:mozilla:firefox:1.5.0.5:* < :*:

cpe:2.3:a:mozilla:firefox:1.5.0.6:* 7 :*:

cpe:2.3:a:mozilla:firefox:1.5.0.7: % %%

cpe:2.3:a:mozilla:firefox:1.5.0.8: 7 :*:

cpe:2.3:a:mozilla:firefox:1.5.0.9:*****:*:*:

cpe:2.3:a:mozilla:firefox:1.5.1:% " "

cpe:2.3:a:mozilla:firefox:1.5.2:% "

cpe:2.3:a:mozilla:firefox:1.5.3:":* "

cpe:2.3:a:mozilla:firefox:1.5.4:%:* "

cpe:2.3:a:mozilla:firefox:1.5.5:%:* "

cpe:2.3:a:mozilla:firefox:1.5.6:%:* "

cpe:2.3:a:mozilla:firefox:1.5.7:%:* "

cpe:2.3:a:mozilla:firefox:1.5.8:*:* "

cpe:2.3:a:mozilla:firefox:2.0:*:*: "

cpe:2.3:a:mozilla:firefox:2.0.0.1 %"

akLk kKK LKk,

cpe:2.3:a:mozilla:firefox:2.0.0.13:*:* "

AkLkk kKKK,

cpe:2.3:a:mozilla:firefox:2.0.0.14:*:*:



Akakak kKKK,

cpe:2.3:a:mozilla:firefox:2.0.0.15:%:*:*

KLk ak kLR kK,

cpe:2.3:a:mozilla:firefox:2.0.0.16:*:*:****:*:

cpe:2.3:a:mozilla:firefox:2.0.0.2:***:***:*:

Kk kKR kK,

cpe:2.3:a:mozilla:firefox:2.0.0.20:* 7 :*:*:
cpe:2.3:a:mozilla:firefox:2.0.0.3:*:**:***:*:
cpe:2.3:a:mozilla:firefox:2.0.0.4:* "
cpe:2.3:a:mozilla:firefox:2.0.0.5:***:**:*:*:
cpe:2.3:a:mozilla:firefox:2.0.0.6:* 7 :*:

sk Kk kR akak.

cpe:2.3:a:mozilla:firefox:2.0.0.7:*:

dkakakakakakak,

cpe:2.3:a:mozilla:firefox:2.0.0.

cpe:2.3:a:mozilla:firefox:2.0.0.9:*:* "

cpe:2.3:a:mozilla:firefox:3.0:*:*: "

cpe:2.3:a:mozilla:firefox:3.0.1:%:* "

akukak ok akakk.

cpe:2.3:a:mozilla:firefox:3.0.15: "

akkLk ok kak ok,

cpe:2.3:a:mozilla:firefox:3.0.16:*: "

dkLkak ok kak k.

cpe:2.3:a:mozilla:firefox:3.0.17:* % "
cpe:2.3:a:mozilla:firefox:3.0.2:*:* " *:
cpe:2.3:a:mozilla:firefox:3.0.3:*:* "
cpe:2.3:a:mozilla:firefox:3.0.4:*:*****:*:
cpe:2.3:a:mozilla:firefox:3.0.5:*:* 7 :*:

kKK kKKK,

cpe:2.3:a:mozilla:firefox:3.0.6:*:



cpe:2.3:a:mozilla:firefox:3.0.7:*:*****:*:

cpe:2.3:a:mozilla:firefox:3.0.8:*:**:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.0.9:*****:*:

cpe:2.3:a:mozilla:firefox:3.5:* 7

cpe:2.3:a:mozilla:firefox:3.5. 1 ™

ak KRk kR k.

cpe:2.3:a:mozilla:firefox:3.5.10:*:***: %

cpe:2.3:a:mozilla:firefox:3.5.2:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.3:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.4:****:**:

cpe:2.3:a:mozilla:firefox:3.5.5:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.6:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.7:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.8:*:***:*:*:

cpe:2.3:a:mozilla:firefox:3.5.9:*:* "

cpe:2.3:a:mozilla:firefox:3.6:%:*: " ™

cpe:2.3:a:mozilla:firefox:3.6.2:*:*:* "

cpe:2.3:a:mozilla:firefox:3.6.3:*:* " *:

cpe:2.3:a:mozilla:firefox:3.6.4:":* "

cpe:2.3:a:mozilla:firefox:3.6.6:":*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.7:%:* "

cpe:2.3:a:mozilla:firefox:3.6.8:":*:*:**:*:*:

ARk kLK LK LKLk,

cpe:2.3:a:mozilla:firefox:1.0:*:* "
cpe:2.3:a:mozilla:firefox:1.0:preview_release:*:*:*:*:*:*:
cpe:2.3:a:mozilla:firefox:1.0.1:%:** "
cpe:2.3:a:mozilla:firefox:1.0.2:*:*:*:***:*:
cpe:2.3:a:mozilla:firefox:1.0.3:*:* " *:

cpe:2.3:a:mozilla:firefox:1.0.4:*:* 7 :*:

cpe:2.3:a:mozilla:firefox:1.0.5:*:* "



cpe:2.3:a:mozilla:firefox:1.0.6:*:**:**:*:*:

cpe:2.3:a:mozilla:firefox:1.0.7:*:*****:*:

cpe:2.3:a:mozilla:firefox:1.0.8: "™

Kk kKK kLK,

cpe:2.3:a:mozilla:firefox:1.5:* 7

Skuk Lk akkak,

cpe:2.3:a:mozilla:firefox:1.5:betal **:*:**:*:
cpe:2.3:a:mozilla:firefox:1.5:beta2:*:*:*:*:*:*:
cpe:2.3:a:mozilla:firefox:1.5.0.1: ™

ARk ak oKk kK,

cpe:2.3:a:mozilla:firefox:1.5.0.10:* "%

Kk kKRR k.

cpe:2.3:a:mozilla:firefox:1.5.0. 12 "™

cpe:2.3:a:mozilla:firefox:1.5.0.2: % :*:

cpe:2.3:a:mozilla:firefox:1.5.0.3: 7 :*:

cpe:2.3:a:mozilla:firefox:1.5.0.4:* % *:

cpe:2.3:a:mozilla:firefox:1.5.0.5:* %"

cpe:2.3:a:mozilla:firefox:1.5.0.6:*:*:": "

cpe:2.3:a:mozilla:firefox:1.5.0. 7% "

cpe:2.3:a:mozilla:firefox:1.5.0.8:*:* """

cpe:2.3:a:mozilla:firefox:1.5.0.9:*:* """

cpe:2.3:a:mozilla:firefox:1.5.1:% """

cpe:2.3:a:mozilla:firefox:1.5.2:%:* "

cpe:2.3:a:mozilla:firefox:1.5.3:*:* "

cpe:2.3:a:mozilla:firefox:1.5.4:%:* "

cpe:2.3:a:mozilla:firefox:1.5.5:%:* "

cpe:2.3:a:mozilla:firefox:1.5.6:*:* "

cpe:2.3:a:mozilla:firefox:1.5.7:% 7 :*:

cpe:2.3:a:mozilla:firefox:1.5.8:*:* "

cpe:2.3:a:mozilla:firefox:2.0:*:*: "

cpe:2.3:a:mozilla:firefox:2.0.0.1 %%

rnea2 Rarmazillafirafay:2 N O A Q*Fxxxkokok.
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aKLakak ok akuk k.

cpe:2.3:a:mozilla:firefox:2.0.0.11:*:*:

dKLkak kKR ok,

cpe:2.3:a:mozilla:firefox:2.0.0.12:%:*:****:*:

aKakak oKk kK,

cpe:2.3:a:mozilla:firefox:2.0.0.13:* "

KKk oKk kK,

cpe:2.3:a:mozilla:firefox:2.0.0.15:* "™

Kk kKR kK,

cpe:2.3:a:mozilla:firefox:2.0.0.16:* "™

Kk ak oKk kK,

cpe:2.3:a:mozilla:firefox:2.0.0.17:* "

Kk kKRR k.

cpe:2.3:a:mozilla:firefox:2.0.0.18:* "™

cpe:2.3:a:mozilla:firefox:2.0.0.2:* 7 :*:

KKk akak kK,

cpe:2.3:a:mozilla:firefox:2.0.0.20:* % % *:*:

cpe:2.3:a:mozilla:firefox:2.0.0.3: 7 :*:

cpe:2.3:a:mozilla:firefox:2.0.0.4:* 7 :*:

cpe:2.3:a:mozilla:firefox:2.0.0.5:* %"

cpe:2.3:a:mozilla:firefox:2.0.0.6:*:* "

cpe:2.3:a:mozilla:firefox:2.0.0. 7"

cpe:2.3:a:mozilla:firefox:2.0.0.8:*:* """

cpe:2.3:a:mozilla:firefox:2.0.0.9:*:* """

cpe:2.3:a:mozilla:firefox:3.0:*:*: "

cpe:2.3:a:mozilla:firefox:3.0.1:%:* "

akukak ok akakk,

cpe:2.3:a:mozilla:firefox:3.0.11 % "

akkLk Lk kakk,

cpe:2.3:a:mozilla:firefox:3.0.12:** "

dkLk kKRR k.

cpe:2.3:a:mozilla:firefox:3.0.16:* % " :*:*:

ARk kR kR k.

cpe:2.3:a:mozilla:firefox:3.0.17:* %



cpe:2.3:a:mozilla:firefox:3.0.2:*:* 7 :*:

cpe:2.3:a:mozilla:firefox:3.0.3:*:* % *:

cpe:2.3:a:mozilla:firefox:3.0.4: ™

cpe:2.3:a:mozilla:firefox:3.0.5: 7 :*:

cpe:2.3:a:mozilla:firefox:3.0.6::****:*:*:

cpe:2.3:a:mozilla:firefox:3.0.7: "™

cpe:2.3:a:mozilla:firefox:3.0.8:****:*:*:

cpe:2.3:a:mozilla:firefox:3.0.9:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5:******:*:

cpe:2.3:a:mozilla:firefox:3.5. 1 "™

ak kR ok akakk,

cpe:2.3:a:mozilla:firefox:3.5.10:*:***:**:*:

cpe:2.3:a:mozilla:firefox:3.5.2:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.3:* " **:*:*:

cpe:2.3:a:mozilla:firefox:3.5.4: % "

cpe:2.3:a:mozilla:firefox:3.5.5:%:* "

cpe:2.3:a:mozilla:firefox:3.5.6:%:*:* "

cpe:2.3:a:mozilla:firefox:3.5.7:% " ™"

cpe:2.3:a:mozilla:firefox:3.5.8:*:* "

cpe:2.3:a:mozilla:firefox:3.5.9:%:* "

cpe:2.3:a:mozilla:firefox:3.6:%:*: "

cpe:2.3:a:mozilla:firefox:3.6.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.3:*:* "

cpe:2.3:a:mozilla:firefox:3.6.4: """

cpe:2.3:a:mozilla:firefox:3.6.6:":*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.7:%:* "

cpe:2.3:a:mozilla:firefox:3.6.8:*:****:*:*:



dkakkkkuk.

cpe:2.3:a:mozilla:seamonkey:1.0:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.0. 1

cpe:2.3:a:mozilla:seamonkey:1.0.2:* "

cpe:2.3:a:mozilla:seamonkey:1.0.3:*: "

cpe:2.3:a:mozilla:seamonkey:1.0.4: "

cpe:2.3:a:mozilla:seamonkey:1.0.5:* "

cpe:2.3:a:mozilla:seamonkey:1.0.6:*: " *:

cpe:2.3:a:mozilla:seamonkey:1.0.7: "

cpe:2.3:a:mozilla:seamonkey:1.0.8:*:*:**:**:*:

cpe:2.3:a:mozilla:seamonkey:1.0.9:*: " *:

cpe:2.3:a:mozilla:seamonkey:1.1: " " ™

cpe:2.3:a:mozilla:seamonkey:1.1:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1. 1 " %

cpe:2.3:a:mozilla:seamonkey:1.1.10:" " """

cpe:2.3:a:mozilla:seamonkey:1.1.11:" "

cpe:2.3:a:mozilla:seamonkey:1.1.12:*: " ™

cpe:2.3:a:mozilla:seamonkey:1.1.13:" """ ™

cpe:2.3:a:mozilla:seamonkey:1.1.14:": "

cpe:2.3:a:mozilla:seamonkey:1.1.15: " ™

cpe:2.3:a:mozilla:seamonkey:1.1.16:™:*: """

cpe:2.3:a:mozilla:zseamonkey:1.1.17:% " ™

cpe:2.3:a:mozilla:zseamonkey:1.1.18:*:* "

cpe:2.3:a:mozilla:zseamonkey:1.1.19:* "

cpe:2.3:a:mozilla:seamonkey:1.1.2:%* %"

cpe:2.3:a:mozilla:seamonkey:1.1.3:*:*: "

cpe:2.3:a:mozilla:seamonkey:1.1.4:** "

cpe:2.3:a:mozilla:seamonkey:1.1.5: "



cpe:2.3:a:mozilla:seamonkey:1.1.6:* "
cpe:2.3:a:mozilla:seamonkey:1.1. 7 "
cpe:2.3:a:mozilla:seamonkey:1.1.8:* "
cpe:2.3:a:mozilla:seamonkey:1.1.9:* "
cpe:2.3:a:mozilla:seamonkey:1.5.0.10:
cpe:2.3:a:mozilla:seamonkey:1.5.0.8:*:* " **:*:
cpe:2.3:a:mozilla:seamonkey:1.5.0.9:*:* """
cpe:2.3:a:mozilla:seamonkey:2.0:*:* " *:

Kk koK kK.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_1:*:*:**:*:*:

KKk akak k.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_3:*:*:*:*:*:*:

dkakakak ok ak,

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:*:*:"*:*:™:

cpe:2.3:a:mozilla:seamonkey:2.0.1 " "

cpe:2.3:a:mozilla:seamonkey:2.0.2:*:* """

cpe:2.3:a:mozilla:seamonkey:2.0.3:*: """

cpe:2.3:a:mozilla:seamonkey:2.0.4:* %" "

cpe:2.3:a:mozilla:seamonkey:2.0.5:* %" "

cpe:2.3:a:mozilla:zseamonkey:1.0:*:*: % % *:

akk kKK k.

cpe:2.3:a:mozilla:seamonkey:1.0:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.0. 1% "

cpe:2.3:a:mozilla:seamonkey:1.0.2:*:*: "

cpe:2.3:a:mozilla:seamonkey:1.0.3:*:*: "

cpe:2.3:a:mozilla:seamonkey:1.0.4:** "



cpe:2.3:a:mozilla:seamonkey:1.0.5:* "

cpe:2.3:a:mozilla:seamonkey:1.0.6:*: "

cpe:2.3:a:mozilla:seamonkey:1.0.7:* "

cpe:2.3:a:mozilla:seamonkey:1.0.8:* "

cpe:2.3:a:mozilla:seamonkey:1.0.9: "

cpe:2.3:a:mozilla:seamonkey: 1.1 "

Kk kKRR,

cpe:2.3:a:mozilla:seamonkey:1.1:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1.1: e

cpe:2.3:a:mozilla:seamonkey:1.1.10:

cpe:2.3:a:mozilla:seamonkey:1.1.11

cpe:2.3:a:mozilla:seamonkey:1.1.12:* " " ™

cpe:2.3:a:mozilla:seamonkey:1.1.13:* """ ™

cpe:2.3:a:mozilla:seamonkey:1.1.14:* """ ™

cpe:2.3:a:mozilla:seamonkey:1.1.15:" """

cpe:2.3:a:mozilla:seamonkey:1.1.16:" """ ™

cpe:2.3:a:mozilla:seamonkey:1.1.17:*: "™

cpe:2.3:a:mozilla:seamonkey:1.1.18:" """ ™

cpe:2.3:a:mozilla:seamonkey:1.1.19:™ """ ™

cpe:2.3:a:mozilla:seamonkey:1.1.2:: " "

cpe:2.3:a:mozilla:seamonkey:1.1.3:: " %"

cpe:2.3:a:mozilla:seamonkey:1.1.4:* %" "

cpe:2.3:a:mozilla:seamonkey:1.1.5:%* "

cpe:2.3:a:mozilla:seamonkey:1.1.6:*:*: " *:*:

cpe:2.3:a:mozilla:seamonkey:1.1. 7% "

cpe:2.3:a:mozilla:seamonkey:1.1.8:*:*: " *:*:

cpe:2.3:a:mozilla:seamonkey:1.1.9:*:* "

dkakakak ok akuk.

cpe:2.3:a:mozilla:seamonkey:1.5.0.10:*: % " :*:

cpe:2.3:a:mozilla:seamonkey:1.5.0.8:":* " ™



cpe:2.3:a:mozilla:seamonkey:1.5.0.9:* " ™

akak kR kR k.

cpe:2.3:a:mozilla:seamonkey:2.0:*: "

Kk uk oKk k.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_1::*:*:*:*:*:

KKk kR k.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

Lkak ok akukak,

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:*:*:*:*:*:*:

LRk kR Lk ak,

cpe:2.3:a:mozilla:seamonkey:2.0:beta_2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.0:rc - :*:**:*:*:
cpe:2.3:a:mozilla:seamonkey:2.0:rc2:*:*:*:*:*:*:
cpe:2.3:a:mozilla:seamonkey:2.0.1:* 0"
cpe:2.3:a:mozilla:seamonkey:2.0.2:*:* "> "
cpe:2.3:a:mozilla:seamonkey:2.0.3: %" %"

cpe:2.3:a:mozilla:seamonkey:2.0.4:*:* "%

cpe:2.3:a:mozilla:seamonkey:2.0.5:*:* "% "

cpe:2.3:a:mozilla:ithunderbird:0.2:%:":*:*:*:*:™:
cpe:2.3:a:mozilla:ithunderbird:0.3:%:":*:*:*:*::
cpe:2.3:a:mozilla:ithunderbird:0.4:*:*:*:* %
cpe:2.3:a:mozilla:ithunderbird:0.5:%:*:*:*: %
cpe:2.3:a:mozilla:ithunderbird:0.6:*:*:*:*:*:*::
cpe:2.3:a:mozilla:ithunderbird:0.7:%:*:*
cpe:2.3:a:mozilla:ithunderbird:0.7.1:%:*: "%
cpe:2.3:a:mozilla:ithunderbird:0.7.2:*:*:***:*:*:
cpe:2.3:a:mozilla:ithunderbird:0.7.3:*:* 7 :*:*:

cpe:2.3:a:mozilla:ithunderbird:0.8:*:*:*:*:*:*::

cpe:2.3:a:mozilla:ithunderbird:0.9:*:*:*:***:*:



ARk Lk oKk ak k.

cpe:2.3:a:mozilla:ithunderbird:1.0:*:

cpe:2.3:a:mozilla:thunderbird:1.0.1:* % %

cpe:2.3:a:mozilla:thunderbird:1.0.2:% "

cpe:2.3:a:mozilla:thunderbird:1.0.3:*:* " ™

cpe:2.3:a:mozilla:thunderbird:1.0.4:* "

cpe:2.3:a:mozilla:thunderbird:1.0.5:* " "

cpe:2.3:a:mozilla:thunderbird:1.0.6:* " *:*:

cpe:2.3:a:mozilla:thunderbird:1.0.7:* "

cpe:2.3:a:mozilla:thunderbird:1.0.8:* " *:*:

cpe:2.3:a:mozilla:ithunderbird:1.5:* % %

cpe:2.3:a:mozilla:ithunderbird:1.5.0.2:%:%:%:*

cpe:2.3:a:mozilla:ithunderbird:1.5.0.3:%:%:": "

cpe:2.3:a:mozilla:ithunderbird:1.5.0.4:%:*:"

cpe:2.3:a:mozilla:ithunderbird:1.5.0.5:%: %"

cpe:2.3:a:mozilla:ithunderbird:1.5.0.6:%:*:*:*:*

cpe:2.3:a:mozilla:ithunderbird:1.5.0. 7% ™

cpe:2.3:a:mozilla:ithunderbird:1.5.0.8:*:*:*:*:**::

cpe:2.3:a:mozilla:ithunderbird:1.5.0.9:%:*: "

cpe:2.3:a:mozilla:ithunderbird:1.5.1: %" *:

cpe:2.3:a:mozilla:ithunderbird:1.5.2:*:*:***:*:*:

akLkLk kLR kK,

cpe:2.3:a:mozilla:ithunderbird:2.0:*:*:*:***::

coe:2.3:a:mozilla:thunderbird:2.0.0.0:***:*:* %



cpe:2.3:a:mozilla:ithunderbird:2.0.0.3:*:*:*: "

cpe:2.3:a:mozilla:ithunderbird:2.0.0.4:*:*:*:*

cpe:2.3:a:mozilla:ithunderbird:2.0.0.5:%: %%

cpe:2.3:a:mozilla:ithunderbird:2.0.0.6:*:*:*:*

cpe:2.3:a:mozilla:ithunderbird:2.0.0. 7%

cpe:2.3:a:mozilla:ithunderbird:2.0.0.8:*:*:*:*:*:*::

cpe:2.3:a:mozilla:ithunderbird:2.0.0.9:*:*:*:*

cpe:2.3:a:mozilla:ithunderbird:3.0:*:":*:*:**::

cpe:2.3:a:mozilla:thunderbird:3.0. 1" :*:*:

cpe:2.3:a:mozilla:ithunderbird:3.0.2:*:*:**:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.3:*:*:* " *:*:

cpe:2.3:a:mozilla:thunderbird:3.0.4::*:***:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.5:*:*:***:*:*:

ARk kKK kK,

cpe:2.3:a:mozilla:ithunderbird:3.1:%:*:

cpe:2.3:a:mozilla:thunderbird:3.1. 1% " *:

cpe:2.3:a:mozilla:ithunderbird:3.1.2:*:*:***:*:*:

AkLkLk kR Rk,

cpe:2.3:a:mozilla:ithunderbird:0.1:*: "



cpe:2.3:a:mozilla:ithunderbird:0.2:%:*:**:**:*:
cpe:2.3:a:mozilla:ithunderbird:0.3:*:*:**:**:*:
cpe:2.3:a:mozilla:ithunderbird:0.4:*:*:***:*:*:

KKk oKk kK,

cpe:2.3:a:mozilla:thunderbird:0.5:*:*:***:*:*:
cpe:2.3:a:mozilla:thunderbird:0.6:*:*:***:*:*:
cpe:2.3:a:mozilla:thunderbird:0.7:*:*:***:*:*:
cpe:2.3:a:mozilla:thunderbird:0.7.1 %
cpe:2.3:a:mozilla:ithunderbird:0.7.2:* "%
cpe:2.3:a:mozilla:thunderbird:0.7.3:*:*****:*:
cpe:2.3:a:mozilla:thunderbird:0.8:*:*:**:*:*:*:
cpe:2.3:a:mozilla:ithunderbird:0.9:*:*:**:*:*:*:
cpe:2.3:a:mozilla:ithunderbird:1.0:*:": " %
cpe:2.3:a:mozilla:thunderbird:1.0.1:*:* "%
cpe:2.3:a:mozilla:ithunderbird:1.0.2:*:*:* """
cpe:2.3:a:mozilla:thunderbird:1.0.3:*:*:* """
cpe:2.3:a:mozilla:ithunderbird:1.0.4:*:*: """
cpe:2.3:a:mozilla:ithunderbird:1.0.5:%:*: %" *:
cpe:2.3:a:mozilla:thunderbird:1.0.6:*:*:* " ":*:
cpe:2.3:a:mozilla:thunderbird:1.0.7:%:*: % ":*:

cpe:2.3:a:mozilla:thunderbird:1.0.8:*:*: " *:*:

cpe:2.3:a:mozilla:ithunderbird:1.5:%:" " %
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cpe:2.3:a:mozilla:ithunderbird:1.5.0.3:*:*:* %

cpe:2.3:a:mozilla:thunderbird:1.5.0.4:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.5:*: "

cpe:2.3:a:mozilla:thunderbird:1.5.0.6:* " " *:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.7:*: "

cpe:2.3:a:mozilla:thunderbird:1.5.0.8:*:*****:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.9:*:*****:*:

cpe:2.3:a:mozilla:ithunderbird:1.5.1 % "%

cpe:2.3:a:mozilla:ithunderbird:1.5.2:% "% *:
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cpe:2.3:a:mozilla:ithunderbird:2.0:*:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:2.0.0.0:*:*: "

cpe:2.3:a:mozilla:ithunderbird:2.0.0.1 %%

cpe:2.3:a:mozilla:ithunderbird:2.0.0.3:*:*:":*

cpe:2.3:a:mozilla:ithunderbird:2.0.0.4:*:*: "

cpe:2.3:a:mozilla:ithunderbird:2.0.0.5:%: %"

cpe:2.3:a:mozilla:ithunderbird:2.0.0.6:*:*:*:*:**::

cpe:2.3:a:mozilla:ithunderbird:2.0.0. 7%

cpe:2.3:a:mozilla:ithunderbird:2.0.0.8:*:*:*:***::



cpe:2.3:a:mozilla:ithunderbird:2.0.0.9:*:*:*
cpe:2.3:a:mozilla:ithunderbird:3.0:*:*:**:**:*:
cpe:2.3:a:mozilla:thunderbird:3.0.1 " "
cpe:2.3:a:mozilla:thunderbird:3.0.2:*:* " :*:
cpe:2.3:a:mozilla:thunderbird:3.0.3:*:* " :*:
cpe:2.3:a:mozilla:thunderbird:3.0.4 % " "
cpe:2.3:a:mozilla:thunderbird:3.0.5:* " *:*:
cpe:2.3:a:mozilla:ithunderbird:3.1:*:*: %
cpe:2.3:a:mozilla:ithunderbird:3.1.1:* "%

cpe:2.3:a:mozilla:ithunderbird:3.1.2:% "% *:

No vendor comments have been submitted for this CVE
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