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Summary

CVE CVE-2010-3138

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-08-27 19:00:00 UTC

Updated 2018-10-12 21:58:00 UTC

Description Untrusted search path vulnerability in the Indeo Codec in iac25_32.ax in Microsoft Windows XP SP3 allows local users to gain privileges via a Trojan horse iacenc.dll file in the current working directory, as demonstrated by access through BS.Player or Media Player Classic to a directory that contains a .avi, .mka, .ra, or .ram file, aka "Indeo Codec Insecure Library Loading Vulnerability." NOTE: some of these details are obtained from third party information.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bsplayer Bs.player All All All All

Application Bsplayer Bs.player All All All All

Application Microsoft Windows Media Player All All All All

Application Microsoft Windows Media Player All All All All

Operating System Microsoft Windows Xp All sp3 All All

Operating System Microsoft Windows Xp All sp3 All All

References

Reference Source Link Tags

Microsoft Security Bulletin MS12-014 - Important | Microsoft Docs MS docs.microsoft.com

Media Player Classic 6.4.9.1 DLL Hijacking Exploit (iacenc.dll) EXPLOIT-DB www.exploit-db.com Exploit

Mediaplayer Classic 1.3.2189.0 DLL Hijacking Exploit (iacenc.dll) EXPLOIT-DB www.exploit-db.com Exploit

Repository / Oval Repository OVAL oval.cisecurity.org

67588 OSVDB osvdb.org

US-CERT Alert TA12-045A - Microsoft Updates for Multiple Vulnerabilities CERT www.us-cert.gov US Government Resource

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

Zero Science Lab » Media Player Classic 6.4.9.1 (iacenc.dll) DLL Hijacking Exploit MISC www.zeroscience.mk
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Microsoft Windows Indeo Filter Insecure Library Loading Vulnerability - Advisories - Community SECUNIA secunia.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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