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CVE CVE-2010-3168
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2010-09-09 19:00:00 UTC
Updated 2017-09-19 01:31:00 UTC

Description Mozilla Firefox before 3.5.12 and 3.6.x before 3.6.9, Thunderbird before 3.0.7 and 3.1.x before 3.1.3, and SeaMonkey befol
i)

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 1.0 All All All
Application Mozilla Firefox 1.0 preview_release All All
Application Mozilla Firefox 1.0.1 All All All
Application Mozilla Firefox 1.0.2 All All All
Application Mozilla Firefox 1.0.3 All All All
Application Mozilla Firefox 1.04 All All All
Application Mozilla Firefox 1.0.5 All All All
Application Mozilla Firefox 1.0.6 All All All
Application Mozilla Firefox 1.0.7 All All All
Application Mozilla Firefox 1.0.8 All All All
Application Mozilla Firefox 15 All All All
Application Mozilla Firefox 1.5 betal All All
Application Mozilla Firefox 15 beta2 All All
Application Mozilla Firefox 1.5.0.1 All All All
Application Mozilla Firefox 1.5.0.10 All All All
Application Mozilla Firefox 1.5.0.11 All All All
Application Mozilla Firefox 1.5.0.12 All All All
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Appivaanun wivema Phunusonu coviveT e Jaw A
Application Mozilla Thunderbird 2.0.0.5 All All All
Application Mozilla Thunderbird 2.0.0.6 All All All
Application Mozilla Thunderbird 2.0.0.7 All All All
Application Mozilla Thunderbird 2.0.0.8 All All All
Application Mozilla Thunderbird 2.0.0.9 All All All
Application Mozilla Thunderbird 3.0 All All All
Application Mozilla Thunderbird 3.0.1 All All All
Application Mozilla Thunderbird 3.0.2 All All All
Application Mozilla Thunderbird 3.0.3 All All All
Application Mozilla Thunderbird 3.04 All All All
Application Mozilla Thunderbird 3.0.5 All All All
Application Mozilla Thunderbird 3.1 All All All
Application Mozilla Thunderbird 3.1.1 All All All
Application Mozilla Thunderbird 3.1.2 All All All
Application Mozilla Thunderbird All All All All
Reference Source Link
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com
Repository / Oval Repository OVAL oval.cisecurity.org
Support / Security / Advisories / / MDVSA-2010:173 | Mandriva MANDRIVA  www.mandriva.com
Debian -- Security Information -- DSA-2106-1 xulrunner DEBIAN www.debian.org
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com
IBM X-Force Exchange XF exchange.xforce.ibmcloi
[security-announce] SUSE Security Announcement: Mozilla Firefox (SUSE-SA SUSE lists.opensuse.org
MFSA 2010-55: XUL tree removal crash and remote code execution CONFIRM  www.mozilla.org
ASA-2010-263 (RHSA-2010-0681) CONFIRM  support.avaya.com
[SECURITY] Fedora 12 Update: galeon-2.0.7-25.fc12 FEDORA lists.fedoraproject.org
ASA-2010-241 (RHSA-2010-0680) CONFIRM  support.avaya.com
Oracle Solaris Firefox Multiple Vulnerabilities - Advisories - Community SECUNIA secunia.com
Security CONFIRM  blogs.sun.com
Mozilla Firefox, Thunderbird, and SeaMonkey CVE-2010-3168 Remote Code Execution Vulnerability BID www.securityfocus.com
576075 — tree Object Removal Remote Code Execution Vulnerability (ZDI-CAN-817) CONFIRM  bugzilla.mozilla.org
CVE Program record CVE.ORG  www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
al (it



http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://www.vupen.com/english/advisories/2010/2323
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A12001
http://www.mandriva.com/security/advisories?name=MDVSA-2010:173
http://www.debian.org/security/2010/dsa-2106
http://www.vupen.com/english/advisories/2011/0061
https://exchange.xforce.ibmcloud.com/vulnerabilities/61653
http://lists.opensuse.org/opensuse-security-announce/2010-10/msg00002.html
http://www.mozilla.org/security/announce/2010/mfsa2010-55.html
http://support.avaya.com/css/P8/documents/100112690
http://lists.fedoraproject.org/pipermail/package-announce/2010-September/047282.html
http://support.avaya.com/css/P8/documents/100110210
http://secunia.com/advisories/42867
http://blogs.sun.com/security/entry/multiple_vulnerabilities_in_mozilla_firefox
http://www.securityfocus.com/bid/43108
https://bugzilla.mozilla.org/show_bug.cgi?id=576075
https://www.cve.org/CVERecord?id=CVE-2010-3168
https://nvd.nist.gov/vuln/detail/CVE-2010-3168

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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