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CVE CVE-2010-3169
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-09-09 19:00:02 UTC
Updated 2026-04-29 01:13:23 UTC
Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 3.5.12 and 3.6.x before 3.6.9, Thunderbir

/ |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov
AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 1.0 All All All


https://cve.report/
https://cve.report/CVE-2010-3169/mitre
https://cve.report/CVE-2010-3169/nist
https://cve.report/CVE-2010-3169/cve_org
https://cve.report/api/cve/CVE-2010-3169.json
https://cve.report/CVE-2010-3169.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
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Application Mozilla Thunderbird 1.5.0.8 All All All
Application Mozilla Thunderbird 1.5.0.9 All All All
Application Mozilla Thunderbird 1.5.1 All All All
Application Mozilla Thunderbird 1.5.2 All All All
Application Mozilla Thunderbird 2.0 All All All
Application Mozilla Thunderbird 2.0.0.0 All All All
Application Mozilla Thunderbird 2.0.0.1 All All All
Application Mozilla Thunderbird 2.0.0.12 All All All
Application Mozilla Thunderbird 2.0.0.14 All All All
Application Mozilla Thunderbird 2.0.0.16 All All All
Application Mozilla Thunderbird 2.0.0.17 All All All
Application Mozilla Thunderbird 2.0.0.18 All All All
Application Mozilla Thunderbird 2.0.0.19 All All All
Application Mozilla Thunderbird 2.0.0.2 All All All
Application Mozilla Thunderbird 2.0.0.21 All All All
Application Mozilla Thunderbird 2.0.0.22 All All All
Application Mozilla Thunderbird 2.0.0.23 All All All
Application Mozilla Thunderbird 2.0.0.3 All All All
Application Mozilla Thunderbird 2.0.04 All All All
Application Mozilla Thunderbird 2.0.0.5 All All All
Application Mozilla Thunderbird 2.0.0.6 All All All
Application Mozilla Thunderbird 2.0.0.7 All All All
Application Mozilla Thunderbird 2.0.0.8 All All All
Application Mozilla Thunderbird 2.0.0.9 All All All
Application Mozilla Thunderbird 3.0 All All All
Application Mozilla Thunderbird 3.0.1 All All All
Application Mozilla Thunderbird 3.0.2 All All All
Application Mozilla Thunderbird 3.0.3 All All All
Application Mozilla Thunderbird 3.04 All All All
Application Mozilla Thunderbird 3.05 All All All
Application Mozilla Thunderbird 3.1 All All All
Application Mozilla Thunderbird 3.1.1 All All All
Application Mozilla Thunderbird 3.1.2 All All All
Application Mozilla Thunderbird All All All All

Vendor Declared Affected Products
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Vendor Product Version

Source

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

[security-announce] SUSE Security Announcement: Mozilla Firefox (SUSE-SA

MFSA 2010-49: Miscellaneous memory safety hazards (rv:1.9.2.9/ 1.9.1.12)

584357 — TextRunWordCache::MakeTextRun doesn't null check new [] result

Bug 583225 — We use the wrong DOMCI for DocumentFragment

ASA-2010-263 (RHSA-2010-0681)

Security

ASA-2010-241 (RHSA-2010-0680)

Debian -- Security Information -- DSA-2106-1 xulrunner

581784 — TM: Crash [@ JSObject::getClass]

Mozilla Firefox SeaMonkey and Thunderbird MFSA 2010-49 Multiple Memory-Corruption Vulnerabilities
568465 — GC hazard with lookupProperty callers with non-native objects

564461 — "ASSERTION: This is unsafe! Fix the caller!" and more with mutation events, XBL, contenteditable
Repository / Oval Repository

Oracle Solaris Firefox Multiple Vulnerabilities - Advisories - Community

Support / Security / Advisories / / MDVSA-2010:173 | Mandriva

532730 — ###!!l ASSERTION: Caller forgot to check ReadyToExecuteScripts()

572232 — js_InvokeConstructor with clampReturn==JS_TRUE and user-controlled ctor is a gc hazard
IBM X-Force Exchange

[SECURITY] Fedora 12 Update: galeon-2.0.7-25.fc12

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CVE Program record

NVD vulnerability detail

4] H

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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