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CVE-2010-3170

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCNIPIAN Certain versions of Firefox from Mozilla contain the following
: vulnerability:

Mozilla Firefox before 3.5.14 and 3.6.x before 3.6.11, Thunderbird
before 3.0.9 and 3.1.x before 3.1.5, and SeaMonkey before 2.0.9
recognize a wildcard IP address in the subject's Common Name field of
an X.509 certificate, which might allow man-in-the-middle attackers to
spoof arbitrary SSL servers via a crafted certificate issued by a
legitimate Certification Authority.

CVE-2010-3170 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: (EEEMEDIN) |

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Debian -- Security Information -- DSA- (@ DEBIAN DSA-2123

2123-1 nss

text/html

Webmail : Solution de messagerie [ www.vupen.com | D VUPEN ADV-2011-0061

professionnelle - OVHcloud- OVH text/html

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:12254
tsxtitml)

ASA-2010-302 (RHSA-2010-0781) {2y CONFIRM support.avaya.com/css/P8/documents/100114250
 texthtml |

Support | Red Hat 4 REDHAT RHSA-2010:0782


https://cve.report/
https://cve.report/CVE-2010-3170/mitre
https://cve.report/CVE-2010-3170/nist
https://cve.report/CVE-2010-3170/cve_org
https://cve.report/CVE-2010-3170.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.debian.org/security/2010/dsa-2123
http://www.vupen.com/english/advisories/2011/0061
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A12254
http://support.avaya.com/css/P8/documents/100114250
http://www.redhat.com/support/errata/RHSA-2010-0782.html

Oracle Solaris Firefox Multiple
Vulnerabilities - Advisories -
Community

ASA-2010-321 (RHSA-2010-0782)
[security-announce] SUSE Security
Summary Report: SUSE-SR:2010:020
Support | Red Hat

Support / Security / Advisories / /
MDVSA-2010:210 | Mandriva

Ubuntu update for nss - Secunia.com

Security

MFSA 2010-70: SSL wildcard
certificate matching IP addresses

USN-1007-1: NSS vulnerabilities |
Ubuntu

578697 — (CVE-2010-3170) Browser
Wildcard Certificate Validation Issue

text/html
web.archive.org

text/html

support.avaya.com
text/htm

lists.opensuse.org
text/html

www.redhat.com
text/html

www.mandriva.com
text/html

web.archive.org
text/html

web.archive.org
text/html
Inactive Link™ Not Archived

Vendor Advisory
www.mozilla.org
text/htm

text/html

bugzilla.mozilla.org
text/html

(

{ SECUNIA 42867

) CONFIRM support.avaya.com/css/P8/documents/100120156

9 SUSE SUSE-SR:2010:020

& REDHAT RHSA-2010:0781

& MANDRIVA MDVSA-2010:210

) SECUNIA 41839

%) CONFIRM
blogs.sun.com/security/entry/multiple_vulnerabilities_in_mozilla_firefox

[ CONFIRM www.mozilla.org/security/announce/2010/mfsa2010-
70.html

® UBUNTU USN-1007-1

23 CONFIRM bugzilla.mozilla.org/show_bug.cgi?id=578697

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version
Application Mozilla Firefox 1.0
Application Mozilla Firefox 1.0
Application Mozilla Firefox 1.0.1
Application Mozilla Firefox 1.0.2
Application Mozilla Firefox 1.0.3
Application Mozilla Firefox 1.0.4
Application Mozilla Firefox 1.0.5
Application Mozilla Firefox 1.0.6
Application Mozilla Firefox 1.0.7
Aoplication Mozilla Firefox 1.0.8

Update Edition Language
All All All
preview_release All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
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Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird
Application Mozilla Thunderbird

Application Mozilla Thunderbird

cpe:2.3:a:mozilla:firefox:1.0:*:*: "

dkkakakakak.

cpe:2.3:a:mozilla:firefox:1.0:preview_release:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0.1:%:* "

cpe:2.3:a:mozilla:firefox:1.0.2:%:* "

cpe:2.3:a:mozilla:firefox:1.0.3:*:* "

cpe:2.3:a:mozilla:firefox:1.0.4:*:* "

cpe:2.3:a:mozilla:firefox:1.0.5:*:* "

cpe:2.3:a:mozilla:firefox:1.0.6:*:*:*:**:*:*:

cpe:2.3:a:mozilla:firefox:1.0.7:%:*****:*:

cpe:2.3:a:mozilla:firefox:1.0.8:*:**:**:*:*:

cpe:2.3:a:mozilla:firefox:1.5:%

dkk ok kkak.

cpe:2.3:a:mozilla:firefox:1.5:betat :*:*:*:*:*:*:

Skkkakkuk.

cpe:2.3:a:mozilla:firefox:1.5:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.5.0.1: ™

KKk oKk kK,

cpe:2.3:a:mozilla:firefox:1.5.0. 11 ™
cpe:2.3:a:mozilla:firefox:1.5.0.12:* "™
cpe:2.3:a:mozilla:firefox:1.5.0.2:* " *:
cpe:2.3:a:mozilla:firefox:1.5.0.3: 7 :*:
cpe:2.3:a:mozilla:firefox:1.5.0.4: "
cpe:2.3:a:mozilla:firefox:1.5.0.5:* 7 :*:
cpe:2.3:a:mozilla:firefox:1.5.0.6:* 7 :*:

cpe:2.3:a:mozilla:firefox:1.5.0.7:******:*:

cpe:2.3:a:mozilla:firefox:1.5.0.8: 7 :*:

3.1.1

3.1.2

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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cpe:2.3:a:mozilla:firefox:1.5.0.9:*:* """

cpe:2.3:a:mozilla:firefox:1.5.1:%: ™"

cpe:2.3:a:mozilla:firefox:1.5.2:%:* "

cpe:2.3:a:mozilla:firefox:1.5.3:%:* "

cpe:2.3:a:mozilla:firefox:1.5.4:%:*****:*:

cpe:2.3:a:mozilla:firefox:1.5.5:%:* "

cpe:2.3:a:mozilla:firefox:1.5.6:*:* "

cpe:2.3:a:mozilla:firefox:1.5.7:%:* "

cpe:2.3:a:mozilla:firefox:1.5.8:*:* "

akk kKKK LK,

cpe:2.3:a:mozilla:firefox:2.0:*:*: "

cpe:2.3:a:mozilla:firefox:2.0.0.1 %%

akLk kKK kK,

cpe:2.3:a:mozilla:firefox:2.0.0.10:*:*:*:***::

akLakk kKR ok,

cpe:2.3:a:mozilla:firefox:2.0.0.14:*:*:*

AkLak kKK kK,

cpe:2.3:a:mozilla:firefox:2.0.0.15:%:* %

aKakak oKk kK,

cpe:2.3:a:mozilla:firefox:2.0.0.19: "™
cpe:2.3:a:mozilla:firefox:2.0.0.2:*:**:***:*:
cpe:2.3:a:mozilla:firefox:2.0.0.20:**:***:*:*:
cpe:2.3:a:mozilla:firefox:2.0.0.3:*:**:***:*:
cpe:2.3:a:mozilla:firefox:2.0.0.4: "
cpe:2.3:a:mozilla:firefox:2.0.0.5:******:*:
cpe:2.3:a:mozilla:firefox:2.0.0.6:* 7 :*:

cpe:2.3:a:mozilla:firefox:2.0.0.7:* 7 :*:

cpe:2.3:a:mozilla:firefox:2.0.0.8:*:*:*:***:*:



cpe:2.3:a:mozilla:firefox:2.0.0.9:*:* """

cpe:2.3:a:mozilla:firefox:3.0:*:*: "

cpe:2.3:a:mozilla:firefox:3.0.1:%:* "

dkkak ok akakk.

cpe:2.3:a:mozilla:firefox:3.0.12:** "

akLk Lk ok Lk ak k.

cpe:2.3:a:mozilla:firefox:3.0.13:* "

dkakak ok kakk,

cpe:2.3:a:mozilla:firefox:3.0.15:*: "

dkLkLk ok k Lk ok,

cpe:2.3:a:mozilla:firefox:3.0.16:*:*: " :*:*:
cpe:2.3:a:mozilla:firefox:3.0.17:* % "
cpe:2.3:a:mozilla:firefox:3.0.2:*:* " *:
cpe:2.3:a:mozilla:firefox:3.0.3:*:*:***:*:*:
cpe:2.3:a:mozilla:firefox:3.0.4:*:*****:*:
cpe:2.3:a:mozilla:firefox:3.0.5:*:* 7 :*:
cpe:2.3:a:mozilla:firefox:3.0.6:*:**:*:*:*:*:
cpe:2.3:a:mozilla:firefox:3.0.7:*:****:*:*:
cpe:2.3:a:mozilla:firefox:3.0.8:*****:*:
cpe:2.3:a:mozilla:firefox:3.0.9:*****:*:
cpe:2.3:a:mozilla:firefox:3.5:******:*:
cpe:2.3:a:mozilla:firefox:3.5. 1 "™

dkak kKRR k.

cpe:2.3:a:mozilla:firefox:3.5.10: "%

akak koK ok Rk,

cpe:2.3:a:mozilla:firefox:3.5.12:*:***:*

cpe:2.3:a:mozilla:firefox:3.5.2:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.3:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.4:*****:*:

cpe:2.3:a:mozilla:firefox:3.5.5:****:*:*:



cpe:2.3:a:mozilla:firefox:3.5.6:*:* "

cpe:2.3:a:mozilla:firefox:3.5.7:% """

cpe:2.3:a:mozilla:firefox:3.5.8:*:* "

cpe:2.3:a:mozilla:firefox:3.5.9:%:* "

cpe:2.3:a:mozilla:firefox:3.6:%:*: "

akakak ok akakk,

cpe:2.3:a:mozilla:firefox:3.6.10: ™" ™

cpe:2.3:a:mozilla:firefox:3.6.2:*:*:*:**:*:*:

cpe:2.3:a:mozilla:firefox:3.6.3:":*:*:**:*:*:

cpe:2.3:a:mozilla:firefox:3.6.4:":* "

cpe:2.3:a:mozilla:firefox:3.6.6:*:*:*:**:*:*:

cpe:2.3:a:mozilla:firefox:3.6.7:%:* "

cpe:2.3:a:mozilla:firefox:3.6.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.9:*:****:*:*:

akk kKKK Lk,

cpe:2.3:a:mozilla:firefox:1.0:*:

Skk ok kkak.

cpe:2.3:a:mozilla:firefox:1.0:preview_release:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0.1:*:* "

cpe:2.3:a:mozilla:firefox:1.0.2:*:* 7 :*:

cpe:2.3:a:mozilla:firefox:1.0.3:*:* "

cpe:2.3:a:mozilla:firefox:1.0.4: ™

cpe:2.3:a:mozilla:firefox:1.0.5: ™

cpe:2.3:a:mozilla:firefox:1.0.6: ™

cpe:2.3:a:mozilla:firefox:1.0.7: ™

cpe:2.3:a:mozilla:firefox:1.0.8: 7 :*:

Kk kKK kK,

cpe:2.3:a:mozilla:firefox:1.5:*****

Skak ok ak Lk ak,

cpe:2.3:a:mozilla:firefox:1.5:betal **:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.5.0.1: %

rna? Varmazilla-firafav-1 BN 4 -xFkxxks



cpe:2.3:a:mozilla:firefox:1.5.0.2:** "

cpe:2.3:a:mozilla:firefox:1.5.0.3:*:* """

cpe:2.3:a:mozilla:firefox:1.5.0.4:*:* "

cpe:2.3:a:mozilla:firefox:1.5.0.5:*:* "

cpe:2.3:a:mozilla:firefox:1.5.0.6:*:*:*: "

cpe:2.3:a:mozilla:firefox:1.5.0.7:* %"

cpe:2.3:a:mozilla:firefox:1.5.0.8:*:* "

cpe:2.3:a:mozilla:firefox:1.5.0.9:*:* "

cpe:2.3:a:mozilla:firefox:1.5.1: % "

cpe:2.3:a:mozilla:firefox:1.5.2:%:* 7 :*:

cpe:2.3:a:mozilla:firefox:1.5.3:*:* "

cpe:2.3:a:mozilla:firefox:1.5.4: % **:*:

cpe:2.3:a:mozilla:firefox:1.5.5:*:****:*:*:

cpe:2.3:a:mozilla:firefox:1.5.6:*:* " *:

cpe:2.3:a:mozilla:firefox:1.5.7:*:*****:*:

cpe:2.3:a:mozilla:firefox:1.5.8:*:****:*:*:

cpe:2.3:a:mozilla:firefox:2.0:*:****

cpe:2.3:a:mozilla:firefox:2.0.0.1: ™

ARk ak oKk Rk,

cpe:2.3:a:mozilla:firefox:2.0.0.10:* "

kKK oKk kK,

cpe:2.3:a:mozilla:firefox:2.0.0. 11

KKk oKk kK,

cpe:2.3:a:mozilla:firefox:2.0.0.12:* "%

KKk oKk kK,

cpe:2.3:a:mozilla:firefox:2.0.0.13:* "

Kk koK kR k.

cpe:2.3:a:mozilla:firefox:2.0.0.15:* "%

Kk kKRR k.

cpe:2.3:a:mozilla:firefox:2.0.0.16:* 7 " *:



cpe:2.3:a:mozilla:firefox:2.0.0.3:*:* """

cpe:2.3:a:mozilla:firefox:2.0.0.4:*:* "

cpe:2.3:a:mozilla:firefox:2.0.0.5:*:* "

dkukakakakakak.

cpe:2.3:a:mozilla:firefox:2.0.0.6:*:
cpe:2.3:a:mozilla:firefox:2.0.0. 7%
cpe:2.3:a:mozilla:firefox:2.0.0.8:*: " ::
cpe:2.3:a:mozilla:firefox:2.0.0.9:*:* "
cpe:2.3:a:mozilla:firefox:3.0:*: "

cpe:2.3:a:mozilla:firefox:3.0.1:%:** 7 :*:

ARk kR kR k.

cpe:2.3:a:mozilla:firefox:3.0.10: " "

dkakLk kR Lk k,

cpe:2.3:a:mozilla:firefox:3.0.11 %%

AkakLk kR kR,

cpe:2.3:a:mozilla:firefox:3.0.13:***:

ARk Lk kKRR,

cpe:2.3:a:mozilla:firefox:3.0. 14 7

ARk kR kLR k.

cpe:2.3:a:mozilla:firefox:3.0.15:***:***:*:

ARk kR Rk k.

cpe:2.3:a:mozilla:firefox:3.0.16:*:*:**:*:*::

cpe:2.3:a:mozilla:firefox:3.0.2:****:**:
cpe:2.3:a:mozilla:firefox:3.0.3: " *:
cpe:2.3:a:mozilla:firefox:3.0.4: "
cpe:2.3:a:mozilla:firefox:3.0.5:****:*:*:
cpe:2.3:a:mozilla:firefox:3.0.6: " *:
cpe:2.3:a:mozilla:firefox:3.0.7:* % " *:

cpe:2.3:a:mozilla:firefox:3.0.8:*:

cpe:2.3:a:mozilla:firefox:3.0.9:****:*:*:



cpe:2.3:a:mozilla:firefox:3.5:™: """

cpe:2.3:a:mozilla:firefox:3.5.1:% """

cpe:2.3:a:mozilla:firefox:3.5.2:%:* "

*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:firefox:3.5.3:*:

.*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:firefox:3.5.

cpe:2.3:a:mozilla:firefox:3.5.5:*:* " *:

.*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:firefox:3.5.6:

.*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:firefox:3.5.

cpe:2.3:a:mozilla:firefox:3.5.8:*:* " *:

.*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:firefox:3.5.9:

akLk kKKK Lk,

cpe:2.3:a:mozilla:firefox:3.6:*:*:****::

ARk kR kR k.

cpe:2.3:a:mozilla:firefox:3.6.10:**:*:**:*:*:

cpe:2.3:a:mozilla:firefox:3.6.2:*:**:**:*:*:

*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:firefox:3.6.3:*:

.*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:firefox:3.6.

cpe:2.3:a:mozilla:firefox:3.6.6::*:***:*:*:

.*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:firefox:3.6.7:

*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:firefox:3.6.8:*:

cpe:2.3:a:mozilla:firefox:3.6.9:*:***:*:*:

R

cpe:2.3:a:mozilla:firefox:*:*:***:**:*:

ak kR kR Rk,

cpe:2.3:a:mozilla:seamonkey:1.0:*:* " *:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:1.0:alpha:*:*:*:*:*:*:

Lk kR kR k.

cpe:2.3:a:mozilla:seamonkey:1.0:beta:*:*:*:*:*:*:

kKK kR kK,

cpe:2.3:a:mozilla:seamonkey:1.0.1:

cpe:2.3:a:mozilla:seamonkey:1.0.2:*:

cpe:2.3:a:mozilla:seamonkey:1.0.3:*:* """



cpe:2.3:a:mozilla:seamonkey:1.0.4:*:* " "

cpe:2.3:a:mozilla:seamonkey:1.0.5:*: " "

cpe:2.3:a:mozilla:seamonkey:1.0.6:*: """

cpe:2.3:a:mozilla:seamonkey:1.0.7:: " "

cpe:2.3:a:mozilla:seamonkey:1.0.8:*: """

cpe:2.3:a:mozilla:seamonkey:1.0.9:*: """

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.1:

cpe:2.3:a:mozilla:zseamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

akakuk ok kakk.

-1 1 Skk ok k ok akak.

-1 1 Skuk ok kakakak.

1 2.*.*.*.*.*.*.*.

1 3.*.*.*.*.*.*.*.

1 4.*.*.*.*.*.*.*.

1 5.*.*.*.*.*.*.*.

1 6.*.*.*.*.*.*.*.

1 7.*.*.*.*.*.*.*.

I Rttt it it ittt

1 9.*.*.*.*.*.*.*.



cpe:2.3:a:mozilla:seamonkey:1.5.0.8:":* """

cpe:2.3:a:mozilla:seamonkey:1.5.0.9:" " ™

cpe:2.3:a:mozilla:seamonkey:2.0:*:*: "

akakukakakk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_3:*:":*:*:*:*:

dkakakkakak.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:%:*:*:*:*::

kKK akLkuk.

cpe:2.3:a:mozilla:zseamonkey:2.0:rc1 "

akakk KLk k.

cpe:2.3:a:mozilla:zseamonkey:2.0:rc2:*:*:*:*:*:*:
cpe:2.3:a:mozilla:seamonkey:2.0.1 %% "
cpe:2.3:a:mozilla:seamonkey:2.0.2:*:*: "
cpe:2.3:a:mozilla:seamonkey:2.0.3:*: "
cpe:2.3:a:mozilla:seamonkey:2.0.4:*
cpe:2.3:a:mozilla:seamonkey:2.0.5: "
cpe:2.3:a:mozilla:seamonkey:2.0.6:*: "

AKakak kR kK,

cpe:2.3:a:mozilla:seamonkey:2.0.7:*:

ARk kR kR k.

cpe:2.3:a:mozilla:seamonkey:1.0:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:1.0:alpha:*:*:*:*:*:*:

LRk kR akak,

cpe:2.3:a:mozilla:seamonkey:1.0:beta:*:*:*:*:*:*:
cpe:2.3:a:mozilla:seamonkey:1.0.1:* 0™
cpe:2.3:a:mozilla:seamonkey:1.0.2:: "
cpe:2.3:a:mozilla:seamonkey:1.0.3:*: "
cpe:2.3:a:mozilla:seamonkey:1.0.4:* "
cpe:2.3:a:mozilla:seamonkey:1.0.5:* " *:
cpe:2.3:a:mozilla:seamonkey:1.0.6:*:* " *:*:

cpe:2.3:a:mozilla:seamonkey:1.0.7::* "> "

cpe:2.3:a:mozilla:seamonkey:1.0.8:*: " :*:*:



cpe:2.3:a:mozilla:seamonkey:1.0.9:*: " "

cpe:2.3:a:mozilla:seamonkey:1.1: " "

cpe:2.3:a:mozilla:seamonkey:1.1:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1. 1 "

cpe:2.3:a:mozilla:seamonkey:1.1.10:": "

cpe:2.3:a:mozilla:zseamonkey:1.1. 11" ™

cpe:2.3:a:mozilla:seamonkey:1.1.12:% " ™

cpe:2.3:a:mozilla:zseamonkey:1.1.13: " ™

cpe:2.3:a:mozilla:seamonkey:1.1.14: ™

cpe:2.3:a:mozilla:zseamonkey:1.1.15:% "

cpe:2.3:a:mozilla:zseamonkey:1.1.16:*:**:* "

cpe:2.3:a:mozilla:seamonkey:1.1.17:

cpe:2.3:a:mozilla:seamonkey:1.1.18:* " ™

cpe:2.3:a:mozilla:seamonkey:1.1.19:

cpe:2.3:a:mozilla:seamonkey:1.1.2:* "

cpe:2.3:a:mozilla:seamonkey:1.1.3:* "

cpe:2.3:a:mozilla:seamonkey:1.1. 4% "

cpe:2.3:a:mozilla:seamonkey:1.1.5: "

cpe:2.3:a:mozilla:seamonkey:1.1.6:*: "

cpe:2.3:a:mozilla:seamonkey:1.1.7: "

cpe:2.3:a:mozilla:seamonkey:1.1.8:*: " *:

cpe:2.3:a:mozilla:seamonkey:1.1.9:* "

dkakak kR akak.

cpe:2.3:a:mozilla:seamonkey:1.5.0.10:

cpe:2.3:a:mozilla:seamonkey:1.5.0.8:*:* "1 **:*:

cpe:2.3:a:mozilla:seamonkey:1.5.0.9:*:* " **:*:

cpe:2.3:a:mozilla:seamonkey:2.0:*:*** "™



cpe:2.3:a:mozilla:seamonkey:2.0.1 %"
cpe:2.3:a:mozilla:seamonkey:2.0.2:*:*: %"
cpe:2.3:a:mozilla:seamonkey:2.0.3:*:*: "
cpe:2.3:a:mozilla:seamonkey:2.0.4:*:*: "
cpe:2.3:a:mozilla:seamonkey:2.0.5:%:*: "
cpe:2.3:a:mozilla:seamonkey:2.0.6:*:*:*:*:**:*:
cpe:2.3:a:mozilla:seamonkey:2.0.7:*: "
cpe:2.3:a:mozilla:seamonkey:*:*:*: "
cpe:2.3:a:mozilla:ithunderbird:0.1:*:*:
cpe:2.3:a:mozilla:ithunderbird:0.2:%:*:*:*:*:*:*:
cpe:2.3:a:mozilla:ithunderbird:0.3:*:*:**:*:*:*:
cpe:2.3:a:mozilla:ithunderbird:0.4:*:*:****:*:
cpe:2.3:a:mozilla:thunderbird:0.5:*:*:***:*:*:
cpe:2.3:a:mozilla:thunderbird:0.6:*:*:***:*:*:
cpe:2.3:a:mozilla:ithunderbird:0.7:*:*:***:*:*:
cpe:2.3:a:mozilla:thunderbird:0.7.1 %
cpe:2.3:a:mozilla:thunderbird:0.7.2:* "%
cpe:2.3:a:mozilla:thunderbird:0.7.3:*:*:* " *:*:
cpe:2.3:a:mozilla:thunderbird:0.8:*:*:**:*:*:*:
cpe:2.3:a:mozilla:thunderbird:0.9:*:*:**:*:*:*:
cpe:2.3:a:mozilla:ithunderbird:1.0:*:": %

cpe:2.3:a:mozilla:ithunderbird:1.0. 1% "%

cne'? 3:a'mozillathiinderhird:1 () 2% -*-*-%-%.x-%.



cpe:2.3:a:mozilla:ithunderbird:1.0.3:*:*:**:":*:
cpe:2.3:a:mozilla:ithunderbird:1.0.4:*:* """
cpe:2.3:a:mozilla:thunderbird:1.0.5:%:*:* """
cpe:2.3:a:mozilla:thunderbird:1.0.6:*:*:*: " *:*:
cpe:2.3:a:mozilla:ithunderbird:1.0.7:%:*:* "
cpe:2.3:a:mozilla:thunderbird:1.0.8:*:*: " *:*:
cpe:2.3:a:mozilla:ithunderbird:1.5:%:" "%

cpe:2.3:a:mozilla:ithunderbird:1.5:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:1.5.0.1 %%

dkakak kR akk.

cpe:2.3:a:mozilla:ithunderbird:1.5.0.14*:*:*

cpe:2.3:a:mozilla:ithunderbird:1.5.0.2:%*:**

cpe:2.3:a:mozilla:ithunderbird:1.5.0.3:%:*:* %

cpe:2.3:a:mozilla:ithunderbird:1.5.0.4:* %%

cpe:2.3:a:mozilla:thunderbird:1.5.0.5:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.6:*: " *:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.7:*

cpe:2.3:a:mozilla:thunderbird:1.5.0.8:*:*****:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.9:*:* " *:*:

cpe:2.3:a:mozilla:thunderbird:1.5.1 % "

cpe:2.3:a:mozilla:thunderbird:1.5.2:% "% *:

cpe:2.3:a:mozilla:thunderbird:2.0:*:*:* %

cpe:2.3:a:mozilla:ithunderbird:2.0.0.0:*: "

cpe:2.3:a:mozilla:ithunderbird:2.0.0.1 %%



cpe:2.3:a:mozilla:ithunderbird:2.0.0.3:*:*: "

cpe:2.3:a:mozilla:ithunderbird:2.0.0.4:*:*: %

cpe:2.3:a:mozilla:ithunderbird:2.0.0.5:%*: %

cpe:2.3:a:mozilla:ithunderbird:2.0.0.6:*:*:*:***::

cpe:2.3:a:mozilla:ithunderbird:2.0.0. 7%

cpe:2.3:a:mozilla:ithunderbird:2.0.0.8:*:*:*:***::

cpe:2.3:a:mozilla:ithunderbird:2.0.0.9:*:*:**

AkLakak ok akak k.

cpe:2.3:a:mozilla:ithunderbird:3.0:*:*:****:*:

cpe:2.3:a:mozilla:thunderbird:3.0.1:*:*:***:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.2:*:* " ™

cpe:2.3:a:mozilla:thunderbird:3.0.3:*:* " :*:

cpe:2.3:a:mozilla:thunderbird:3.0.4:* " "

cpe:2.3:a:mozilla:thunderbird:3.0.5:* " *:*:

cpe:2.3:a:mozilla:thunderbird:3.0.6:*:*:***:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.7:* "%

cpe:2.3:a:mozilla:ithunderbird:3.1:*:*: %

cpe:2.3:a:mozilla:ithunderbird:3.1.1:* "%

cpe:2.3:a:mozilla:ithunderbird:3.1.2:%:* "%

cpe:2.3:a:mozilla:ithunderbird:3.1.3:*:* "%



cpez.g:ia:moziia:tinunaerpirag. 1.4 mrmimini

cpe:2.3:a:mozilla:ithunderbird:0.1:%:* " %

cpe:2.3:a:mozilla:ithunderbird:0.2:%:*:*:*: %

cpe:2.3:a:mozilla:ithunderbird:0.3:%:":*:*:*:*::

cpe:2.3:a:mozilla:ithunderbird:0.4:%:*:*: %

cpe:2.3:a:mozilla:ithunderbird:0.5:%:*:*:*: %

cpe:2.3:a:mozilla:ithunderbird:0.6:%:*:*:*:**::

ARk koK kukk,

cpe:2.3:a:mozilla:ithunderbird:0.7:%:*: "

cpe:2.3:a:mozilla:ithunderbird:0.7.1: % *:*:*:

cpe:2.3:a:mozilla:ithunderbird:0.7.2:*:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:0.7.3:*:* 7 :*:*:

cpe:2.3:a:mozilla:ithunderbird:0.8:*:*:*:*:*:*::

AkLkLk oKk LRk,

cpe:2.3:a:mozilla:ithunderbird:0.9:%:*:****:*:

cpe:2.3:a:mozilla:ithunderbird:1.0:*:*:

cpe:2.3:a:mozilla:ithunderbird:1.0.1:*:* %

cpe:2.3:a:mozilla:ithunderbird:1.0.2:*:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:1.0.3:*:*:***:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.4:*:*:***:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.5:* " ™

cpe:2.3:a:mozilla:thunderbird:1.0.6:*:*: " :*:

cpe:2.3:a:mozilla:thunderbird:1.0.7:* "

cpe:2.3:a:mozilla:thunderbird:1.0.8:* " :*:

ARk kKR kK,

cpe:2.3:a:mozilla:thunderbird:1.5:* %

Kk kKR k.

cpe:2.3:a:mozilla:thunderbird:1.5:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:1.5.0.1 %"

ak kR ok ak Rk,

cpe:2.3:a:mozilla:thunderbird:1.5.0.10:* 7 :*:



cpe:2.3:a:mozilla:ithunderbird:1.5.0.2:%:%:*:*

cpe:2.3:a:mozilla:ithunderbird:1.5.0.3:%:%:*: "

cpe:2.3:a:mozilla:ithunderbird:1.5.0.4:*:%:"

cpe:2.3:a:mozilla:ithunderbird:1.5.0.5:%:%: %

cpe:2.3:a:mozilla:ithunderbird:1.5.0.6:%:*:":*:*

cpe:2.3:a:mozilla:ithunderbird:1.5.0. 7%

cpe:2.3:a:mozilla:ithunderbird:1.5.0.8:*:*:*:*

cpe:2.3:a:mozilla:ithunderbird:1.5.0.9:%:*:*

cpe:2.3:a:mozilla:ithunderbird:1.5.1: % :*:

cpe:2.3:a:mozilla:ithunderbird:1.5.2:*:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:2.0:*:*:*:* %

cpe:2.3:a:mozilla:ithunderbird:2.0.0.0:*:*:*:*

cpe:2.3:a:mozilla:ithunderbird:2.0.0.1 %%

cpe:2.3:a:mozilla:thunderbird:2.0.0.3:*:***:**:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.4:*:***:**:*:

cpe:2.3:a:mozilla:ithunderbird:2.0.0.5:%: %%

cpe:2.3:a:mozilla:ithunderbird:2.0.0.6:*:*:*:*:*:



cpe:2.3:a:mozilla:ithunderbird:2.0.0. 7%

cpe:2.3:a:mozilla:ithunderbird:2.0.0.8:*:*:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:2.0.0.9:%:*:*:*

cpe:2.3:a:mozilla:ithunderbird:3.0:*:": "%

cpe:2.3:a:mozilla:thunderbird:3.0.1:*:*: % *:*:

cpe:2.3:a:mozilla:ithunderbird:3.0.2:*:*:**:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.0.4::*:***:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.5:*:*:***:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.6:*:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.0.7:%:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.1:%:*:

cpe:2.3:a:mozilla:ithunderbird:3.1.1: %% *:

cpe:2.3:a:mozilla:ithunderbird:3.1.2:*:****:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.3:*:* 7 :*:*:

cpe:2.3:a:mozilla:ithunderbird:3.1.4:*:****:*:*:

No vendor comments have been submitted for this CVE
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