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CVE-2010-3173

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AUNACLAUNCIPIAP Certain versions of Firefox from Mozilla contain the following
’ vulnerability:

The SSL implementation in Mozilla Firefox before 3.5.14 and 3.6.x
before 3.6.11, Thunderbird before 3.0.9 and 3.1.x before 3.1.5, and
SeaMonkey before 2.0.9 does not properly set the minimum key length
for Diffie-Hellman Ephemeral (DHE) mode, which makes it easier for
remote attackers to defeat cryptographic protection mechanisms via a

brute-force attack.

CVE-2010-3173 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH |

Access Access Authentication
Vector Complexity

NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
Debian -- Security Information -- DSA- (@ DEBIAN DSA-2123
2123-1 nss
text/html
Webmail : Solution de messagerie [ www.vupen.com | D VUPEN ADV-2011-0061
professionnelle - OVHcloud- OVH text/html
587234 — Better error reporting for tiny ) CONFIRM bugzilla.mozilla.org/show_bug.cgi?id=587234
ephemeral Diffie-Hellman (DHE) keys [T
in Server Key Exchange
ASA-2010-302 (RHSA-2010-0781) 2y CONFIRM support.avaya.com/css/P8/documents/100114250



https://cve.report/
https://cve.report/CVE-2010-3173/mitre
https://cve.report/CVE-2010-3173/nist
https://cve.report/CVE-2010-3173/cve_org
https://cve.report/CVE-2010-3173.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.debian.org/security/2010/dsa-2123
http://www.vupen.com/english/advisories/2011/0061
https://bugzilla.mozilla.org/show_bug.cgi?id=587234
http://support.avaya.com/css/P8/documents/100114250

554354 — Evil TLS Server can crash
all Firefox from (at least) 3.0 ~ 3.6
(windows + linux)

Support | Red Hat

583337 — Firefox detects, won't work
with, server doing SSL DHE cipher
suites with tiny keys

Oracle Solaris Firefox Multiple
Vulnerabilities - Advisories -
Community

595300 — Update to
NSS 3 12 8 RTM in mozilla-central

ASA-2010-321 (RHSA-2010-0782)

Support | Red Hat

Support / Security / Advisories / /

MDVSA-2010:210 | Mandriva

Support / Security / Advisories / /
MDVSA-2010:211 | Mandriva

Ubuntu update for nss - Secunia.com

Security

MFSA 2010-72: Insecure Diffie-
Hellman key exchange

USN-1007-1: NSS vulnerabilities |
Ubuntu

Repository / Oval Repository

bugzilla.mozilla.org
text/html

www.redhat.com
text/htm

bugzilla.mozilla.org
text/html

web.archive.org
text/html

bugzilla.mozilla.org
text/html

support.avaya.com
text/html

www.redhat.com
text/html

www.mandriva.com
text/html

www.mandriva.com
text/html

web.archive.org
text/html

web.archive.org
text/html

Inactive Link™ Not Archived

Vendor Advisory
www.mozilla.org
text/html

text/htm

oval.cisecurity.org
text/html

) CONFIRM bugzilla.mozilla.org/show_bug.cgi?id=554354

& REDHAT RHSA-2010:0782

) CONFIRM bugzilla.mozilla.org/show_bug.cgi?id=583337

) SECUNIA 42867

) CONFIRM bugzilla.mozilla.org/show_bug.cgi?id=595300

T3 CONFIRM support.avaya.com/css/P8/documents/100120156

& REDHAT RHSA-2010:0781

& MANDRIVA MDVSA-2010:210

& MANDRIVA MDVSA-2010:211

) SECUNIA 41839

2y CONFIRM
blogs.sun.com/security/entry/multiple_vulnerabilities_in_mozilla_firefox

Y CONFIRM www.mozilla.org/security/announce/2010/mfsa2010-
72.html

@® UBUNTU USN-1007-1

() OVAL oval:org.mitre.oval:def:12118

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product
Application Mozilla Firefox
Application Mozilla Firefox
Application Mozilla Firefox

Version

Update Edition Language
All All All
preview_release All All
All All All
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Mozilla

Thunderbird

Thunderbird

Thunderbird

Thunderbird

Thunderbird

Thunderbird

Thunderbird

Thunderbird

Thunderbird

Thunderbird

Thunderbird

cpe:2.3:a:mozilla:firefox:1.0:* " * %

cpe:2.3:a:mozilla:firefox:1.0:preview_release

cpe:2.3:a:mozilla:firefox:1.0. 1 %

cpe:2.3:a:mozilla:firefox:1.0.2: % "%

cpe:2.3:a:mozilla:firefox:1.0.3:*:* ™"

cpe:2.3:a:mozilla:firefox:1.0.4:%:* "

cpe:2.3:a:mozilla:firefox:1.0.5:%:* "

cpe:2.3:a:mozilla:firefox:1.0.6:*:*:* "

cpe:2.3:a:mozilla:firefox:1.0.7:%:* "

cpe:2.3:a:mozilla:firefox:1.0.8:*:* "

cpe:2.3:a:mozilla:firefox:1.5:%:* "

cpe:2.3:a:mozilla:firefox:1.5.0.11

cpe:2.3:a:mozilla:firefox:1.5.0.12

akLk kKK kK,

akLk kKK kK,

cpe:2.3:a:mozilla:firefox:1.5.0.2:* "

cpe:2.3:a:mozilla:firefox:1.5.0.3:*: "

Skakakakakak,

3.0.3

3.0.4

3.0.5

3.0.6

3.0.7

3.1

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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cpe:2.3:a:mozilla:firefox:1.5.0.4:***:*

cpe:2.3:a:mozilla:firefox:1.5.0.5:* %

cpe:2.3:a:mozilla:firefox:1.5.0.6:*: " *:

cpe:2.3:a:mozilla:firefox:1.5.0.7: ™

cpe:2.3:a:mozilla:firefox:1.5.0.8:* 7 :*:

cpe:2.3:a:mozilla:firefox:1.5.0.9: 7 :*:

cpe:2.3:a:mozilla:firefox:1.5. 1 ™

cpe:2.3:a:mozilla:firefox:1.5.2: 7 :*:

cpe:2.3:a:mozilla:firefox:1.5.3: ™

cpe:2.3:a:mozilla:firefox:1.5.4:******:

cpe:2.3:a:mozilla:firefox:1.5.5: ****:**:

cpe:2.3:a:mozilla:firefox:1.5.6:*:***:*:*:

cpe:2.3:a:mozilla:firefox:1.5.7: %™

cpe:2.3:a:mozilla:firefox:1.5.8:*:* "

cpe:2.3:a:mozilla:firefox:2.0:*:*: "

cpe:2.3:a:mozilla:firefox:2.0.0.1: % "

akLk kKK kK,

cpe:2.3:a:mozilla:firefox:2.0.0.19:*:*:*

cpe:2.3:a:mozilla:firefox:2.0.0.2:*:* "

cpe:2.3:a:mozilla:firefox:2.0.0.3:*:*:*:*:*:*:*:



cpe:2.3:a:mozilla:firefox:2.0.0.4:* %
cpe:2.3:a:mozilla:firefox:2.0.0.5:*:**:*
cpe:2.3:a:mozilla:firefox:2.0.0.6:*:**:***:*:
cpe:2.3:a:mozilla:firefox:2.0.0.7: ™
cpe:2.3:a:mozilla:firefox:2.0.0.8:*:**:**:*:*:
cpe:2.3:a:mozilla:firefox:2.0.0.9:***:***:*:
cpe:2.3:a:mozilla:firefox:3.0:*:*****:*:
cpe:2.3:a:mozilla:firefox:3.0.1: ™

akak koK kR k.

cpe:2.3:a:mozilla:firefox:3.0.10:*:***:**:*:

akak kR kR k.

cpe:2.3:a:mozilla:firefox:3.0. 11 %

dk kR ok ak Rk,

cpe:2.3:a:mozilla:firefox:3.0.12:%:***: %

cpe:2.3:a:mozilla:firefox:3.0.2:%:*:*:* "
cpe:2.3:a:mozilla:firefox:3.0.3:*:* "
cpe:2.3:a:mozilla:firefox:3.0.4:":* "
cpe:2.3:a:mozilla:firefox:3.0.5:%:* "
cpe:2.3:a:mozilla:firefox:3.0.6:*:*:*:*: "
cpe:2.3:a:mozilla:firefox:3.0.7:%:* "
cpe:2.3:a:mozilla:firefox:3.0.8:":*:*: "
cpe:2.3:a:mozilla:firefox:3.0.9:*:* " *:
cpe:2.3:a:mozilla:firefox:3.5:%: "

cpe:2.3:a:mozilla:firefox:3.5.1:%: " *:

ARk kKRR k,

cpe:2.3:a:mozilla:firefox:3.5.10: "



dkak kR kR k.

cpe:2.3:a:mozilla:firefox:3.5.12:***:***:*:

cpe:2.3:a:mozilla:firefox:3.5.2:*****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.3:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.4: "™

cpe:2.3:a:mozilla:firefox:3.5.5:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.6:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.7: 7 **:*:

cpe:2.3:a:mozilla:firefox:3.5.8:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.9:****:*:*:

cpe:2.3:a:mozilla:firefox:3.6:*:***:**:*:

ak kK oKk Rk,

cpe:2.3:a:mozilla:firefox:3.6.10:*:*:**:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.2:**:***:*:*:

cpe:2.3:a:mozilla:firefox:3.6.3:*:***:*:*:

cpe:2.3:a:mozilla:firefox:3.6.4:*:* "

cpe:2.3:a:mozilla:firefox:3.6.6:":*:*:* "

cpe:2.3:a:mozilla:firefox:3.6.7:%:* "

cpe:2.3:a:mozilla:firefox:3.6.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.9:*:* " *:

cpe:2.3:a:mozilla:firefox:1.0:*:* "

cpe:2.3:a:mozilla:firefox:1.0.1:%:*:* "

cpe:2.3:a:mozilla:firefox:1.0.2:%:* "

cpe:2.3:a:mozilla:firefox:1.0.3:*:* "

cpe:2.3:a:mozilla:firefox:1.0.4:":* 7 *:*:

cpe:2.3:a:mozilla:firefox:1.0.5:%:* 7 :*:

cpe:2.3:a:mozilla:firefox:1.0.6:*:*:*: "

cpe:2.3:a:mozilla:firefox:1.0.7:% 7 :*:

cpe:2.3:a:mozilla:firefox:1.0.8:*:*:*:**:*:*:

AnAD Qimimasillafirnfay 4 Rokok ookt
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Skkkakkuk.

cpe:2.3:a:mozilla:firefox:1.5:betat :*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.5.0.1: ™

aKakak oKk kK,

cpe:2.3:a:mozilla:firefox:1.5.0.10:* "

KKk oKk kK,

cpe:2.3:a:mozilla:firefox:1.5.0. 11 ™

Kk kKR kK,

cpe:2.3:a:mozilla:firefox:1.5.0.12:* "%

cpe:2.3:a:mozilla:firefox:1.5.0.2:* 7 :*:

cpe:2.3:a:mozilla:firefox:1.5.0.3: ™

cpe:2.3:a:mozilla:firefox:1.5.0.4:* %

cpe:2.3:a:mozilla:firefox:1.5.0.5:* 7 :*:

cpe:2.3:a:mozilla:firefox:1.5.0.6:* 7 :*:

cpe:2.3:a:mozilla:firefox:1.5.0.7: % :*:

cpe:2.3:a:mozilla:firefox:1.5.0.8:***:**:*:*:

cpe:2.3:a:mozilla:firefox:1.5.0.9:** "

cpe:2.3:a:mozilla:firefox:1.5.1:%: ="

cpe:2.3:a:mozilla:firefox:1.5.2:%:* "

cpe:2.3:a:mozilla:firefox:1.5.3:%:* ™"

cpe:2.3:a:mozilla:firefox:1.5.4:%:* "

cpe:2.3:a:mozilla:firefox:1.5.5:% """

cpe:2.3:a:mozilla:firefox:1.5.6:%:* "

cpe:2.3:a:mozilla:firefox:1.5.7:% "

cpe:2.3:a:mozilla:firefox:1.5.8:*:* "

cpe:2.3:a:mozilla:firefox:2.0:*:*: "

cpe:2.3:a:mozilla:firefox:2.0.0.1 %"

akLk kKK kK,

cpe:2.3:a:mozilla:firefox:2.0.0.10:*:*:*:**

akLk kKK LKk,

cpe:2.3:a:mozilla:firefox:2.0.0.11:*:* "

ARk kKKK k.

cpe:2.3:a:mozilla:firefox:2.0.0.12:%:*:

aKak kKK kK,

cpe:2.3:a:mozilla:firefox:2.0.0.13:* """



KLk koK akuk k.

cpe:2.3:a:mozilla:firefox:2.0.0.14:*:*:****::

Kk kKK kK,

cpe:2.3:a:mozilla:firefox:2.0.0.15:*:*:**

aKLakak oKk kK,

cpe:2.3:a:mozilla:firefox:2.0.0.17: "

Kk ak oKk kK,

cpe:2.3:a:mozilla:firefox:2.0.0.18:* "™

KKk oKk kK,

cpe:2.3:a:mozilla:firefox:2.0.0.19: "™

Sk Lk ak kR akak.

cpe:2.3:a:mozilla:firefox:2.0.0.2:*:

cpe:2.3:a:mozilla:firefox:2.0.0.3: 7 :*:
cpe:2.3:a:mozilla:firefox:2.0.0.4: 7 :*:
cpe:2.3:a:mozilla:firefox:2.0.0.5:***:**:*:*:
cpe:2.3:a:mozilla:firefox:2.0.0.6:* 7 :*:
cpe:2.3:a:mozilla:firefox:2.0.0.7:* 7 :*:
cpe:2.3:a:mozilla:firefox:2.0.0.8:*:* "
cpe:2.3:a:mozilla:firefox:2.0.0.9:*:* """

cpe:2.3:a:mozilla:firefox:3.0:*:*: "

cpe:2.3:a:mozilla:firefox:3.0.1:%:*:* ™"

cpe:2.3:a:mozilla:firefox:3.0.2:*:* " *:
sk ko kakakakak.

cpe:2.3:a:mozilla:firefox:3.0.3:*:

cpe:2.3:a:mozilla:firefox:3.0.4:*:* "



cpe:2.3:a:mozilla:firefox:3.0.5:*:* " *:
cpe:2.3:a:mozilla:firefox:3.0.6:*:**:**:*:*:
cpe:2.3:a:mozilla:firefox:3.0.7: ™
cpe:2.3:a:mozilla:firefox:3.0.8::*****:*:
cpe:2.3:a:mozilla:firefox:3.0.9:****:*:*:
cpe:2.3:a:mozilla:firefox:3.5:* 7 *:*:

cpe:2.3:a:mozilla:firefox:3.5.1: ™

dk kR kR Rk,

cpe:2.3:a:mozilla:firefox:3.5.10:*:***:**:*:

akak koK ak Rk,

cpe:2.3:a:mozilla:firefox:3.5.12:*:***:**:*:

cpe:2.3:a:mozilla:firefox:3.5.2:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.3:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.4:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.5: % "

cpe:2.3:a:mozilla:firefox:3.5.6:*:* "

cpe:2.3:a:mozilla:firefox:3.5.7: % "

cpe:2.3:a:mozilla:firefox:3.5.8:*:* "

cpe:2.3:a:mozilla:firefox:3.5.9:*:* "

cpe:2.3:a:mozilla:firefox:3.6:%:*: "

cpe:2.3:a:mozilla:firefox:3.6.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.3:":*:*:**:*:*:

cpe:2.3:a:mozilla:firefox:3.6.4: """

cpe:2.3:a:mozilla:firefox:3.6.6:":*:*: "

cpe:2.3:a:mozilla:firefox:3.6.7:%:* "

cpe:2.3:a:mozilla:firefox:3.6.8:*:*:*:**:*:*:

cpe:2.3:a:mozilla:firefox:3.6.9:*:* 7 *:*:

dkakLk kKR KLk,

cpe:2.3:a:mozilla:firefox:*:*:*:**:**::

dkak kR kR ok,

cpe:2.3:a:mozilla:seamonkey:1.0: " "



LRk kR kuk.

cpe:2.3:a:mozilla:seamonkey:1.0:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.0. 1

cpe:2.3:a:mozilla:seamonkey:1.0.2:* "

cpe:2.3:a:mozilla:seamonkey:1.0.3: "

cpe:2.3:a:mozilla:seamonkey:1.0.4: "

cpe:2.3:a:mozilla:seamonkey:1.0.5:* "

cpe:2.3:a:mozilla:seamonkey:1.0.6:*:*:**:**:*:

cpe:2.3:a:mozilla:seamonkey:1.0.7: "

cpe:2.3:a:mozilla:seamonkey:1.0.8:*:*:**:**:*:

cpe:2.3:a:mozilla:seamonkey:1.0.9: " "™

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:zseamonkey:1.

1 1 skukakakkakak.

1 1 Skkakukkakak.

1 2.*.*.*.*.*.*.*.

-1 3.*.*.*.*.*.*.*.

-1 4.*.*.*.*.*.*.*.



cpe:2.3:a:mozilla:seamonkey:1.1.5: "
cpe:2.3:a:mozilla:seamonkey:1.1.6:* "™
cpe:2.3:a:mozilla:seamonkey:1.1. 7 "
cpe:2.3:a:mozilla:seamonkey:1.1.8:* "
cpe:2.3:a:mozilla:seamonkey:1.1.9:* ™
cpe:2.3:a:mozilla:seamonkey:1.5.0.10:
cpe:2.3:a:mozilla:seamonkey:1.5.0.8:*:* " **:*:

Kk kKK kLK,

cpe:2.3:a:mozilla:seamonkey:1.5.0.9:*:

ak kR kR Rk,

cpe:2.3:a:mozilla:seamonkey:2.0:*:** "

Kk kKR uk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_1:*:*:**:*:*:

Kk koK kK.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

Kk ok akak k.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_3:*:*:**:*:*:

cpe:2.3:a:mozilla:seamonkey:2.0.1 %" %"

cpe:2.3:a:mozilla:seamonkey:2.0.2:*:*: " "

cpe:2.3:a:mozilla:seamonkey:2.0.3:*: """

cpe:2.3:a:mozilla:seamonkey:2.0.4:* %" "

cpe:2.3:a:mozilla:seamonkey:2.0.5:* %" "

cpe:2.3:a:mozilla:seamonkey:2.0.6:*:*: """

cpe:2.3:a:mozilla:seamonkey:2.0. 7% "

cpe:2.3:a:mozilla:seamonkey:1.0: % *:

akLk LKk Lk k.

cpe:2.3:a:mozilla:zseamonkey:1.0:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.0.1:** "

cpe:2.3:a:mozilla:zseamonkey:1.0.2:*:*: "

cpe:2.3:a:mozilla:seamonkey:1.0.3: """



cpe:2.3:a:mozilla:seamonkey:1.0.4:* "

cpe:2.3:a:mozilla:seamonkey:1.0.5:* "

cpe:2.3:a:mozilla:seamonkey:1.0.6:* "

cpe:2.3:a:mozilla:seamonkey:1.0.7:* "

cpe:2.3:a:mozilla:seamonkey:1.0.8: "

cpe:2.3:a:mozilla:seamonkey:1.0.9: "

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.1:

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

1 ARk kR kR k.

Kk koK Rk,

1:alpha: "

1Dk ek ok ak ok k ok,

1 3.*.*.*.*.*.*.*.

1 4.*.*.*.*.*.*.*.

1 5.*.*.*.*.*.*.*.

1 6.*.*.*.*.*.*.*.

1 7.*.*.*.*.*.*.*.

-1 8.*.*.*.*.*.*.*.

-1 9.*.*.*.*.*.*.*.



dk Lk ak Lk akakak.

cpe:2.3:a:mozilla:seamonkey:1.5.0.10:

cpe:2.3:a:mozilla:seamonkey:1.5.0.8:* " ™

kKoK oKk kLK,

cpe:2.3:a:mozilla:seamonkey:1.5.0.9:*:

akak kR Rk k.

cpe:2.3:a:mozilla:seamonkey:2.0:*:*:

KKk kR k.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_1:*:*:**:*:*:

Kk koK kR,

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

Lk Lk ak kR k.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:*:*:*:*:*:*:

Sk ok akakak ok,

cpe:2.3:a:mozilla:seamonkey:2.0:beta_2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.0:rc :*:*:**:*:*:

cpe:2.3:a:mozilla:seamonkey:2.0.1 %" "

cpe:2.3:a:mozilla:seamonkey:2.0.2:*:* " "

cpe:2.3:a:mozilla:seamonkey:2.0.3:*:* "% " *:

cpe:2.3:a:mozilla:seamonkey:2.0.4: > * "

cpe:2.3:a:mozilla:seamonkey:2.0.5:* %" "

cpe:2.3:a:mozilla:seamonkey:2.0.6:*: """

cpe:2.3:a:mozilla:seamonkey:2.0.7::*:* "

cpe:2.3:a:mozilla:ithunderbird:0.2:%:*:*:*:**::

cpe:2.3:a:mozilla:ithunderbird:0.3:%:*:* %

cpe:2.3:a:mozilla:ithunderbird:0.4:%:*:*:* %

ARk kK Lk Kk,

cpe:2.3:a:mozilla:ithunderbird:0.5:%:*: "
cpe:2.3:a:mozilla:ithunderbird:0.6:*:*:*:*:*:*::
cpe:2.3:a:mozilla:ithunderbird:0.7:%:*:*
cpe:2.3:a:mozilla:ithunderbird:0.7.1: % :*:

cpe:2.3:a:mozilla:thunderbird:0.7.2:*:*:***:*:*:

rnea2 R:amanzillasthiindarhird: () 7 R-*kkkokkok.



B L T T L L

AkLakak oKk kK,

cpe:2.3:a:mozilla:ithunderbird:0.8:*:*:**:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:0.9:*:*:***:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0:* "

cpe:2.3:a:mozilla:thunderbird:1.0.1 %

cpe:2.3:a:mozilla:thunderbird:1.0.2:* " ™

cpe:2.3:a:mozilla:thunderbird:1.0.3:* "% *:

cpe:2.3:a:mozilla:thunderbird:1.0.4:* "

cpe:2.3:a:mozilla:thunderbird:1.0.5:* "% *:

cpe:2.3:a:mozilla:thunderbird:1.0.6:**:*:***:*:

cpe:2.3:a:mozilla:ithunderbird:1.0.7:* "%

cpe:2.3:a:mozilla:thunderbird:1.0.8:*:*:**:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:1.5:%:": %

cpe:2.3:a:mozilla:ithunderbird:1.5.0.2:%: %"

cpe:2.3:a:mozilla:ithunderbird:1.5.0.3:*:*:"

cpe:2.3:a:mozilla:ithunderbird:1.5.0.4:%:*:"

cpe:2.3:a:mozilla:ithunderbird:1.5.0.5:%%: %

cpe:2.3:a:mozilla:ithunderbird:1.5.0.6:*:*:*:*

cpe:2.3:a:mozilla:ithunderbird:1.5.0. 7%

cpe:2.3:a:mozilla:ithunderbird:1.5.0.8:*:*: "

cpe:2.3:a:mozilla:ithunderbird:1.5.0.9:%: %"

cpe:2.3:a:mozilla:ithunderbird:1.5.1: %" *:



cpe:2.3:a:mozilla:ithunderbird:1.5.2:*:****:*:*:
cpe:2.3:a:mozilla:ithunderbird:2.0:*:*:*

cpe:2.3:a:mozilla:thunderbird:2.0.0.0:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.1:*:

cpe:2.3:a:mozilla:ithunderbird:2.0.0.3:*:":":*

cpe:2.3:a:mozilla:ithunderbird:2.0.0.4:*:%: "

cpe:2.3:a:mozilla:ithunderbird:2.0.0.5:%:*: %

cpe:2.3:a:mozilla:ithunderbird:2.0.0.6:*:*:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:2.0.0. 7%

cpe:2.3:a:mozilla:ithunderbird:2.0.0.8:*:*:*:*:*:*::

cpe:2.3:a:mozilla:ithunderbird:2.0.0.9:*:*:*:*:*

akLkLk ok kakk,

cpe:2.3:a:mozilla:ithunderbird:3.0:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0. 1% :*:*:

cpe:2.3:a:mozilla:ithunderbird:3.0.2:*:*:**:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.3:*:*:***:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.4:*:*:***:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.5::*:***:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.6:*:*:*:*:*:*:*:



cpe:Z.d:a:mozilla:thunderbird:3.0. /" mmmimm

cpe:2.3:a:mozilla:ithunderbird:3.1:*:*:*

cpe:2.3:a:mozilla:thunderbird:3.1.1:* "™

cpe:2.3:a:mozilla:thunderbird:3.1.2:* " ™

cpe:2.3:a:mozilla:thunderbird:3.1.3:* " ™

cpe:2.3:a:mozilla:ithunderbird:3.1.4:* "

cpe:2.3:a:mozilla:thunderbird:0.1:*:*: %

R I

cpe:2.3:a:mozilla:thunderbird:0.2:*:*:**:*:*:*:

cpe:2.3:a:mozilla:thunderbird:0.3:*:*:**:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:0.4:*:*:***:*:*:

Rk koK ok Rk,

cpe:2.3:a:mozilla:thunderbird:0.5:*:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:0.6:*:":*:*:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:0.7:%:":* %

cpe:2.3:a:mozilla:ithunderbird:0.7.1: % %%

cpe:2.3:a:mozilla:ithunderbird:0.7.2:*:*:* %" *:

cpe:2.3:a:mozilla:thunderbird:0.7.3:*:* % ":*:

cpe:2.3:a:mozilla:ithunderbird:0.8:%:":*:*:*:*:™:

cpe:2.3:a:mozilla:ithunderbird:0.9:%:*:*:*:*:*:™:

cpe:2.3:a:mozilla:ithunderbird:1.0:*:": " %

cpe:2.3:a:mozilla:ithunderbird:1.0.1:*:*:* "

cpe:2.3:a:mozilla:ithunderbird:1.0.2:*:*:* """

cpe:2.3:a:mozilla:thunderbird:1.0.3:*:*: 7 :":*:

cpe:2.3:a:mozilla:ithunderbird:1.0.4:*:*: 7 :*:*:

cpe:2.3:a:mozilla:ithunderbird:1.0.5::*: 7 :*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.6:*:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:1.0.7:%:*:***:*:*:

cpe:2.3:a:mozilla:thunderbird:1.0.8:*:*:***:*:*:

ARk Lk oKLk LRk,

cpe:2.3:a:mozilla:ithunderbird:1.5:%:*

kKK KKk,

cpe:2.3:a:mozilla:thunderbird:1.5:beta2:*:*:*:*:*:*:



cpe:2.3:a:mozilla:ithunderbird:1.5.0.1 %%

cpe:2.3:a:mozilla:thunderbird:1.5.0.2:*:* "

cpe:2.3:a:mozilla:thunderbird:1.5.0.3:*:* "

cpe:2.3:a:mozilla:thunderbird:1.5.0.4:* " * "

cpe:2.3:a:mozilla:thunderbird:1.5.0.5:* % * "

cpe:2.3:a:mozilla:ithunderbird:1.5.0.6:%: "

cpe:2.3:a:mozilla:ithunderbird:1.5.0. 7%

cpe:2.3:a:mozilla:ithunderbird:1.5.0.8:*:":*:* "

cpe:2.3:a:mozilla:ithunderbird:1.5.0.9:%:*: %

cpe:2.3:a:mozilla:ithunderbird:1.5.1: """

cpe:2.3:a:mozilla:ithunderbird:1.5.2:*:*: % ":*:

cpe:2.3:a:mozilla:ithunderbird:2.0:*:":*: %

cpe:2.3:a:mozilla:ithunderbird:2.0.0.0:*:*:":*:*

cpe:2.3:a:mozilla:ithunderbird:2.0.0.1 %%



cpe:2.3:a:mozilla:ithunderbird:2.0.0.3:*: %

cpe:2.3:a:mozilla:thunderbird:2.0.0.4:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.5:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.6:*:*:*:*:**:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.7:*:* "

cpe:2.3:a:mozilla:thunderbird:2.0.0.8:*:**:*:**:*:

cpe:2.3:a:mozilla:thunderbird:2.0.0.9:*:* " *:*:

Kk koK kR k.

cpe:2.3:a:mozilla:thunderbird:3.0:*:* %

cpe:2.3:a:mozilla:thunderbird:3.0.1:* "% *:

cpe:2.3:a:mozilla:ithunderbird:3.0.2:******:*:

cpe:2.3:a:mozilla:ithunderbird:3.0.3:*:* " *:

cpe:2.3:a:mozilla:thunderbird:3.0.4: " ":*:

cpe:2.3:a:mozilla:thunderbird:3.0.5:%:* " *:*:

cpe:2.3:a:mozilla:ithunderbird:3.0.6:*:*::*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.7:%:* """

cpe:2.3:a:mozilla:ithunderbird:3.1:%:": " %

cpe:2.3:a:mozilla:ithunderbird:3.1.1:*:* % ":*:

cpe:2.3:a:mozilla:ithunderbird:3.1.2:%:*:**:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.3:*:*: """

cpe:2.3:a:mozilla:ithunderbird:3.1.4:*:* 7 :":*:

No vendor comments have been submitted for this CVE
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