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Summary

CVE CVE-2010-3175

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-10-21 19:00:00 UTC

Updated 2017-09-19 01:31:00 UTC

Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox 3.6.x before 3.6.11 and Thunderbird 3.1.x before 3.1.5 allow remote attackers to cause a denial of service (memory corruption and application crash) or possibly execute arbitrary code via unknown vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 3.6 All All All

Application Mozilla Firefox 3.6.10 All All All

Application Mozilla Firefox 3.6.2 All All All

Application Mozilla Firefox 3.6.3 All All All

Application Mozilla Firefox 3.6.4 All All All

Application Mozilla Firefox 3.6.6 All All All

Application Mozilla Firefox 3.6.7 All All All

Application Mozilla Firefox 3.6.8 All All All

Application Mozilla Firefox 3.6.9 All All All

Application Mozilla Firefox 3.6 All All All

Application Mozilla Firefox 3.6.10 All All All

Application Mozilla Firefox 3.6.2 All All All

Application Mozilla Firefox 3.6.3 All All All

Application Mozilla Firefox 3.6.4 All All All

Application Mozilla Firefox 3.6.6 All All All

Application Mozilla Firefox 3.6.7 All All All

Application Mozilla Firefox 3.6.8 All All All
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Application Mozilla Firefox 3.6.8 All All All

Application Mozilla Firefox 3.6.9 All All All

Application Mozilla Thunderbird 3.1 All All All

Application Mozilla Thunderbird 3.1.1 All All All

Application Mozilla Thunderbird 3.1.2 All All All

Application Mozilla Thunderbird 3.1.3 All All All

Application Mozilla Thunderbird 3.1.4 All All All

Application Mozilla Thunderbird 3.1 All All All

Application Mozilla Thunderbird 3.1.1 All All All

Application Mozilla Thunderbird 3.1.2 All All All

Application Mozilla Thunderbird 3.1.3 All All All

Application Mozilla Thunderbird 3.1.4 All All All

References

Reference

Support | Red Hat

USN-998-1: Thunderbird vulnerabilities | Ubuntu

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Bug 590291 – Crash [@ nsSVGGlyphFrame::GetExtentOfChar] with getExtentOfChar(0)

MFSA 2010-64: Miscellaneous memory safety hazards (rv:1.9.2.11/ 1.9.1.14)

Mozilla Firefox and Thunderbird CVE-2010-3175 Multiple Memory-Corruption Vulnerabilities

[SECURITY] Fedora 12 Update: galeon-2.0.7-27.fc12

Support | Red Hat

590116 – Stack corruption in Windows' nsIconChannel::MakeInputStream due to GetDIBits being incorrectly used

Oracle Solaris Firefox Multiple Vulnerabilities - Advisories - Community

Repository / Oval Repository

ASA-2010-321 (RHSA-2010-0782)

Support | Red Hat

Support / Security / Advisories / / MDVSA-2010:210 | Mandriva

Support / Security / Advisories / / MDVSA-2010:211 | Mandriva

Security

[SECURITY] Fedora 14 Update: galeon-2.0.7-35.fc14.1

554670 – TM: "Assertion failed: LIR type error (start of writer pipeline): arg 1 of 'fmul' is 'int' which has type int32 (expected float64): 0 (../nanojit/LIR.cpp" or "Assertion failure: m != TT_INT32 || isInt32(*vp), at ../jstracer.cpp"

USN-997-1: Firefox and Xulrunner vulnerabilities | Ubuntu
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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