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/

VE-2010-317

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2010-3176

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2010-10-21 19:00:00 UTC

2017-09-19 01:31:00 UTC

Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox 3.5.x before 3.5.14 and 3.6.x before 3.6.11, Thui

| 1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Mozilla Firefox 3.5 All All All
Mozilla Firefox 3.5.1 All All All
Mozilla Firefox 3.5.10 All All All
Mozilla Firefox 3.5.11 All All All
Mozilla Firefox 3.5.12 All All All
Mozilla Firefox 3.5.13 All All All
Mozilla Firefox 3.5.2 All All All
Mozilla Firefox 3.5.3 All All All
Mozilla Firefox 3.5.4 All All All
Mozilla Firefox 3.5.5 All All All
Mozilla Firefox 3.5.6 All All All
Mozilla Firefox 3.5.7 All All All
Mozilla Firefox 3.5.8 All All All
Mozilla Firefox 3.5.9 All All All
Mozilla Firefox 3.6 All All All
Mozilla Firefox 3.6.10 All All All
Mozilla Firefox 3.6.2 All All All
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Support | Red Hat

Mozilla Firefox SeaMonkey and Thunderbird CVE-2010-3176 Multiple Memory-Corruption Vulnerabilities

USN-998-1: Thunderbird vulnerabilities | Ubuntu

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Repository / Oval Repository

MFSA 2010-64: Miscellaneous memory safety hazards (rv:1.9.2.11/1.9.1.14)
ASA-2010-302 (RHSA-2010-0781)

[SECURITY] Fedora 12 Update: galeon-2.0.7-27.fc12

594760 — activeContent in nsEventStateManager::PostHandleEvent looks unsafe
559344 — (CVE-2010-3185) vorbis_staticbook_unpack doesn't handle failure from oggpack_read
Support

Support | Red Hat

Oracle Solaris Firefox Multiple Vulnerabilities - Advisories - Community

568303 — GC hazards in JS_SetWatchPoint with proxies

568073 — GC hazard in obj_toSource

ASA-2010-321 (RHSA-2010-0782)

Support | Red Hat

583957 — "ASSERTION: killing mutation events" in nsMenuFrame::UpdateMenuType
Support | Red Hat

Support / Security / Advisories / / MDVSA-2010:210 | Mandriva

Support / Security / Advisories / / MDVSA-2010:211 | Mandriva

Debian -- Security Information -- DSA-2124-1 xulrunner

509075 — Crash [@ js_ValueToString]

Security

[SECURITY] Fedora 14 Update: galeon-2.0.7-35.fc14.1

566141 — GC hazard in MarkSharpObjects

USN-997-1: Firefox and Xulrunner vulnerabilities | Ubuntu

CVE Program record

NVD vulnerability detail

/

REDHAT

BID

UBUNTU

VUPEN

OVAL

CONFIRM

CONFIRM

FEDORA

CONFIRM

CONFIRM

REDHAT

REDHAT

SECUNIA

CONFIRM

CONFIRM

CONFIRM

REDHAT

CONFIRM

REDHAT

MANDRIVA

MANDRIVA

DEBIAN

CONFIRM

CONFIRM

FEDORA

CONFIRM

UBUNTU

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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