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A certain application-launch script in Mozilla Firefox before 3.5.14 and 3.6.x before 3.6.11, Thunderbird before 3.0.9 and 3.
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Mozilla Firefox 1.0 All All All
Mozilla Firefox 1.0 preview_release All All
Mozilla Firefox 1.0.1 All All All
Mozilla Firefox 1.0.2 All All All
Mozilla Firefox 1.0.3 All All All
Mozilla Firefox 1.0.4 All All All
Mozilla Firefox 1.0.5 All All All
Mozilla Firefox 1.0.6 All All All
Mozilla Firefox 1.0.7 All All All
Mozilla Firefox 1.0.8 All All All
Mozilla Firefox 1.5 All All All
Mozilla Firefox 1.5 betal All All
Mozilla Firefox 1.5 beta2 All All
Mozilla Firefox 1.5.0.1 All All All
Mozilla Firefox 1.5.0.10 All All All
Mozilla Firefox 1.5.0.11 All All All
Mozilla Firefox 1.5.0.12 All All All
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Appivaanun wivema Phunusonu cwu e Jas -
Application Mozilla Thunderbird 2.0.0.0 All All All
Application Mozilla Thunderbird 2.0.0.1 All All All
Application Mozilla Thunderbird 2.0.0.12 All All All
Application Mozilla Thunderbird 2.0.0.14 All All All
Application Mozilla Thunderbird 2.0.0.16 All All All
Application Mozilla Thunderbird 2.0.0.17 All All All
Application Mozilla Thunderbird 2.0.0.18 All All All
Application Mozilla Thunderbird 2.0.0.19 All All All
Application Mozilla Thunderbird 2.0.0.2 All All All
Application Mozilla Thunderbird 2.0.0.21 All All All
Application Mozilla Thunderbird 2.0.0.22 All All All
Application Mozilla Thunderbird 2.0.0.23 All All All
Application Mozilla Thunderbird 2.0.0.3 All All All
Application Mozilla Thunderbird 2.0.04 All All All
Application Mozilla Thunderbird 2.0.0.5 All All All
Application Mozilla Thunderbird 2.0.0.6 All All All
Application Mozilla Thunderbird 2.0.0.7 All All All
Application Mozilla Thunderbird 2.0.0.8 All All All
Application Mozilla Thunderbird 2.0.0.9 All All All
Application Mozilla Thunderbird 3.0 All All All
Application Mozilla Thunderbird 3.0.1 All All All
Application Mozilla Thunderbird 3.0.2 All All All
Application Mozilla Thunderbird 3.0.3 All All All
Application Mozilla Thunderbird 3.0.4 All All All
Application Mozilla Thunderbird 3.0.5 All All All
Application Mozilla Thunderbird 3.0.6 All All All
Application Mozilla Thunderbird 3.0.7 All All All
Application Mozilla Thunderbird 3.1 All All All
Application Mozilla Thunderbird 3.1.1 All All All
Application Mozilla Thunderbird 3.1.2 All All All
Application Mozilla Thunderbird 3.1.3 All All All
Application Mozilla Thunderbird 3.1.4 All All All
Application Mozilla Thunderbird All All All All
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Reference Source Link

MFSA 2010-71: Unsafe library loading vulnerabilities CONFIRM www.mozilla.org
590753 — (CVE-2010-3182) Insecure handling of LD_LIBRARY_PATH by run-mozilla.sh CONFIRM bugzilla.mozilla.or
Support | Red Hat REDHAT www.redhat.com
USN-998-1: Thunderbird vulnerabilities | Ubuntu UBUNTU www.ubuntu.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com
Mozilla Firefox SeaMonkey and Thunderbird 'LD_LIBRARY_PATH' Local Privilege Escalation Vulnerability BID www.securityfocus
ASA-2010-302 (RHSA-2010-0781) CONFIRM  support.avaya.cor
[SECURITY] Fedora 12 Update: galeon-2.0.7-27.fc12 FEDORA lists.fedoraproject.
Support REDHAT www.redhat.com
Support | Red Hat REDHAT www.redhat.com
Oracle Solaris Firefox Multiple Vulnerabilities - Advisories - Community SECUNIA secunia.com
ASA-2010-321 (RHSA-2010-0782) CONFIRM  support.avaya.cor
Support | Red Hat REDHAT www.redhat.com
Support | Red Hat REDHAT www.redhat.com
Support / Security / Advisories / / MDVSA-2010:210 | Mandriva MANDRIVA  www.mandriva.col
Support / Security / Advisories / / MDVSA-2010:211 | Mandriva MANDRIVA  www.mandriva.col
Repository / Oval Repository OVAL oval.cisecurity.org
Security CONFIRM  blogs.sun.com
[SECURITY] Fedora 14 Update: galeon-2.0.7-35.fc14.1 FEDORA lists.fedoraproject.
USN-997-1: Firefox and Xulrunner vulnerabilities | Ubuntu UBUNTU www.ubuntu.com
CVE Program record CVE.ORG  www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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