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CVE CVE-2010-3183
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback
Published 2010-10-21 19:00:03 UTC
Updated 2026-04-29 01:13:23 UTC

Description The LookupGetterOrSetter function in js3250.dll in Mozilla Firefox before 3.5.14 and 3.6.x before 3.6.11, Thunderbird befor:

/ |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov
AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality
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\vailability
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AV:N/AC:M/Au:N/C:C/I:C/A:C

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 1.0 All All All


https://cve.report/
https://cve.report/CVE-2010-3183/mitre
https://cve.report/CVE-2010-3183/nist
https://cve.report/CVE-2010-3183/cve_org
https://cve.report/api/cve/CVE-2010-3183.json
https://cve.report/CVE-2010-3183.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
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Applcduorn vioZind Hrunaeromra J.U.0 Al
Application Mozilla Thunderbird 3.0.7 All
Application Mozilla Thunderbird 3.1 All
Application Mozilla Thunderbird 3.1.1 All
Application Mozilla Thunderbird 3.1.2 All
Application Mozilla Thunderbird 3.1.3 All
Application Mozilla Thunderbird 3.1.4 All
Application Mozilla Thunderbird All All

Vendor Declared Affected Products

All Al
All All
All All
All All
All All
All All
All All
All All

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

598669 — (CVE-2010-3183) LookupGetterOrSetter Remote Code Execution Vulnerability (ZDI-CAN-929)
Support | Red Hat

USN-997-1: Firefox and Xulrunner vulnerabilities | Ubuntu

Support / Security / Advisories / / MDVSA-2010:210 | Mandriva
Security

[SECURITY] Fedora 12 Update: galeon-2.0.7-27.fc12

Repository / Oval Repository

[SECURITY] Fedora 14 Update: galeon-2.0.7-35.fc14.1

Zero Day Initiative

Support | Red Hat

USN-998-1: Thunderbird vulnerabilities | Ubuntu

Support | Red Hat

ASA-2010-321 (RHSA-2010-0782)

Oracle Solaris Firefox Multiple Vulnerabilities - Advisories - Community
MFSA 2010-67: Dangling pointer vulnerability in LookupGetterOrSetter
Support / Security / Advisories / / MDVSA-2010:211 | Mandriva

Debian -- Security Information -- DSA-2124-1 xulrunner

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Mozilla Firefox SeaMonkey and Thunderbird 'LookupGetterOrSetter' Memory Corruption Vulnerability
CVE Program record

NVD vulnerability detail

1]
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http://blogs.sun.com/security/entry/multiple_vulnerabilities_in_mozilla_firefox
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https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11891
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http://www.mozilla.org/security/announce/2010/mfsa2010-67.html
http://www.mandriva.com/security/advisories?name=MDVSA-2010:211
http://www.debian.org/security/2010/dsa-2124
http://www.vupen.com/english/advisories/2011/0061
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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