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AVLACLUAUNCNIPIAN Certain versions of Player from Vmware contain the following
vulnerability:

The installer in VMware Workstation 7.x before 7.1.2 build 301548 and
VMware Player 3.x before 3.1.2 build 301548 renders an index.htm file
if present in the installation directory, which might allow local users to
trigger unintended interpretation of web script or HTML by creating this
file.

CVE-2010-3277 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: f2ii=Low

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

SecurityTracker.com Archives - VMware Workstation and () SECTRACK 1024481

Player Installer Displays HTML File From Current Working

Directory

VMSA-2010-0014 8 CONFIRM
T www.vmware.com/security/advisories/VMSA-2010-
0014.html

VMware Update for Workstation and Player - Advisories - Y SECUNIA 41574

Community web.archive.org

Webmail : Solution de messagerie professionnelle - (%) VUPEN ADV-2010-2491

OVHcloud- OVH [ www.vupen.com |
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[Security-announce] VMSA-2010-0014 VMware Workstation, &) MLIST [security-announce] 20100923 VMSA-
Player, and ACE address several security issues 2010-0014 VMware Workstation, Player, and ACE
address several security issues

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Vmware Player 3.0 All All All
Application Vmware Player 3.0.1 All All All
Application Vmware Player 3.1 All All All
Application Vmware Player 3.1.1 All All All
Application Vmware Player 3.0 All All All
Application Vmware Player 3.0.1 All All All
Application Vmware Player 3.1 All All All
Application Vmware Player 3.1.1 All All All
Application Vmware Workstation 7.0 All All All
Application Vmware Workstation 7.0.1 All All All
Application Vmware Workstation 71 All All All
Application Vmware Workstation 711 All All All
Application Vmware Workstation 7.0 All All All
Application Vmware Workstation 7.0.1 All All All
Application Vmware Workstation 71 All All All
Application Vmware Workstation 711 All All All
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cpe:Z.d:a:vmware:player:3.1.1:7:7"mmn

cpe:2.3:a:vmware:workstation:7.0:*:

cpe:2.3:a:vmware:workstation:7.0.1:

cpe:2.3:a:ivmware:workstation:7. 1

cpe:2.3:a:ivmware:workstation:7.1.1:

cpe:2.3:a:ivmware:workstation:7.0:

cpe:2.3:a:ivmware:workstation:7.0. 1%

cpe:2.3:a:ivmware:workstation: 7.1

cpe:2.3:a:ivmware:workstation:7. 1.1 0

No vendor comments have been submitted for this CVE
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