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Summary

CVE CVE-2010-3303

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-10-05 22:00:00 UTC

Updated 2013-08-27 03:04:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in MantisBT before 1.2.3 allow remote authenticated administrators to inject arbitrary web script or HTML via (1) a plugin name, related to manage_plugin_uninstall.php; (2) an enumeration value or (3) a String value of a custom field, related to core/cfdefs/cfdef_standard.php; or a (4) project or (5) category name to print_all_bug_page_word.php.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mantisbt Mantisbt 0.18.0 All All All

Application Mantisbt Mantisbt 0.19.0 All All All

Application Mantisbt Mantisbt 0.19.0 rc1 All All

Application Mantisbt Mantisbt 0.19.0a1 All All All

Application Mantisbt Mantisbt 0.19.0a2 All All All

Application Mantisbt Mantisbt 0.19.1 All All All

Application Mantisbt Mantisbt 0.19.2 All All All

Application Mantisbt Mantisbt 0.19.3 All All All

Application Mantisbt Mantisbt 0.19.4 All All All

Application Mantisbt Mantisbt 0.19.5 All All All

Application Mantisbt Mantisbt 1.0.0 All All All

Application Mantisbt Mantisbt 1.0.0 rc1 All All

Application Mantisbt Mantisbt 1.0.0 rc2 All All

Application Mantisbt Mantisbt 1.0.0 rc3 All All

Application Mantisbt Mantisbt 1.0.0 rc4 All All

Application Mantisbt Mantisbt 1.0.0 rc5 All All

Application Mantisbt Mantisbt 1.0.0a1 All All All
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Application Mantisbt Mantisbt 1.0.0a1 All All All

Application Mantisbt Mantisbt 1.0.0a2 All All All

Application Mantisbt Mantisbt 1.0.0a3 All All All

Application Mantisbt Mantisbt 1.0.1 All All All

Application Mantisbt Mantisbt 1.0.2 All All All

Application Mantisbt Mantisbt 1.0.3 All All All

Application Mantisbt Mantisbt 1.0.4 All All All

Application Mantisbt Mantisbt 1.0.5 All All All

Application Mantisbt Mantisbt 1.0.6 All All All

Application Mantisbt Mantisbt 1.0.7 All All All

Application Mantisbt Mantisbt 1.0.8 All All All

Application Mantisbt Mantisbt 1.1.0 All All All

Application Mantisbt Mantisbt 1.1.1 All All All

Application Mantisbt Mantisbt 1.1.2 All All All

Application Mantisbt Mantisbt 1.1.4 All All All

Application Mantisbt Mantisbt 1.1.5 All All All

Application Mantisbt Mantisbt 1.1.6 All All All

Application Mantisbt Mantisbt 1.1.7 All All All

Application Mantisbt Mantisbt 1.1.8 All All All

Application Mantisbt Mantisbt 1.2.0 All All All

Application Mantisbt Mantisbt 1.2.1 All All All

Application Mantisbt Mantisbt 0.18.0 All All All

Application Mantisbt Mantisbt 0.19.0 All All All

Application Mantisbt Mantisbt 0.19.0 rc1 All All

Application Mantisbt Mantisbt 0.19.0a1 All All All

Application Mantisbt Mantisbt 0.19.0a2 All All All

Application Mantisbt Mantisbt 0.19.1 All All All

Application Mantisbt Mantisbt 0.19.2 All All All

Application Mantisbt Mantisbt 0.19.3 All All All

Application Mantisbt Mantisbt 0.19.4 All All All

Application Mantisbt Mantisbt 0.19.5 All All All

Application Mantisbt Mantisbt 1.0.0 All All All

Application Mantisbt Mantisbt 1.0.0 rc1 All All

Application Mantisbt Mantisbt 1.0.0 rc2 All All

Application Mantisbt Mantisbt 1.0.0 rc3 All All

Application Mantisbt Mantisbt 1.0.0 rc4 All All
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Application Mantisbt Mantisbt 1.0.0 rc5 All All

Application Mantisbt Mantisbt 1.0.0a1 All All All

Application Mantisbt Mantisbt 1.0.0a2 All All All

Application Mantisbt Mantisbt 1.0.0a3 All All All

Application Mantisbt Mantisbt 1.0.1 All All All

Application Mantisbt Mantisbt 1.0.2 All All All

Application Mantisbt Mantisbt 1.0.3 All All All

Application Mantisbt Mantisbt 1.0.4 All All All

Application Mantisbt Mantisbt 1.0.5 All All All

Application Mantisbt Mantisbt 1.0.6 All All All

Application Mantisbt Mantisbt 1.0.7 All All All

Application Mantisbt Mantisbt 1.0.8 All All All

Application Mantisbt Mantisbt 1.1.0 All All All

Application Mantisbt Mantisbt 1.1.1 All All All

Application Mantisbt Mantisbt 1.1.2 All All All

Application Mantisbt Mantisbt 1.1.4 All All All

Application Mantisbt Mantisbt 1.1.5 All All All

Application Mantisbt Mantisbt 1.1.6 All All All

Application Mantisbt Mantisbt 1.1.7 All All All

Application Mantisbt Mantisbt 1.1.8 All All All

Application Mantisbt Mantisbt 1.2.0 All All All

Application Mantisbt Mantisbt 1.2.1 All All All

Application Mantisbt Mantisbt All All All All

References

Reference Source Link

oss-security - CVE request: mantis before 1.2.3 (XSS) MLIST www.openwall.com

0012234: XSS issues when using custom field String values - MantisBT CONFIRM www.mantisbt.org

Gentoo Linux Documentation -- MantisBT: Multiple vulnerabilities GENTOO security.gentoo.org

Mantis Multiple Cross-Site Scripting Vulnerabilities BID www.securityfocus.com

oss-security - Re: CVE request: mantis before 1.2.3 (XSS) MLIST www.openwall.com

0012238: XSS in print_all_bug_page_word.php when printing project and category names - MantisBT CONFIRM www.mantisbt.org

[SECURITY] Fedora 14 Update: mantis-1.1.8-4.fc14 FEDORA lists.fedoraproject.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

0012231: XSS vulnerability when uninstalling maliciously named plugins - MantisBT CONFIRM www.mantisbt.org

Security Advisory SA51199 - Gentoo update for MantisBT - Secunia SECUNIA secunia.com
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[SECURITY] Fedora 13 Update: mantis-1.1.8-4.fc13 FEDORA lists.fedoraproject.org

Fedora update for mantis - Advisories - Community SECUNIA secunia.com

Change Log - MantisBT CONFIRM www.mantisbt.org

oss-security - Re: CVE request: mantis before 1.2.3 (XSS) MLIST www.openwall.com

[SECURITY] Fedora 12 Update: mantis-1.1.8-4.fc12 FEDORA lists.fedoraproject.org

oss-security - Re: CVE request: mantis before 1.2.3 (XSS) MLIST www.openwall.com

0012232: Multiple XSS issues with custom field enumeration values - MantisBT CONFIRM www.mantisbt.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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