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CVE CVE-2010-3308
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-10-05 22:00:00 UTC
Updated 2023-02-13 04:23:00 UTC
Description Buffer overflow in programs/pluto/xauth.c in the client in Openswan 2.6.26 through 2.6.28 might allow remote authenticated
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Xelerance Openswan 2.6.26 All All All

Application Xelerance Openswan 2.6.27 All All All

Application Xelerance Openswan 2.6.28 All All All

Application Xelerance Openswan 2.6.26 All All All

Application Xelerance Openswan 2.6.27 All All All

Application Xelerance Openswan 2.6.28 All All All

Reference Source Lil
637924 — (CVE-2010-3308) CVE-2010-3308 Openswan cisco banner option handling vulnerability MISC bu
access.redhat.com | CVE-2010-3308 MISC ac
Red Hat Customer Portal MISC ac

SecurityTracker.com Archives - Openswan Buffer Overflows Let Remote Authenticated Gateways Execute Arbitrary Code SECTRACK wy

Page not found - GitHub Pages CONFIRM Wy
Red Hat Customer Portal REDHAT W\
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN W\

[SECURITY] Fedora 12 Update: openswan-2.6.29-1.fc12 FEDORA lis
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Fedora update for openswan - Secunia.com

Openswan 'XAUTH' Remote Buffer Overflow and Command Injection Vulnerabilities
[SECURITY] Fedora 14 Update: openswan-2.6.29-1.fc14
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CVE Program record
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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