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Summary

CVE CVE-2010-3313

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-09-22 19:00:00 UTC

Updated 2013-08-18 06:14:00 UTC

Description phpgwapi/js/fckeditor/editor/dialog/fck_spellerpages/spellerpages/serverscripts/spellchecker.php in EGroupware 1.4.001+.002; 1.6.001+.002 and possibly other versions before 1.6.003; and EPL 9.1 before 9.1.20100309 and 9.2 before 9.2.20100309; allows remote attackers to execute arbitrary commands via shell metacharacters in the (1) aspell_path or (2) spellchecker_lang parameters.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Egroupware Egroupware 1.4.001 All All All

Application Egroupware Egroupware 1.4.001+.002 All All All

Application Egroupware Egroupware 1.4.001\+.002 All All All

Application Egroupware Egroupware 1.4.002 All All All

Application Egroupware Egroupware 1.6.001 All All All

Application Egroupware Egroupware 1.6.001+.002 All All All

Application Egroupware Egroupware 1.6.001\+.002 All All All

Application Egroupware Egroupware 1.6.002 All All All

Application Egroupware Egroupware 9.1 - commercial_epl All

Application Egroupware Egroupware 9.2 - commercial_epl All

Application Egroupware Egroupware 1.4.001 All All All

Application Egroupware Egroupware 1.4.001\+.002 All All All

Application Egroupware Egroupware 1.4.002 All All All

Application Egroupware Egroupware 1.6.001 All All All

Application Egroupware Egroupware 1.6.001\+.002 All All All

Application Egroupware Egroupware 1.6.002 All All All

Application Egroupware Egroupware 9.1 - commercial_epl All
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Application Egroupware Egroupware 9.1 - commercial_epl All

Application Egroupware Egroupware 9.2 - commercial_epl All

References

Reference Source Link Tags

oss-security - Re: CVE request: egroupware remote code and xss MLIST www.openwall.com

egroupware.org: EGroupware Community Forum CONFIRM www.egroupware.org Patch, Vendor Advisory

EGroupware 1.6.002 and EGroupware Premium Line 9.1 Multiple Vulnerabilities EXPLOIT-DB www.exploit-db.com

Debian -- Security Information -- DSA-2013-1 egroupware DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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