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Summary

CVE CVE-2010-3324

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-09-17 18:00:00 UTC

Updated 2021-07-23 15:12:00 UTC

Description The toStaticHTML function in Microsoft Internet Explorer 8, and the SafeHTML function in Microsoft Windows SharePoint Services 3.0 SP2, SharePoint Foundation 2010, Office SharePoint Server 2007 SP2, Groove Server 2010, and Office Web Apps, allows remote attackers to bypass the cross-site scripting (XSS) protection mechanism and conduct XSS attacks via a crafted use of the Cascading Style Sheets (CSS) @import rule, aka "HTML Sanitization Vulnerability," a different vulnerability than CVE-2010-1257.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Groove Server 2010 All All All

Application Microsoft Groove Server 2010 All All All

Application Microsoft Ie 8 All All All

Application Microsoft Ie 8 All All All

Application Microsoft Internet Explorer 8 All All All

Application Microsoft Sharepoint Foundation 2010 All All All

Application Microsoft Sharepoint Foundation 2010 All All All

Application Microsoft Sharepoint Server 2007 sp2 All All

Application Microsoft Sharepoint Server 2007 sp2 All All

Application Microsoft Sharepoint Services 3.0 sp2 x32 All

Application Microsoft Sharepoint Services 3.0 sp2 x32 All

Application Microsoft Web Apps All All All All

Application Microsoft Web Apps All All All All
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Microsoft Security Bulletin MS10-072 - Important | Microsoft Docs MS docs.microsoft.com

20100814 IE8 toStaticHtml Bypass FULLDISC archives.neohapsis.com

Repository / Oval Repository OVAL oval.cisecurity.org

ASA-2010-278 (2360131) CONFIRM support.avaya.com

IE8 toStaticHtml Bypass漏洞 | WooYun-2010-00189 | WooYun.org MISC www.wooyun.org

Microsoft Security Bulletin MS10-071 - Critical | Microsoft Docs MS docs.microsoft.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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