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Summary

CVE CVE-2010-3389

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-10-20 18:00:00 UTC

Updated 2012-02-02 03:58:00 UTC

Description The (1) SAPDatabase and (2) SAPInstance scripts in OCF Resource Agents (aka resource-agents or cluster-agents) 1.0.3 in Linux-HA place a zero-length directory name in the LD_LIBRARY_PATH, which allows local users to gain privileges via a Trojan horse shared library in the current working directory.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Linux-ha Ocf Resource Agents 1.0.3 All All All

Application Linux-ha Ocf Resource Agents 1.0.3 All All All

References

Reference Source Link Tags

Support REDHAT www.redhat.com

Support REDHAT www.redhat.com

639044 – (CVE-2010-3389) CVE-2010-3389 rgmanager: insecure library loading vulnerability CONFIRM bugzilla.redhat.com

#598549 - cluster-agents: CVE-2010-3389: insecure library loading - Debian Bug report logs CONFIRM bugs.debian.org Exploit, Patch

Gentoo Linux Documentation -- rgmanager: Privilege escalation GENTOO security.gentoo.org

Red Hat update for rgmanager - Advisories - Community SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Support REDHAT www.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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